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Thi s neno defines an Experinmental Protocol for the I|nternet
community. 1t does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovement are requested.
Distribution of this meno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (1999). All R ghts Reserved.
| ESG Not e

Thi s docunent defines an Experinental protocol for the Internet
community. The | ESG expects that a revised version of this protoco
wi Il be published as Proposed Standard protocol. The Proposed

St andard, when published, is expected to change fromthe protoco
defined in this meno. |In particular, it is expected that the
standards-track version of the protocol will incorporate strong

aut hentication and privacy features, and that an "ipp:" URL type wll
be defined which supports those security neasures. Oher changes to
the protocol are also possible. Inplementors are warned that future
versions of this protocol may not interoperate with the version of

| PP defined in this docunment, or if they do interoperate, that sone
protocol features may not be avail abl e.

The | ESG encour ages experinentation with this protocol, especially in
conbi nation with Transport Layer Security (TLS) [RFC 2246], to help
determ ne how TLS may effectively be used as a security layer for

| PP.
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Abst ract

This docunment is one of a set of docunents, which together describe
all aspects of a new Internet Printing Protocol (IPP). IPP is an
application level protocol that can be used for distributed printing
using Internet tools and technol ogi es. This document defines the
rules for encoding | PP operations and | PP attributes into a new
Internet minme nmedia type called "application/ipp". This docunent

al so defines the rules for transporting over HITP a nessage body
whose Content-Type is "application/ipp".

The full set of |PP docunents includes:

Design Goals for an Internet Printing Protocol [RFC2567]
Rationale for the Structure and Mddel and Protocol for the
Internet Printing Protocol [RFC2568]

Internet Printing Protocol/1.0: Mdel and Semantics [ RFC2566]
Internet Printing Protocol/1.0: Encoding and Transport (this
docunent)

Internet Printing Protocol/1.0: Inplementer’s Guide [ipp-iidg]
Mappi ng between LPD and | PP Protocols [ RFC2569]

The docunent, "Design Goals for an Internet Printing Protocol", takes
a broad |l ook at distributed printing functionality, and it enunerates
real -life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirenents for three types of users: end users, operators, and

adm nistrators. It calls out a subset of end user requirenents that
are satisfied in IPP/1.0. Qperator and admi nistrator requirenments are
out of scope for version 1.0.

The docunent, "Rationale for the Structure and Mddel and Protocol for
the Internet Printing Protocol™, describes IPP froma high | eve

view, defines a roadmap for the various docunents that formthe suite
of I PP specifications, and gi ves background and rationale for the

| ETF wor ki ng group’s maj or deci sions.

The docunent, "Internet Printing Protocol/1.0: Mdel and Semantics"
describes a sinplified nodel with abstract objects, their attributes,
and their operations that are independent of encodi ng and transport.
It introduces a Printer and a Job object. The Job object optionally
supports nultiple docunents per Job. It also addresses security,

i nternationalization, and directory issues.

This docunment "Internet Printing Protocol/1.0: Inplenenter’s Guide"
gives advice to inplenmenters of IPP clients and | PP objects.
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The docunent "Mappi ng between LPD and | PP Protocol s" gives sone
advice to inplementers of gateways between | PP and LPD (Line Printer
Daenon) i npl enent ati ons.
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1.

I nt roducti on

Thi s docunment contains the rules for encoding | PP operations and
describes two | ayers: the transport |ayer and the operation |ayer

The transport |ayer consists of an HTTP/ 1.1 request or response. RFC
2068 [ RFC2068] describes HITP/1.1. This docunent specifies the HITP
headers that an | PP inplenentation supports.

The operation |ayer consists of a nmessage body in an HTTP request or
response. The docunent "Internet Printing Protocol/1.0: Mdel and
Semantics" [ RFC2566] defines the semantics of such a nessage body and
the supported val ues. This docunment specifies the encoding of an | PP
operation. The aforenmenti oned docunent [RFC2566] is henceforth
referred to as the "I PP nodel docunent”

Conf or mance Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHOULD', "SHOULD NOT",
" RECOMVENDED"', "MAY", and "OPTIONAL" in this docunment are to be
interpreted as described in RFC 2119 [ RFC2119].

Encodi ng of the Operation Layer

The operation layer MJST contain a single operation request or
operation response. Each request or response consists of a sequence
of values and attribute groups. Attribute groups consist of a
sequence of attributes each of which is a nane and value. Nanes and
val ues are ultimately sequences of octets

The encoding consists of octets as the nost prinitive type. There are
several types built fromoctets, but three inportant types are

i ntegers, character strings and octet strings, on which nost other
data types are built. Every character string in this encoding MIST be
a sequence of characters where the characters are associated with
some charset and sone natural |anguage. A character string MJST be in
"reading order"” with the first character in the value (according to
readi ng order) being the first character in the encoding. A character
string whose associ ated charset is US-ASCI|I whose associ ated natura

| anguage is US English is henceforth called a US-ASCI | - STRING A
character string whose associ ated charset and natural |anguage are
specified in a request or response as described in the nodel docunent
is henceforth called a LOCALI ZED- STRING An octet string MJST be in
"I PP nodel document order" with the first octet in the val ue
(according to the I PP nodel docunent order) being the first octet in
the encoding Every integer in this encoding MIJST be encoded as a
signed integer using two' s-conplenent binary encoding with big-endian
format (al so known as "network order" and "nost significant byte
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first"). The nunber of octets for an integer MJUST be 1, 2 or 4,
dependi ng on usage in the protocol. Such one-octet integers,
henceforth call ed Sl GNED- BYTE, are used for the version-nunber and
tag fields. Such two-byte integers, henceforth call ed SI GNED- SHORT
are used for the operation-id, status-code and length fields. Four
byte integers, henceforth called SIGNED | NTEGER, are used for val ues
fields and the sequence nunber.

The following two sections present the operation layer in two ways

- informally through pictures and description
- formally through Augnented Backus-Naur Form (ABNF), as specified
by RFC 2234 [ RFC2234]

3.1 Picture of the Encoding

The encoding for an operation request or response consists of:

| ver si on- nunber | 2 bytes - required
[ operation-id (request) [
| or | 2 bytes - required
[ status-code (response) |

| request-id | 4 bytes - required
[ xxXx-attributes-tag [ 1 byte
——————————————————————————————————————————————— |-0 or nore
| xXx-attribute-sequence | n bytes

| end-of -attri butes-tag | 1 byte - required
[ dat a [ q bytes - optiona

The xxx-attributes-tag and xxx-attribute-sequence represents four
different values of "xxx", nanmely, operation, job, printer and
unsupported. The xxx-attributes-tag and an xxx-attri bute-sequence
represent attribute groups in the nodel docunent. The xxx-
attributes-tag identifies the attribute group and the xxx-attribute-
sequence contains the attributes.

The expected sequence of xxx-attributes-tag and xxx-attribute-

sequence is specified in the | PP nodel docunent for each operation
request and operation response.
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A request or response SHOULD contain each xxx-attributes-tag defined
for that request or response even if there are no attributes except
for the unsupported-attributes-tag which SHOULD be present only if

t he unsupported-attribute-sequence is non-enpty. A receiver of a
request MJST be able to process as equivalent enpty attribute groups:

a) an xxx-attributes-tag with an enpty xxx-attribute-sequence,
b) an expected but m ssing xxx-attributes-tag.

The data is onmtted fromsone operations, but the end-of-attributes-
tag is present even when the data is omtted. Note, the xxx-
attributes-tags and end-of-attributes-tag are called "delimter-
tags’. Note: the xxx-attribute-sequence, shown above nay consist of 0
bytes, according to the rule bel ow

An xxx-attributes-sequence consists of zero or nore conpound-
attributes

| compound-attribute | s bytes - 0 or nore

A conmpound-attribute consists of an attribute with a single val ue
foll owed by zero or nore additional values

Note: a ’'conmpound-attribute’ represents a single attribute in the
nodel docunent. The ’additional value’ syntax is for attributes with
2 or nore val ues.

Each attribute consists of:

| val ue-tag I 1 byte
T s a5 2 e
i------———------"""héhé’"""'____________[ u bytes
oo val ue-lengih (valve isv) | 2 bytes
o value 1 v bytes
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An addi tional val ue consists of:

[ val ue-t ag [ 1 byte |
_______________________________________________ |

| nane-l ength (value is 0x0000) | 2 bytes
----------------------------------------------- [-0 or nore
| val ue-length (value is w) | 2 bytes
_______________________________________________ I

[ val ue [ w bytes

Note: an additional value is like an attribute whose nane-length is O.

From t he standpoint of a parsing |oop, the encoding consists of:

| ver si on- nunber | 2 bytes - required
| operation-id (request) |
| or | 2 bytes - required
[ stat us-code (response) [

| request-id | 4 bytes - required
| tag (delimter-tag or val ue-tag) | 1 byte |
——————————————————————————————————————————————— |-0 or nore
[ enpty or rest of attribute [ X bytes

| end-of -attri butes-tag | 2 bytes - required
| dat a | y bytes - optiona

The val ue of the tag determ nes whether the bytes follow ng the
tag are:

- attributes

- data

- the remai nder of a single attribute where the tag specifies the
type of the val ue.

3.2 Syntax of Encoding
The syntax bel ow is ABNF [ RFC2234] except ’strings of literals’ MJST
be case sensitive. For exanple 'a' neans |ower case ’'a and not

upper case 'A'. I n addition, SIGNED BYTE and SI GNED- SHORT fi el ds
are represented as ' %’ val ues which show their range of val ues.
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i pp- message = i pp-request / ipp-response

i pp-request = version-nunber operation-id request-id
*(xxx-attributes-tag xxx-attribute-sequence)
end-of -attri butes-tag data

i pp-response = version-nunber status-code request-id
*(xxx-attributes-tag xxx-attribute-sequence)
end-of -attri butes-tag data

xxx-attribute-sequence = *conpound-attribute
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April 1999

XXx-attributes-tag = operation-attributes-tag / job-attributes-tag /

printer-attributes-tag / unsupported-attributes-tag

ver si on- nunber = nmj or-versi on- nunber i nor-ver si on- nunber
maj or - ver si on- nunber = SI GNED- BYTE
nmi nor - ver si on- nunber = Sl GNED- BYTE

operation-id = S| GNED- SHORT ;

compound-attribute = attribute *additional -val ues
attribute = val ue-tag nane-|ength nane val ue-1l ength val ue

initially %1
initially %0

mappi ng from nodel
stat us-code = SI GNED- SHORT ; nmpping from node
request-id = Sl GNED- | NTEGER ; whose value is > 0

def i ned bel ow
defi ned bel ow

addi tional -val ues = val ue-tag zero-nane-| ength val ue-1ength val ue

name- | ength = SI GNED- SHORT ; nunber of octets of

name = LALPHA *( LALPHA / DIGT /

val ue-l ength = SI GNED- SHORT ; nunber of Bctets.of

val ue = OCTET- STRI NG
data = OCTET- STRI NG

zer o-nane-1 ength = %00. 00
operation-attributes-tag = %01
job-attributes-tag = %02
printer-attributes-tag = %04

unsupported-attributes-tag = %05

end-of -attri butes-tag = %03
val ue-tag = %10- FF

S| GNED- BYTE = BYTE

S| GNED- SHORT = 2BYTE

S| GNED- | NTEGER = 4BYTE

DA T = %30-39 ;o "0" to "9O"
LALPHA = %61-7A ; "a" to "z"
BYTE = %00- FF

OCTET- STRI NG = *BYTE
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The syntax allows an xxx-attributes-tag to be present when the xxx-
attribute-sequence that follows is enpty. The syntax is defined this
way to allow for the response of Get-Jobs where no attributes are
returned for sone job-objects. Athough it is RECOWENDED that the
sender not send an xxx-attributes-tag if there are no attributes
(except in the Get-Jobs response just nentioned), the receiver MJST
be able to decode such syntax.

3. 3 Versi on- nunber

The version-nunber MJST consist of a nmajor and mnor version-nunber,
each of which MJST be represented by a SI GNED- BYTE. The protoco
described in this docunent MJST have a mmjor version-nunber of 1
(0x01) and a m nor version-nunber of 0 (0x00). The ABNF for these
two bytes MJUST be 9%%O01. 00.

3.4 Operation-id

peration-ids are defined as enuns in the nodel document. An
operation-ids enum val ue MUST be encoded as a S| GNED- SHORT

Not e: the val ues 0x4000 to OxFFFF are reserved for private
ext ensi ons.

3.5 Status-code

St at us-codes are defined as enuns in the npdel docunment. A status-
code enum val ue MJST be encoded as a SI GNED- SHORT

The status-code is an operation attribute in the nodel document. In
the protocol, the status-code is in a special position, outside of
the operation attributes.

If an I PP status-code is returned, then the HITP Status-Code MJST be
200 (successful-o0k). Wth any other HTTP Status-Code val ue, the HITP
response MJUST NOT contain an | PP nessage-body, and thus no | PP
status-code is returned.

3.6 Request-id

The request-id allows a client to match a response with a request.
This mechanismis unnecessary in HTTP, but nmay be useful when
application/ipp entity bodies are used in another context.

The request-id in a response MJIST be the value of the request-id
received in the corresponding request. A client can set the

request-id in each request to a unique value or a constant val ue,
such as 1, depending on what the client does with the request-id
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returned in the response. The value of the request-id MJST be greater
than zero

3.7 Tags
There are two kinds of tags:

- delimter tags: delimt major sections of the protocol, nanely
attributes and data
- value tags: specify the type of each attribute val ue
3.7.1 Delinmter Tags

The follow ng table specifies the values for the deliniter tags:

Tag Val ue (Hex) Delimter

0x00 reserved
0x01 operation-attributes-tag
0x02 job-attributes-tag
0x03 end-of -attri butes-tag
0x04 printer-attributes-tag
0x05 unsupported-attributes-tag
0x06- 0x0e reserved for future delinmters
OxOF reserved for future chunki ng-end-of-attributes-
tag
When an xxx-attributes-tag occurs in the protocol, it MJST nean that

zero or nore following attributes up to the next delinmter tag are
attributes belonging to group xxx as defined in the nodel docunent,
where xxx is operation, job, printer, unsupported.

Doi ng substitution for xxx in the above paragraph, this means the
foll owi ng. When an operation-attributes-tag occurs in the protocol

it MJUST nean that the zero or nore following attributes up to the
next delimter tag are operation attributes as defined in the nodel
docunent. \When an job-attributes-tag occurs in the protocol, it MJST
mean that the zero or nore following attributes up to the next
delimter tag are job attributes or job tenplate attributes as
defined in the nodel docunent. When a printer-attributes-tag occurs
in the protocol, it MJUST nean that the zero or nore foll ow ng
attributes up to the next delimter tag are printer attributes as
defined in the nodel docunent. Wen an unsupported-attributes-tag
occurs in the protocol, it MJST nean that the zero or nmore foll ow ng
attributes up to the next delimter tag are unsupported attributes as
defined in the nbdel docunent.
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The operation-attributes-tag and end-of-attri butes-tag MJUST each
occur exactly once in an operation. The operation-attributes-tag MJST
be the first tag delimter, and the end-of-attributes-tag MIST be the
last tag delimter. If the operation has a docunent-content group

the docunent data in that group MJUST follow the end-of-attributes-

t ag.

Each of the other three xxx-attributes-tags defined above is
OPTIONAL in an operation and each MJST occur at nobst once in an
operation, except for job-attributes-tag in a Get-Jobs response which
may occur zero or nore times.

The order and presence of delimter tags for each operation request
and each operation response MJST be that defined in the node
docunent. For further details, see section 3.9 "(Attribute) Name" and
section 9 "Appendi x A Protocol Exanples”

A Printer MUST treat the reserved delinmter tags differently from
reserved value tags so that the Printer knows that there is an entire
attribute group that it doesn’t understand as opposed to a single
value that it doesn’t understand.

3.7.2 Val ue Tags
The remai ni ng tabl es show val ues for the value-tag, which is the
first octet of an attribute. The value-tag specifies the type of the
value of the attribute. The follow ng table specifies the "out-of-
band" val ues for the val ue-tag.

Tag Val ue (Hex) Meaning

0x10 unsupport ed

0x11 reserved for future 'default
0x12 unknown

0x13 no- val ue

Tag Val ue (Hex) Meaning
0x14- Ox1F reserved for future "out-of-band" val ues.

The "unsupported" value MJST be used in the attribute-sequence of an
error response for those attributes which the printer does not
support. The "default" value is reserved for future use of setting
val ue back to their default value. The "unknown" value is used for
the value of a supported attribute when its value is tenporarily
unknown. The "no-value" value is used for a supported attribute to
whi ch
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no val ue has been assigned, e.g. "job-k-octets-supported" has no
value if an inplementation supports this attribute, but an

adm ni strator has not configured the printer to have a limt.

The following table specifies the integer values for the val ue-tag:

Tag Val ue (Hex) Meaning

0x20 reserved

0x21 i nt eger

0x22 bool ean

0x23 enum

0x24- 0x2F reserved for future integer types

NOTE: 0x20 is reserved for "generic integer” if it should ever be
needed.

The followi ng table specifies the octetString values for the val ue-
t ag:

Tag Val ue (Hex) Meaning

0x30 octetString with an unspecified fornat
0x31 dat eTi ne

0x32 resol ution

0x33 rangeO | nt eger

0x34 reserved for collection (in the future)
0x35 t ext Wt hLanguage

0x36 naneW t hLanguage

0x37- 0x3F reserved for future octetString types

The follow ng table specifies the character-string values for the
val ue-t ag:

Tag Val ue (Hex) Meaning

0x40 reserved

0x41 t ext Wt hout Language
0x42 naneW t hout Language
0x43 reserved

0x44 keywor d

0x45 uri

0x46 uri Schene

0x47 char set

0x48 nat ur al Language

Herriot, et al. Experi ment al [ Page 12]



RFC 2565 | PP/ 1. 0: Encodi ng and Transport April 1999

Tag Val ue (Hex) Meaning

0x49 m neMedi aType
0x4A- Ox5F reserved for future character string types

NOTE: 0x40 is reserved for "generic character-string"” if it should
ever be needed.

NOTE: an attribute value always has a type, which is explicitly
specified by its tag; one such tag value is "naneWt hout Language"
An attribute’'s name has an inplicit type, which is keyword.

The val ues 0x60- OxFF are reserved for future types. There are no
val ues allocated for private extensions. A new type MIST be
registered via the type 2 registration process [ RFC2566].

The tag Ox7F is reserved for extending types beyond the 255 val ues
available with a single byte. A tag value of Ox7F MJUST signify that
the first 4 bytes of the value field are interpreted as the tag
value. Note, this future extension doesn't affect parsers that are
unaware of this special tag. The tag is |like any other unknown tag,
and the value length specifies the length of a value which contains a
val ue that the parser treats atonically. Al these 4 byte tag val ues
are currently unall ocated except that the val ues 0x40000000-
OX7FFFFFFF are reserved for experinmental use.

3.8 Nane-Length

The nane-length field MIUST consist of a SI GNED- SHORT. This field MJST
specify the nunber of octets in the nane field which follows the
nane-l ength field, excluding the two bytes of the name-length field.

If a name-length field has a value of zero, the follow ng nane field
MUST be enpty, and the followi ng value MIUST be treated as an
additional value for the preceding attribute. Wthin an attribute-
sequence, if two attributes have the sanme name, the first occurrence
MUST be ignored. The zero-length nanme is the only nmechani sm for

mul ti-val ued attributes.

3.9 (Attribute) Nanme
Sone operation elenments are called paraneters in the nodel docunent
[ RFC2566] . They MUST be encoded in a special position and they MJST
NOT appear as an operation attributes. These paraneters are:
- "version-nunber": The paranmeter naned "version-nunber" in the

| PP nodel docunment MJST becone the "version-nunber” field in the
operation | ayer request or response.
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- "operation-id": The paraneter named "operation-id" in the | PP
nmodel docunent MUST becone the "operation-id" field in the
operation | ayer request.

- "status-code": The paraneter naned "status-code" in the | PP
nodel document MJST becone the "status-code" field in the
operation | ayer response.

- "request-id": The paranmeter named "request-id" in the | PP nodel
docunent MUST become the "request-id" field in the operation
| ayer request or response.

Al'l Printer and Job objects are identified by a Uniform Resource
Identifier (URI) [RFC2396] so that they can be persistently and
unanbi guously referenced. The notion of a URl is a useful concept,
however, until the notion of URI is nore stable (i.e., defined nore
compl etely and depl oyed nore widely), it is expected that the UR's
used for IPP objects will actually be URLs [ RFC1738] [ RFC1808].
Since every URL is a specialized formof a URI, even though the nore
generic termURlI is used throughout the rest of this document, its
usage is intended to cover the nore specific notion of URL as well.

Sone operation elenments are encoded tw ce, once as the request-UR on
the HTTP Request-Line and a second tine as a REQU RED operation
attribute in the application/ipp entity. These attributes are the
target URI for the operation:

- "printer-uri": Wen the target is a printer and the transport is
HTTP or HTTPS (for SSL3 [ssl]), the target printer-uri defined
in each operation in the | PP nodel docunent MJUST be an operation
attribute called "printer-uri" and it MJST al so be specified
outside of the operation layer as the request-URl on the
Request-Line at the HTTP | evel

- "job-uri": Wen the target is a job and the transport is HITP or
HTTPS (for SSL3), the target job-uri of each operation in the
| PP nodel docunent MJST be an operation attribute called "job-
uri" and it MJST al so be specified outside of the operation
| ayer as the request-URI on the Request-Line at the HITP | evel

Note: The target URI is included twice in an operation referencing
the sane | PP object, but the two URIs NEED NOT be literally
identical. One can be a relative URl and the other can be an absol ute
URI. HITP/1.1 allows clients to generate and send a relative UR
rather than an absolute URI. A relative URI identifies a resource
with the scope of the HTTP server, but does not include schene, host
or port. The follow ng statenments characterize how URLs shoul d be
used in the mapping of IPP onto HITP/ 1.1
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1. Although potentially redundant, a client MJST supply the target
of the operation both as an operation attribute and as a URl at
the HTTP | ayer. The rationale for this decisionis to maintain
a consistent set of rules for napping application/ipp to
possi bly many communication | ayers, even where URLs are not
used as the addressing nechanismin the transport |ayer

2. Even though these two URLs might not be literally identica
(one being relative and the other being absolute), they MJST
both reference the same | PP object.

3. The URI in the HTTP layer is either relative or absolute and is
used by the HTTP server to route the HTTP request to the
correct resource relative to that HTTP server. The HITP server
need not be aware of the URI within the operation request.

4. Once the HTTP server resource begins to process the HITP
request, it mght get the reference to the appropriate |IPP
Printer object fromeither the HTTP URI (using to the context
of the HTTP server for relative URLs) or fromthe URI within
the operation request; the choice is up to the inplenentation

5. HTTP URI's can be relative or absolute, but the target URl in
the operation MJUST be an absol ute UR

The nodel docunent arranges the remaining attributes into groups for
each operation request and response. Each such group MJST be
represented in the protocol by an xxx-attribute-sequence preceded by
the appropriate xxx-attributes-tag (See the table bel ow and section 9
"Appendi x A:  Protocol Exanples"). In addition, the order of these
xxx-attributes-tags and xxx-attribute-sequences in the protocol MJST
be the sanme as in the nodel document, but the order of attributes

wi thin each xxx-attribute-sequence MJST be unspecified. The table
bel ow maps the nodel docunent group nane to Xxx-attributes-sequence:

Model Docunent G oup xXx-attributes-sequence

Qperation Attributes operations-attributes-sequence

Job Tenplate Attributes j ob-attributes-sequence

Job nject Attributes j ob-attributes-sequence

Unsupported Attributes unsupported-attributes-sequence

Requested Attributes j ob-attributes-sequence

Get - Job-Attri butes)

Requested Attributes printer-attributes-sequence

Get-Printer-Attributes)

Docunent Cont ent in a special position as described
above

If an operation contains attributes fromnore than one job object
(e.g. Get-Jobs response), the attributes fromeach job object MJST
be in a separate job-attribute-sequence, such that the attributes
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fromthe ith job object are in the ith job-attribute-sequence. See
Section 9 "Appendix A Protocol Exanples" for table show ng the
application of the rules above.

3.10 Val ue Length

Each attribute value MJUST be preceded by a SI GNED- SHORT, whi ch MJST
specify the nunber of octets in the value which follows this |ength,
excl usive of the two bytes specifying the |ength.

For any of the types represented by binary signed integers, the
sender MJST encode the value in exactly four octets.

For any of the types represented by character-strings, the sender
MUST encode the value with all the characters of the string and
wi t hout any paddi ng characters.

If a value-tag contains an "out-of-band" val ue, such as
"unsupported", the value-length MIST be 0 and the value enpty. The
val ue has no neani ng when the val ue-tag has an "out-of - band" val ue.
If aclient receives a response with a nonzero value-length in this
case, it MJST ignore the value field. If a printer receives a request
with a nonzero value-length in this case, it MJST reject the request.

3.11 (Attribute) Value

The syntax types and nost of the details of their representation are
defined in the | PP nodel docunent. The table bel ow augnents the
information in the nodel docunent, and defines the syntax types from
t he nodel docunent in ternms of the 5 basic types defined in section 3
"Encodi ng of the Operation Layer". The 5 types are US-ASCl |- STRI NG
LOCALI ZED- STRI NG SI GNED- | NTEGER, SI GNED- SHORT, SI GNED- BYTE, and
OCTET- STRI NG

Syntax of Attribute Encoding
Val ue

t ext Wt hout Language, LOCALI ZED- STRI NG
naneW t hout Language

t ext Wt hLanguage OCTET_STRI NG consi sting of 4 fields:
a) a S| GNED- SHORT which is the nunmber of octets
inthe following field
b) a value of type natural-Ianguage,
c) a SI GNED- SHORT whi ch is the nunmber of octets
in the follow ng field,
d) a value of type textWthoutlLanguage.

Herriot, et al. Experi ment al [ Page 16]
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naneW t hLanguage

char set,

nat ur al Language
m neMedi aType,
keyword, wuri,
uri Schene

and

bool ean

Syntax of Attribute
Val ue

i nteger and enum

dat eTi me

resol ution

range | nt eger

Herriot, et al.
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The length of a textWthLanguage val ue MJST be 4
+ the value of field a + the value of field c.

OCTET_STRI NG consi sting of 4 fields:
a) a S| GNED- SHORT which is the nunber of octets
inthe following field
b) a value of type natural-Ianguage,
c) a SI GNED- SHORT whi ch is the nunmber of octets
inthe following field
d) a value of type naneWt hout Language.

The I ength of a nameWthLanguage val ue MJST be 4
+ the value of field a + the value of field c.

US- ASCI | - STRI NG

S| GNED- BYTE where 0x00 is
"true’.

"false’ and 0x01 is

Encodi ng

a Sl GNED- | NTEGER

OCTET- STRI NG consi sting of el even octets whose
contents are defined by "DateAndTine" in RFC
2579 [ RFC2579].

OCTET_STRI NG consi sting of nine octets of 2

SI GNED- | NTEGERs fol | owed by a SI GNED- BYTE. The
first SIGNED-| NTEGER contains the val ue of cross
feed direction resolution. The second S| GNED-

| NTEGER cont ai ns the val ue of feed direction
resol ution. The SI GNED- BYTE contains the units
val ue.

Ei ght octets consisting of 2 S| GNED- | NTEGERs.

The first SIGNED- | NTEGER cont ai ns the | ower
bound and the second S| GNED- | NTEGER cont ai ns t he
upper bound.

Experi ment al [ Page 17]
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lsetOf X Encodi ng according to the rules for an attribute
with nmore than 1 value. Each value X is encoded
according to the rules for encoding its type.

octetString OCTET- STRI NG

The type of the value in the nodel docunment deternines the encoding
in the value and the value of the val ue-tag.

3.12 Data

The data part MJST include any data required by the operation
4. Encoding of Transport Layer

HTTP/ 1.1 [ RFC2068] is the transport layer for this protocol

The operation | ayer has been designed with the assunption that the
transport layer contains the follow ng information:

- the URI of the target job or printer operation
- the total length of the data in the operation |ayer, either as a
single length or as a sequence of chunks each with a | ength.

It is REQURED that a printer inplenmentation support HTTP over the

| ANA assigned Well Known Port 631 (the I PP default port), though a
printer inplementation may support HTTP over some other port as well.
In addition, a printer may have to support another port for privacy
(See Section 5 "Security Considerations").

Not e: even though port 631 is the I PP default, port 80 renmins the
default for an HITP URI. Thus a URI for a printer using port 631
MUST contain an explicit port, e.g. "http://forest: 631/ pinetree". An
HTTP URI for IPP with no explicit port inplicitly reference port 80,
which is consistent with the rules for HTTP/1.1. Each HTTP operation
MUST use the POST net hod where the request-URlI is the object target
of the operation, and where the "Content-Type" of the nmessage-body in
each request and response MJST be "application/ipp". The message-body
MUST contain the operation |ayer and MUST have the syntax descri bed
in section 3.2 "Syntax of Encoding”. A client inplenentation MJST
adhere to the rules for a client described for HTTP1. 1 [ RFC2068]. A
printer (server) inplenentation MJST adhere the rules for an origin
server described for HTTP1.1 [ RFC2068].

An | PP server sends a response for each request that it receives. |If
an | PP server detects an error, it MAY send a response before it has
read the entire request. |If the HTTP layer of the | PP server

conmpl et es processing the HITP headers successfully, it MAY send an
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i nternmedi ate response, such as "100 Continue", with no | PP data
before sending the | PP response. A client MJST expect such a variety
of responses froman | PP server. For further information on HITP/ 1.1
consult the HITP docunents [ RFC2068].

5. Security Considerations

The |1 PP Mbdel document defines an I PP inplementation with "privacy"
as one that inplenents Secure Socket Layer Version 3 (SSL3). Note:
SSL3 is not an | ETF standards track specification. SSL3 neets the
requirenents for IPP security with regards to features such as nutual
aut hentication and privacy (via encryption). The | PP Mbdel docunent
al so outlines | PP-specific security considerations and should be the
primary reference for security inplications with regards to the | PP
protocol itself.

The | PP Mbdel docunent defines an I PP inplenmentation with

"aut hentication" as one that inplenents the standard way for
transporting | PP nessages within HITP 1.1. These include the security
considerations outlined in the HITP 1.1 standard docunent [RFC2068]
and Di gest Access Authentication extension [ RFC2069].

The current HTTP infrastructure supports HTTP over TCP port 80. |IPP
server inplenmentations MJUST offer | PP services using HTTP over the
| ANA assigned Well Known Port 631 (the I PP default port). |PP server
i npl ement ati ons may support other ports, in addition to this port.

See further discussion of I PP security concepts in the nodel docunent
[ RFC2566] .

5.1 Using PP with SSL3

An assunption is that the URI for a secure IPP Printer object has
been found by nmeans outside the IPP printing protocol, via a
directory service, web site or other neans.

| PP provides a transparent connection to SSL by calling the
corresponding URL (a https URI connects by default to port 443).
However, the follow ng functions can be provided to ease the
integration of IPP with SSL during inplenentation

connect (URl), returns a status
"connect" makes an https call and returns the i medi ate status
of the connection as returned by SSL to the user. The status

val ues are explained in section 5.4.2 of the SSL docunent
[ssl].
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A session-id may al so be retained to later resunme a session
The SSL handshake protocol may al so require the cipher
specifications supported by the client, key length of the
ci phers, conpression nethods, certificates, etc. These should
be sent to the server and hence should be available to the | PP
client (although as part of admi nistration features).
di sconnect (session)
to di sconnect a particular session
The session-id available fromthe "connect" could be used.
resune (session)

to reconnect using a previous session-id.

The availability of this information as adninistration features are
left for inplementers, and need not be specified at this tine.
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Apri

9. Appendi x A: Protocol Exanples

9.1 Print-Job Request

The following is an exanple of a Print-Job request with job-naneg,

copi es,

is set to '"true’

so that the print

request wll

fail

and sides specified. The "ipp-attribute-fidelity" attribute
if the "copies"

or the "sides" attribute are not supported or their values are not

support ed.
Cctets

0x0100
0x0002
0x00000001
0x01

0x47
0x0012
attributes-
char set
0x0008
us-ascii
0x48
0x001B
attributes-
nat ur al -

| anguage
0x0005

en- us

0x45
0x000B
printer-uri
0x001A
http://forest:
631/ pi netree
0x42
0x0008

j ob- name
0x0006

f oobar

0x22

0x16

i pp-attribute-
fidelity
0x01

0x01

0x02

0x21

Herriot, et al.

Synbol i ¢ Val ue

1.0

Print-Job

1

start operation-attributes
charset type
attri but es-charset

US- ASCl |

nat ur al -1 anguage type

attribut es-natural -1 anguage

en- US
uri type

printer-uri

printer pinetree
naneW t hout Language type
j ob- name

f oobar
bool ean type

i pp-attribute-fidelity

true
start job-attributes
i nteger type

Experi ment al

Pr ot ocol

ver si on- nunber

operation-id
request-id

field

operation-attributes-tag

val ue-tag
name- | engt h
name

val ue-l ength
val ue

val ue-tag
name- | engt h
nane

val ue-l ength
val ue

val ue-tag
name- | engt h
nanme

val ue-l ength
val ue

val ue-tag
name- | engt h
nanme

val ue-l ength
val ue

val ue-tag
name- | engt h
name

val ue-l ength
val ue

job-attributes-tag

val ue-tag
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0x0006
copi es
0x0004
0x00000014
0x44
0x0005

si des
0x0013

t wo- si ded-
| ong- edge
0x03

% PS. .

9.2 Print-Job Res

Here is an exa
Print-Job requ
attri butes and
successful - ok’

Cctets

0x0100

0x0000
0x00000001
0x01

0x47

0x0012

attri butes-
char set
0x0008

us- asci i

0x48

0x001B

attri butes-
nat ur al -1 anguage
0x0005

en- us

0x41

0x000E

st at us- nessage
0x000D
successful - ok
0x02

0x21

0x0006

Herriot, et al.

| PP/ 1. 0: Encodi ng and Transport

copi es

20
keyword type

si des
t wo- si ded- | ong- edge

end-of -attri butes
<Post Scri pt >

ponse (successful)

mpl e of a successful
est.
their supplied val ues.

Synbol i ¢ Val ue

1.0

successful - ok

1

start operation-attributes
charset type

attribut es-charset
Us- AsCl |
nat ur al -1 anguage type

attri butes-natural -
| anguage

en- US
t ext Wt hout Language type

st at us- nessage
successful - ok

start job-attributes
i nt eger

Experi ment al

name- | engt h

name
val ue-l ength
val ue

val ue-tag
name- | engt h
nane

val ue-l ength
val ue

end-of -attri butes-tag

dat a

Protocol field
ver si on- nunber
st at us- code
request-id

Apri

1999

Print-Job response to the previous
The printer supported the "copies" and "sides"
The status code returned is

operation-attributes-tag

val ue-tag
nane- | ength
nane

val ue-1 ength
val ue

val ue-tag
nane- | ength
nane

val ue-1 ength

val ue

val ue-tag
nane- | ength

name

val ue-1 ength

val ue
job-attributes-tag
val ue-tag
nane- | ength
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Cctets

job-id

0x0004

147

0x45

0x0007

j ob-uri

0x001E
http://forest:
1/ pi netree/ 123
0x42

0x0009

j ob-state
0x0004

0x0003

0x03

| PP/ 1. 0: Encodi ng and Transport

Synbol i ¢ Val ue
job-id

147
uri

type

j ob-uri
63 job 123 on pinetree
naneW t hout Language type
j ob-state

pendi ng
end-of -attri butes

9.3 Print-Job Response (failure)

Here is an e
previous Pri

xanpl e of an unsuccessf ul
nt-Job request.

It fails because,

April 1999
Protocol field
nane
val ue-l ength
val ue
val ue-tag
name- | engt h
nane
val ue-l ength
val ue
val ue-tag
name- | engt h
nane
val ue-l ength
val ue

end-of -attributes-tag

Print-Job response to the

in this case, the

printer does not support the "sides" attribute and because the val ue

) 201

for the "copies" attribute is not supported. Therefore,

no job

is created, and neither a "job-id" nor a "job-uri" operation

attribute is returned. The error code returned is
(0x0408B) .

attri butes-o
Cctets

0x0100
0x040B

0x00000001
0x01

0x47
0x0012
attri butes-
char set
0x0008
us-ascii
0x48
0x001B
attri butes-
nat ur al -

| anguage
0x0005

Herriot, et al.

r-val ues-not - supported’
Synbol i ¢ Val ue

1.0
client-error-attributes-or-
val ues- not - support ed

1

start operation-attributes
charset type

attri but es-charset
US- ASCl |
nat ur al -1 anguage type

attri but es-natural -1 anguage

Experi ment al

"client-error-

Prot ocol field

ver si on- nunber
st at us- code

request-id
operation-attribute tag

val ue-tag
name- | engt h
nane

val ue-l ength
val ue

val ue-tag
name- | engt h
nane

val ue-l ength
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Cctets

en- us
0x41

0x000E
st at us-
nmessage
0x002F
client-error-
attri butes-
or -val ues-
not - support ed
0x05

0x21

0x0006

copi es
0x0004
0x00000014
0x10

0x0005

si des

0x0000

0x03

| PP/ 1. 0: Encodi ng and Transport

Synbol i ¢ Val ue

en- US
t ext Wt hout Language type

st at us- nessage

client-error-attributes-or-
val ues- not - support ed

start unsupported-attributes
i nteger type
copi es

20
unsupported (type)
si des

end-of -attri butes

April 1999

Protocol field
val ue

val ue-tag
nane- | ength

name

val ue-l ength
val ue

unsupported-attributes tag
val ue-tag

nane- | ength

nane

val ue-l ength

val ue

val ue-tag

nane- | engt h

nane

val ue-l ength

end-of -attri butes-tag

9.4 Print-Job Response (success with attributes ignored)

Here is an exanple of a successfu
like the previous Print-Job request,
"ipp-attribute-fidelity’
in this case
attribute nor the value ' 20
job is created,

request

t hough,

is fal se.

The print
the printer supports neither the "sides"
for the "copies" attribute.
and both a "job-id" and a "job-uri" operation

Print-Job response to a Print-Job

except that the value of
request succeeds, even

Therefore, a

attribute are returned. The unsupported attributes are also returned

in an Unsupported Attributes Group. The error code returned is
successful - ok-i gnored-or-substituted-attributes

Cctets

0x0100
0x0001

0x00000001
0x01

0x47
0x0012
attri butes-
char set
0x0008

Herri ot,

et al.

Synbol i ¢ Val ue

1.0

successful - ok-i gnor ed- or -

substituted-attributes
1

start operation-attributes

charset type

attri but es-charset

Experi ment al

(0x0001) .
Protocol field

ver si on- nunber
st at us- code

request-id
operation-attributes-tag

val ue-tag
nane- | engt h
name

val ue-1 ength
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Cctets

us- asci i
0x48
0x001B
attributes-

nat ur al -1 anguage

0x0005

en- us

0x41

0x000E

st at us- nessage
0x002F
successf ul - ok-
i gnor ed- or -
substi t ut ed-
attributes
0x05

0x21
0x0006
copi es
0x0004
0x00000014
0x10
0x0005
si des
0x0000
0x02
0x21
0x0006
job-id
0x0004
147
0x45
0x0007
j ob-uri
0x001E

http://forest: 63

1/ pi netree/ 123
0x42

0x0009

j ob-state
0x0004

0x0003

0x03

Herriot, et al.
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Synbol i ¢ Val ue

US- AsCl |
nat ur al -1 anguage type

attributes-natural -
| anguage

en- US
t ext Wt hout Language type

st at us- nessage
successful - ok-i gnor ed- or -

substituted-attri butes

start unsupported-
attributes

i nteger type

copi es

20
unsupported (type)
si des

start job-attributes
i nt eger

j ob-id

147
uri type

j ob-uri

job 123 on pinetree
naneW t hout Language type
j ob-state

pendi ng
end-of -attri butes

Experi ment al

Protocol field

val ue

val ue-tag
nane- | ength
name

val ue-l ength

val ue

val ue-tag
nane- | ength
name

val ue-1 ength
val ue

unsupported-attributes

tag

val ue-tag
nane- | ength
name

val ue-l ength
val ue

val ue-tag
nane- | engt h
name

val ue-l ength
job-attributes-tag
val ue-tag
name- | engt h

name
val ue-l ength
val ue

val ue-tag
name- | engt h
nanme

val ue-l ength
val ue

val ue-tag
name- | engt h
nanme

val ue-l ength
val ue

end-of -attri butes-tag
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Apri

9.5 Print-UR Request

The following is an exanple of Print-UR
j ob- nane paraneters

request with copies and

Cctets Synbol i ¢ Val ue Protocol field
0x0100 1.0 ver si on- nunber
Cctets Synbol i ¢ Val ue Protocol field
0x0003 Print - URI operation-id
0x00000001 1 request-id
0x01 start operation-attributes operation-attributes-tag
0x47 charset type val ue-tag
0x0012 nane- | ength
attributes- attribut es-charset nane

char set

0x0008 val ue-1 ength
us-asci i US- ASCl | val ue

0x48 nat ur al -1 anguage type val ue-tag
0x001B nane- | ength
attri but es- attributes-natural -1 anguage nane

nat ur al -

| anguage

0x0005 val ue-1 ength
en- us en- US val ue

0x45 uri type val ue-tag
0x000B nane- | ength
printer-uri printer-uri nane

0x001A val ue-1 ength
http://forest printer pinetree val ue
1631/ pi netree

0x45 uri type val ue-tag
0x000C nane- | ength
docunent - uri docunent - uri nane

0x11 val ue-1 ength
ftp://foo.com ftp://foo.conlfoo val ue

/ foo

0x42 naneW t hout Language type val ue-tag
0x0008 nane- | ength

j ob- nare j ob- nare nane

0x0006 val ue-1 ength

f oobar f oobar val ue

0x02 start job-attributes job-attributes-tag
0x21 i nteger type val ue-tag
0x0006 nane- | ength
copi es copi es nane

0x0004 val ue-1 ength
Herriot, et al. Experi ment al [ Page 30]
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0x00000001
0x03

| PP/ 1.0: Encoding and Tr

1
end-of -attri butes

9.6 Create-Job Request

ansport 1999

Apri

val ue
end-of -attri butes-tag

The following is an exanple of Create-Job request with no paraneters
and no attributes:

Cctets
0x0100
0x0005
0x00000001
0x01

0x47
0x0012

Cctets
attributes-
char set
0x0008

us- asci i
0x48
0x001B
attributes-
nat ur al -

| anguage
0x0005

en- us

0x45
0x000B
printer-uri
0x001A

http://forest:
631/ pi netree

0x03

Synbol i ¢ Val ue

1.0

Creat e-Job

1

start operation-attributes
charset type

Synbol i ¢ Val ue
attri but es-charset

US- AsCl |
nat ur al -1 anguage type

attri but es-natural -1 anguage

en- US
uri type

printer-uri
printer pinetree

end-of -attri butes

9.7 Get-Jobs Request

Protocol field

ver si on- nunber
operation-id

request-id
operation-attributes-tag
val ue-tag

nane- | ength

Protocol field
name

val ue-l ength
val ue

val ue-tag
nane- | ength
nane

val ue-l ength

val ue

val ue-tag
name- | engt h
nane

val ue-l ength
val ue

end-of -attributes-tag

The following is an exanple of CGet-Jobs request with paraneters but
no attri butes:

Cctets

0x0100
0x000A
0x00000123
0x01

0x47

Herri ot,

et al.

Synbol i ¢ Val ue

1.0

Get - Jobs

0x123

start operation-attributes
charset type

Experi ment al

Protocol field

ver si on- nunber
operation-id

request-id
operation-attributes-tag
val ue-tag
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Cctets

0x0012
attri butes-
char set
0x0008
us-ascii
0x48
0x001B
attri butes-
nat ur al -

| anguage
0x0005

en- us

0x45
0x000B
printer-uri
0x001A
http://forest:6
31/ pi netree
0x21
0x0005
limt
0x0004
0x00000032
0x44
0x0014
request ed-
attributes
0x0006
job-id
0x44
0x0000
0x0008

j ob- nare
0x44
0x0000
0x000F
docunent - f or mat
0x03

| PP/ 1. 0: Encodi ng and Transport

Synbol i ¢ Val ue

attri but es-charset

US- ASC |

nat ur al -1 anguage type

attribut es-natural -1 anguage

en- US
uri type

printer-uri
printer pinetree
i nteger type
limt

50
keyword type

requested-attributes

job-id
keyword type
addi ti onal val ue

j ob- nare
keyword type
addi tional val ue

docunent - f or mat
end-of -attri butes

9.8 Get-Jobs Response

Protocol field

nane- | ength
name

val ue-1 ength
val ue

val ue-tag
nane- | ength
name

val ue-1 ength
val ue

val ue-tag
nane- | ength
nane

val ue-1 ength
val ue

val ue-tag
nane- | ength
name

val ue-1 ength
val ue

val ue-tag
nane- | ength
name

val ue-1 ength
val ue

val ue-tag
nane- | ength
val ue-l ength
val ue

val ue-tag
name- | engt h
val ue-l ength
val ue

Apri

1999

end-of -attri butes-tag

The following is an of Get-Jobs response from previous request with 3
jobs. The Printer returns no information about the second job
(because of security reasons):

Herriot, et al.

Experi ment al
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Cctets

0x0100
0x0000
0x00000123

0x01

0x47
0x0012
attri butes-
char set
0Ox000A

| SO- 8859-1
0x48
0x001B
attri butes-
nat ur al -

| anguage
0x0005

en- us

0x41
0x000E

st at us- nessage

0x000D

successful - ok

0x02

0x21
0x0006
job-id
0x0004
147
0x36
0x0008
j ob- nare
0x000C
0x0005
fr-ca
0x0003
fou
0x02

0x02

0x21
0x0006
job-id
0x0004

Herriot, et al.
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Synbol i ¢ Val ue
1.0
successful - ok
0x123

start operation-attributes
charset type

attri but es-charset

| SO 8859-1
nat ur al -1 anguage type

attribut es-natural -1 anguage

en- US
t ext Wt hout Language type

st at us- nessage

successful - ok

start job-attributes (1st
obj ect)

i nteger type

job-id

147
nanmeW t hLanguage

j ob- nare

fr-CA

fou

start job-attributes (2nd
obj ect)

start job-attributes (3rd
obj ect)

i nteger type

job-id

Experi ment al

Protocol field

ver si on- nunber

st at us- code

request-id (echoed
back)
operation-attribute-tag
val ue-tag

nane- | ength

nane

val ue-1 ength
val ue

val ue-tag
nane- | ength
name

val ue-1 ength

val ue

val ue-tag
nane- | ength
nane

val ue-1 ength
val ue

job-attributes-tag

val ue-tag
nane- | ength

name

val ue-1 ength

val ue

val ue-tag
nane- | ength

nane

val ue-1 ength
sub-val ue-I ength
val ue

sub-val ue-1ength
nane
job-attributes-tag

job-attributes-tag

val ue-tag
nane- | ength
nane

val ue-1 ength
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Cctets

148

0x36
0x0008

j ob- nare
0x0012
0x0005
de- CH
0x0009

i sch guet
0x03

Herriot, et al.
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Synbol i ¢ Val ue

148
naneW t hLanguage

j ob- nare
de- CH

i sch guet
end-of -attri butes

Experi ment al

val ue-tag
nane- | ength

val ue-1 ength
sub-val ue-1ength

April 1999

sub-val ue-1ength

end-of -attributes-tag
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10. Appendix C. Registration of MM Media Type Information for
"application/ipp"

Thi s appendi x contains the infornation that | ANA requires for
registering a MMe nedia type. The information following this
paragraph will be forwarded to I ANA to register application/ipp whose
contents are defined in Section 3 "Encoding of the Operation Layer"
in this docunent:

M ME type nane: application
M ME subtype nane: ipp

A Content-Type of "application/ipp" indicates an Internet Printing
Prot ocol nmessage body (request or response). Currently there is one
version: |1 PP/ 1.0, whose syntax is described in Section 3 "Encoding of
the Qperation Layer" of [RFC2565], and whose semantics are descri bed
in [ RFC2566] .

Requi red paraneters: none
Optional paraneters: none
Encodi ng consi derati ons:

| PP/ 1.0 protocol requests/responses MAY contain long |ines and ALWAYS
contain binary data (for exanple attribute value | engths).

Security considerations:

| PP/ 1.0 protocol requests/responses do not introduce any security
ri sks not already inherent in the underlying transport protocols.
Prot ocol m xed-version interworking rules in [RFC2566] as well as
protocol encoding rules in [ RFC2565] are conpl ete and unanbi guous.

I nteroperability considerations:

I PP/ 1.0 requests (generated by clients) and responses (generated by
servers) MJST conply with all conformance requirements inposed by the
nornative specifications [ RFC2566] and [ RFC2565]. Protocol encoding
rul es specified in [ RFC2565] are conprehensive, so that
interoperability between conforning inplenentations is guaranteed

(al though support for specific optional features is not ensured).
Both the "charset" and "natural -1 anguage"” of all IPP/1.0 attribute
val ues which are a LOCALI ZED- STRING are explicit within | PP protoco
requests/responses (w thout recourse to any external information in
HTTP, SMIP, or other nessage transport headers).

Herriot, et al. Experi ment al [ Page 35]



RFC 2565 | PP/ 1. 0: Encodi ng and Transport April 1999

Publ i shed specification:

[ RFC2566] |saacson, S., deBry, R, Hastings, T., Herriot, R and P.
Powel |, "Internet Printing Protocol/1.0: Mdel and
Senmantics" RFC 2566, April 1999.

[ RFC2565] Herriot, R, Butler, S., More, P., Tuner, R, "lInternet
Printing Protocol/1.0: Encoding and Transport", RFC 2565,
April 1999.

Applications which use this nedia type:

Internet Printing Protocol (IPP) print clients and print servers,
communi cating using HITP/ 1.1 (see [RFC2565]), SMIP/ ESMIP, FTP, or
other transport protocol. Messages of type "application/ipp" are

sel f-contai ned and transport-independent, including "charset" and
"natural -l anguage" context for any LOCALI ZED STRI NG val ue.

Person & email address to contact for further infornmation:

Scott A. |saacson
Novel |, Inc.

122 E 1700 S
Provo, UT 84606

Phone: 801-861-7366
Fax: 801-861-4025
Emai | : si saacson@ovel |l .com

or

Robert Herriot (Editor)

Xer ox Cor poration

3400 Hillview Ave., Bldg #1
Pal o Alto, CA 94304

Phone: 650-813- 7696

Fax: 650-813- 6860
EMai | : rherri ot @ahv. xer ox. com
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11. Full Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

This docunent and translations of it nay be copied and furnished to
others, and derivative works that comment on or otherw se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the infornmation contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Herriot, et al. Experi ment al [ Page 37]






