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Abstract

This docunment is one of a set of docunents, which together describe
all aspects of a new lInternet Printing Protocol (IPP). IPP is an
application |evel protocol that can be used for distributed printing
using Internet tools and technol ogi es. This docurment defines the
rules for encoding | PP operations and IPP attributes into a new
Internet nminme nmedia type called "application/ipp". This docunent

al so defines the rules for transporting over Hypertext Transfer
Protocol (HTTP) a nessage body whose Content-Type is
"application/ipp". This docunent defines a new schene naned 'ipp’ for
identifying IPP printers and jobs.
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The full set of |PP docunents includes:

Design Goals for an Internet Printing Protocol [RFC2567]

Rationale for the Structure and Mbdel and Protocol for the Internet
Printing Protocol [RFC2568]

Internet Printing Protocol/1.1: Mdel and Senmantics [ RFC2911]
Internet Printing Protocol/1.1: Encoding and Transport (this
docunent)

Internet Printing Protocol/1.1: Inplementer’s CGuide [ipp-iidg]
Mappi ng between LPD and | PP Protocols [ RFC2569]

The document, "Design Goals for an Internet Printing Protocol”, takes
a broad |l ook at distributed printing functionality, and it enunerates
real -life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirenents for three types of users: end users, operators, and

adm nistrators. It calls out a subset of end user requirenents that
are satisfied in IPP/1.1. A few OPTIONAL operator operations have
been added to I PP/ 1. 1.

The docunent, "Rationale for the Structure and Mddel and Protocol for
the Internet Printing Protocol", describes IPP froma high | eve

vi ew, defines a roadmap for the various docunents that formthe suite
of I PP specification docunents, and gi ves background and rational e
for the | ETF working group’s najor deci sions.

The docunent, "Internet Printing Protocol/1.1: Mdel and Semantics”
describes a sinplified nodel with abstract objects, their attributes,
and their operations that are independent of encodi ng and transport.
It introduces a Printer and a Job object. The Job object optionally
supports nultiple docunents per Job. It also addresses security,

i nternationalization, and directory issues.

The docunent "Internet Printing Protocol/1.1: Inplenenter’s Quide"
gives advice to inplenmenters of IPP clients and | PP objects.

The docunent "Mappi ng between LPD and | PP Protocol s, gives sone

advice to inplementers of gateways between | PP and LPD (Line Printer
Daenon) i npl enent ati ons.
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1. Introduction

Thi s docunent contains the rules for encoding | PP operations and
describes two | ayers: the transport |ayer and the operation |ayer.

The transport |ayer consists of an HITP/ 1.1 request or response. RFC
2616 [ RFC2616] describes HTTP/1.1. This docunment specifies the HITP
headers that an | PP inplementation supports.

The operation |ayer consists of a nessage body in an HITP request or
response. The docunent "Internet Printing Protocol/1.1: Mdel and
Semantics" [RFC2911] defines the semantics of such a nessage body and
the supported val ues. This docunent specifies the encoding of an | PP
operation. The aforenmenti oned docunent [RFC2911] is henceforth
referred to as the "I PP nodel document” or sinply "nodel document".

Note: the version nunber of IPP (1.1) and HTTP (1.1) are not |inked.
They both just happen to be 1.1

2. Conformance Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
"RECOMVENDED", "MAY", and "OPTIONAL" in this docunent are to be
interpreted as described in RFC 2119 [ RFC2119].

3. Encoding of the Operation Layer

The operation layer is the nessage body part of the HITP request or
response and it MJST contain a single | PP operation request or |IPP
operation response. Each request or response consists of a sequence
of values and attribute groups. Attribute groups consist of a
sequence of attributes each of which is a nane and value. Nanes and
val ues are ultimately sequences of octets.

The encodi ng consists of octets as the nost primtive type. There are
several types built fromoctets, but three inportant types are

i ntegers, character strings and octet strings, on which nost other
data types are built. Every character string in this encoding MJST be

Herriot, et al. St andards Track [ Page 4]



RFC 2910 I PP/ 1. 1: Encodi ng and Transport Sept enber 2000

a sequence of characters where the characters are associated with
some charset and sone natural |anguage. A character string MJST be in
"reading order” with the first character in the value (according to
readi ng order) being the first character in the encoding. A character
string whose associated charset is US-ASCI|I whose associ ated natura

| anguage is US English is henceforth called a US-ASCI |- STRING A
character string whose associ ated charset and natural |anguage are
specified in a request or response as described in the nodel docunent
is henceforth called a LOCALI ZED- STRING. An octet string MJST be in
"I PP model docunment order” with the first octet in the value
(according to the I PP nodel docunent order) being the first octet in
the encoding. Every integer in this encoding MIST be encoded as a
signed integer using two’ s-conplenent binary encoding with big-endian
format (al so known as "network order"” and "nost significant byte
first"). The nunber of octets for an integer MJST be 1, 2 or 4,
dependi ng on usage in the protocol. Such one-octet integers,
henceforth call ed SI GNED-BYTE, are used for the version-nunber and
tag fields. Such two-byte integers, henceforth call ed SI GNED- SHORT
are used for the operation-id, status-code and |ength fields. Four
byte integers, henceforth called SI GNED | NTEGER, are used for val ue
fields and the request-id.

The following two sections present the encodi ng of the operation
layer in two ways:

- informally through pictures and description
- formally through Augment ed Backus-Naur Form (ABNF), as
specified by RFC 2234 [ RFC2234]

An operation request or response MJST use the encoding described in
these two sections.
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3.1 Picture of the Encoding
3.1.1 Request and Response

An operation request or response is encoded as foll ows:

| ver si on- nunber | 2 bytes - required
[ operation-id (request) [

| or | 2 bytes - required
[ status-code (response) |

| request-id | 4 bytes - required
[ attribute-group [ n bytes - 0 or nore
| end-of -attri butes-tag | 1 byte - required
| dat a | g bytes - optiona

The first three fields in the above diagram contain the val ue of
attributes described in section 3.1.1 of the Mdel docunent.

The fourth field is the "attribute-group"” field, and it occurs O or
nmore tines. Each "attribute-group” field represents a single group of
attributes, such as an Qperation Attributes group or a Job Attributes
group (see the Model docunent). The | PP nodel docunent specifies the
required attribute groups and their order for each operation request
and response.

The "end-of -attributes-tag" field is always present, even when the
"data" is not present. The Moddel docunent specifies for each
operation request and response whether the "data" field is present or
absent .

3.1.2 Attribute Goup

Each "attribute-group"” field is encoded as foll ows:
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The "begin-attribute-group-tag" field marks the begi nning of an
"attribute-group” field and its value identifies the type of
attribute group, e.g. Operations Attributes group versus a Job
Attributes group. The "begin-attribute-group-tag" field also marks
the end of the previous attribute group except for the "begin-
attribute-group-tag" field in the first "attribute-group" field of a
request or response. The "begin-attribute-group-tag" field acts as
an "attribute-group” term nator because an "attribute-group” field
cannot nest inside another "attribute-group” field.

An "attribute-group" field contains zero or nore "attribute" fields.

Note, the values of the "begin-attribute-group-tag" field and the
"end-of -attributes-tag" field are called "delimter-tags"

3.1.3 Attribute

An "attribute" field is encoded as foll ows:

When an attribute is single valued (e.g. "copies" with value of 10)
or multi-valued with one value (e.g. "sides-supported” with just the
value 'one-sided’) it is encoded with just an "attribute-wth-one-
val ue" field. Wen an attribute is nulti-valued with n values (e.qg.
"sides-supported” with the values 'one-sided and 'two-sided-1ong-
edge’), it is encoded with an "attribute-wth-one-value" field

foll owed by n-1 "additional -val ue" fields.

3.1.4 Picture of the Encoding of an Attribute-wth-one-val ue

Each "attri bute-w th-one-value" field is encoded as foll ows:

| val ue-tag I 1 byte
T s a5 2 e
i------———------"""héhé’"""'____________[ u bytes
oo valve-Tength (value is v) | 2 bytes
o value 1 v bytes
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An "attribute-wi th-one-value" field is encoded with five subfields:

The "value-tag" field specifies the attribute syntax, e.g. 0x44
for the attribute syntax 'keyword’.

The "name-length" field specifies the Iength of the "name" field
in bytes, e.g. uin the above diagramor 15 for the nane "sides-
supported".

The "nane" field contains the textual nane of the attribute, e.g.
"si des-supported”.

The "val ue-length" field specifies the length of the "value" field
in bytes, e.g. v in the above diagramor 9 for the (keyword) val ue
" one- si ded’

The "value" field contains the value of the attribute, e.g. the
textual val ue 'one-sided’

3.1.5 Additional -val ue

Each "additional -value" field is encoded as foll ows:

| val ue-tag | 1 byte
T T G 155 T 2 bytes
e it et 151 2 e
SRR value | whoytes

An "additional -value" is encoded with four subfields:

The "value-tag" field specifies the attribute syntax, e.g. 0x44
for the attribute syntax 'keyword’ .

The "nane-length” field has the value of O in order to signify
that it is an "additional -value". The value of the "name-Iength"
field distinguishes an "additional-value" field ("name-length" is
0) froman "attribute-wi th-one-value" field ("nane-length" is not
0).

The "value-length"” field specifies the length of the "value" field

in bytes, e.g. win the above diagramor 19 for the (keyword)
val ue 'two- si ded-1 ong- edge’
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The "value" field contains the value of the attribute, e.g. the
textual val ue ’'two-sided-1ong-edge’

3.1.6 Alternative Picture of the Encoding of a Request Or a Response

From t he standpoint of a parser that perforns an action based on a
"tag" value, the encoding consists of:

[ ver si on- nunber [ 2 bytes - required
| operation-id (request) |
| or | 2 bytes - required
| status-code (response) |

[ request-id [ 4 bytes - required
| tag (delimter-tag or val ue-tag) | 1 byte
----------------------------------------------- [-0 or nore
| enpty or rest of attribute | X bytes

[ end-of -attri butes-tag [ 1 byte - required
[ dat a | y bytes - optiona

The followi ng show what fields the parser woul d expect after each
type of "tag":

- "begin-attribute-group-tag": expect zero or nore "attribute"
fields

- "value-tag": expect the remainder of an "attribute-wth-one-
val ue" or an "additional -val ue”

- "end-of-attributes-tag": expect that "attribute" fields are
complete and there is optional "data"

3.2 Syntax of Encoding

The syntax bel ow is ABNF [ RFC2234] except ’'strings of literals” MJST
be case sensitive. For exanple 'a' neans |ower case ’'a and not
upper case 'A'. I n addition, SIGNED BYTE and SI GNED- SHORT fi el ds
are represented as ' %’ val ues which show their range of val ues.

i pp- message = i pp-request / ipp-response

i pp-request versi on- nunber operation-id request-id
*attri bute-group end-of-attributes-tag data

i pp-response = version-nunber status-code request-id
*attribute-group end-of-attributes-tag data
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attribute-group = begin-attribute-group-tag *attribute

ver si on- nunber = mmj or-versi on- nunber m nor-versi on- nunber

maj or - ver si on- nunber = S| GNED- BYTE
nmi nor - ver si on- nunber = SI GNED- BYTE
operation-id = S| GNED- SHORT ; mappi ng from nodel defined bel ow

status-code = SI GNED- SHORT ; napping from nodel defined bel ow
request-id = S| GNED- | NTEGER ; whose value is > 0

attribute = attribute-w th-one-value *additional -val ue
attribute-w th-one-val ue = val ue-tag nane-| ength name

val ue- | engt h val ue
addi tional -val ue = val ue-tag zero-name-1|ength val ue-1ength val ue

nane- | engt h = SI GNED- SHORT ; nunber of octets of 'nane’
name = LALPHA *( LALPHA / DIGT / "-" [ " " [ "." )
val ue-length = SIGNED- SHORT ; nunber of octets of ’'value

val ue = OCTET- STRI NG

data = OCTET- STRI NG

zero- name- | ength = %00. 00 ; nanme-length of O
val ue-tag = %10- FF ;see section 3.7.2
begi n-attri bute-group-tag = %00-02 / %94-0F ; see section 3.7.1
end-of -attri butes-tag = %03 ; tag of 3

; see section 3.7.1
SI GNED- BYTE = BYTE
SI GNED- SHORT = 2BYTE
SI GNED- | NTEGER = 4BYTE
DDA T = %30-39 ;o "0" to "9
LALPHA = %61-7A ;o "a" to "z"
BYTE = %O00- FF
OCTET- STRI NG = *BYTE

The syntax bel ow defines additional terns that are referenced in this
docunent. This syntax provides an alternate grouping of the delimter
t ags.

delinmter-tag = begin-attribute-group-tag / ; see section 3.7.1
end-of -attri butes-tag
delinmter-tag = %00-0F ; see section 3.7.1

begi n-attribute-group-tag = %00 / operation-attributes-tag /
job-attributes-tag / printer-attributes-tag /
unsupported-attributes-tag / %06-0F

operation-attributes-tag = %01 ; tag of 1
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job-attributes-tag = 902 ; tag of 2
printer-attributes-tag = %04 ; tag of 4
unsupported-attributes-tag = 905 ; tag of 5

3.3 Attribute-group

Each "attribute-group"” field MIUST be encoded with the "begin-
attribute-group-tag" field followed by zero or nore "attribute" sub-
fields.

The tabl e bel ow nmaps the nodel docunment group nanme to val ue of the
"begi n-attribute-group-tag" field:

Model Docunent G oup "begin-attribute-group-tag" field
val ues

Qperation Attributes "operations-attributes-tag"

Job Tenplate Attributes "job-attributes-tag"

Job hject Attributes "job-attributes-tag"

Unsupported Attributes "unsupported-attributes-tag"”

Requested Attributes "job-attributes-tag”

(Get-Job-Attributes)

Requested Attributes "printer-attributes-tag"

(CGet-Printer-Attributes)

Docunent Cont ent in a special position as

descri bed above

For each operation request and response, the nodel docunent
prescribes the required and optional attribute groups, along with
their order. Wthin each attribute group, the nodel docunent
prescribes the required and optional attributes, along with their
order.

When t he Model docunent requires an attribute group in a request or
response and the attribute group contains zero attributes, a request
or response SHOULD encode the attribute group with the "begin-
attribute-group-tag" field followed by zero "attribute" fields. For
exanple, if the client requests a single unsupported attribute with
the Get-Printer-Attributes operation, the Printer MJUST return no
"attribute" fields, and it SHOULD return a "begi n-attri bute-group-
tag" field for the Printer Attributes G oup. The Unsupported
Attributes group is not such an exanple. According to the nodel
docunent, the Unsupported Attributes G oup SHOULD be present only if
the unsupported attributes group contains at |east one attribute.

A receiver of a request MJST be able to process the follow ng as
equi val ent enpty attribute groups:
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a) A "begin-attribute-group-tag" field with zero foll ow ng
"attribute" fields.

b) An expected but m ssing "begin-attribute-group-tag" field.

When t he Model docunent requires a sequence of an unknown number of
attribute groups, each of the same type, the encoding MUST contain
one "begin-attribute-group-tag" field for each attribute group even
when an "attribute-group” field contains zero "attribute" sub-fields.
For exanple, for the Get-Jobs operation may return zero attributes
for sone jobs and not others. The "begin-attribute-group-tag" field
followed by zero "attribute" fields tells the recipient that there is
a job in queue for which no information is avail able except that it
is in the queue.

3.4 Required Paraneters

Sone operation elenments are called paraneters in the nodel docunent
[ RFC2911]. They MUST be encoded in a special position and they MJST
NOT appear as operation attributes. These paraneters are described
in the subsections bel ow

3.4.1 Version-nunber

The "version-nunber" field MIST consist of a nmajor and mni nor
versi on- nunber, each of which MJST be represented by a Sl GNED- BYTE
The maj or version-nunmber MJST be the first byte of the encodi ng and
the m nor version-nunber MJST be the second byte of the encoding. The
protocol described in this docunment MJST have a mmj or version-nunber
of 1 (0x01) and a minor version-nunber of 1 (0x01). The ABNF for
these two bytes MUST be %O01.01

3.4.2 Qperation-id

The "operation-id" field MJST contain an operation-id val ue defined
in the nodel document. The value MJST be encoded as a SI GNED- SHORT
and it MUST be in the third and fourth bytes of the encoding of an
operation request.

3.4.3 Status-code
The "status-code" field MIUST contain a status-code value defined in
t he nodel docunent. The val ue MJUST be encoded as a SI GNED- SHORT and

it MUST be in the third and fourth bytes of the encoding of an
operation response.
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The status-code is an operation attribute in the nodel document. In
the protocol, the status-code is in a special position, outside of
the operation attributes.

If an | PP status-code is returned, then the HTTP Status-Code MJUST be
200 (successful-o0k). Wth any other HITP Status-Code val ue, the HTTP
response MJUST NOT contain an | PP nessage-body, and thus no | PP
status-code is returned.
3.4.4 Request-id
The "request-id" field MUST contain a request-id value as defined in
t he nmodel docunent. The val ue MJST be encoded as a SI GNED- | NTEGER and
it MIUST be in the fifth through eighth bytes of the encoding.
3.5 Tags
There are two kinds of tags:
- delimter tags: delimt major sections of the protocol, nanely
attributes and data
- value tags: specify the type of each attribute val ue
3.5.1 Delinmter Tags

The follow ng table specifies the values for the deliniter tags:

Tag Val ue (Hex) Meani ng

0x00 reserved for definition in a future | ETF
standards track docunent

0x01 "operation-attributes-tag"

0x02 "job-attributes-tag”

0x03 "end-of -attributes-tag"

0x04 "printer-attributes-tag"

0x05 "unsupported-attributes-tag"

0x06- 0xOf reserved for future delinmiters in | ETF

st andards track docunents

When a "begin-attribute-group-tag" field occurs in the protocol, it
means that zero or nore following attributes up to the next delimter
tag MJUST be attributes belonging to the attribute group specified by
the value of the "begin-attribute-group-tag". For exanple, if the

val ue of "begin-attribute-group-tag" is 0x01l, the follow ng
attributes MJST be nenbers of the Operations Attributes group
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The "end-of-attributes-tag" (val ue 0x03) MJST occur exactly once in
an operation. It MJST be the last "delimter-tag". If the operation
has a docunent-content group, the docunent data in that group MJST
follow the "end-of-attributes-tag"

The order and presence of "attribute-group"” fields (whose beginning
is marked by the "begin-attribute-group-tag" subfield) for each
operation request and each operation response MJST be that defined in
the nmodel docunment. For further details, see section 3.7 "(Attribute)
Nane" and 13 "Appendi x A: Protocol Exanples".

A Printer MIST treat a "delinmiter-tag" (values from 0x00 through
OxOF) differently froma "value-tag" (values from 0x10 t hrough OxFF)
so that the Printer knows that there is an entire attribute group
that it doesn’t understand as opposed to a single value that it
doesn’t under st and.

3.5.2 Val ue Tags
The remaini ng tabl es show values for the "value-tag" field, which is
the first octet of an attribute. The "value-tag" field specifies the
type of the value of the attribute.

The followi ng table specifies the "out-of-band" values for the
"val ue-tag" field.

Tag Val ue (Hex) Meaning

0x10 unsupported

Ox11 reserved for 'default’ for definition in a future
| ETF standards track docunent

0x12 unknown

0x13 no-val ue

0x14- 0x1F reserved for "out-of-band" values in future | ETF

standards track docunents.

The followi ng table specifies the integer values for the "val ue-tag"
field:

Tag Val ue (Hex) Meani ng

0x20 reserved for definition in a future | ETF
standards track docunent

0x21 i nt eger

0x22 bool ean

0x23 enum

0x24- 0x2F reserved for integer types for definition in

future | ETF standards track docunents
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NOTE: 0x20 is reserved for "generic integer” if it should ever be
needed.

The following table specifies the octetString values for the "val ue-
tag" field:

Tag Val ue (Hex) Meani ng

0x30 octetString with an unspecified format

0x31 dat eTi ne

0x32 resol ution

0x33 range | nt eger

0x34 reserved for definition in a future | ETF
standards track docunent

0x35 t ext Wt hLanguage

0x36 naneW t hLanguage

0x37- 0x3F reserved for octetString type definitions in

future | ETF standards track docunents

The follow ng table specifies the character-string values for the
"val ue-tag" field:

Tag Val ue (Hex) Meani ng

0x40 reserved for definition in a future | ETF
st andards track docunent

0x41 t ext Wt hout Language

0x42 naneW t hout Language

0x43 reserved for definition in a future | ETF
standards track docunent

0x44 keywor d

0x45 uri

0x46 uri Schene

0x47 char set

0x48 nat ur al Language

0x49 m nmeMedi aType

0x4A- Ox5F reserved for character string type definitions

in future | ETF standards track docunents

NOTE: 0x40 is reserved for "generic character-string" if it should
ever be needed.

NOTE: an attribute value always has a type, which is explicitly
specified by its tag; one such tag value is "nameWt hout Language"
An attribute’s name has an inplicit type, which is keyword.

The val ues 0x60- OxFF are reserved for future type definitions in | ETF
standards track docunents.
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The tag Ox7F is reserved for extending types beyond the 255 val ues
available with a single byte. A tag value of Ox7F MJUST signify that
the first 4 bytes of the value field are interpreted as the tag
value. Note this future extension doesn't affect parsers that are
unaware of this special tag. The tag is |like any other unknown tag,
and the value length specifies the I ength of a value, which contains
a value that the parser treats atomcally. Values fromO0x00 to
0x37777777 are reserved for definition in future | ETF standard track
docunents. The val ues 0x40000000 to Ox7FFFFFFF are reserved for
vendor extensions.

3.6 Nane-Length

The "nane-length" field MJUST consist of a SIGNED- SHORT. This field
MUST specify the nunber of octets in the inmediately foll ow ng "nanme"
field. The value of this field excludes the two bytes of the "nane-

Il ength" field. For exanple, if the "nane" field contains "sides", the

value of this field is 5.

If a "nane-length" field has a value of zero, the follow ng "nane"
field MUST be enpty, and the followi ng value MJST be treated as an
additional value for the attribute encoded in the nearest preceding
"attribute-with-one-value" field. Wthin an attribute group, if two
or nore attributes have the sane nanme, the attribute group is nal-
formed (see [ RFC2911] section 3.1.3). The zero-length nane is the
only mechani smfor nulti-valued attributes.

3.7 (Attribute) Name

The "nanme" field MJUST contain the nane of an attribute. The nodel
docunent [ RFC2911] specifies such nanes.

3.8 Val ue Length

The "val ue-length" field MJST consist of a SI GNED- SHORT. This field
MUST specify the nunber of octets in the imediately follow ng

"value" field. The value of this field excludes the two bytes of the
"val ue-length" field. For exanple, if the "value" field contains the
keyword (text) value ’'one-sided’, the value of this field is 9.

For any of the types represented by binary signed integers, the
sender MJST encode the value in exactly four octets.

For any of the types represented by character-strings, the sender

MUST encode the value with all the characters of the string and
wi t hout any paddi ng characters.
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For "out-of-band" "value-tag" fields defined in this docunent, such
as "unsupported", the "val ue-length" MJST be 0 and the "val ue" enpty;
the "val ue" has no neani ng when the "val ue-tag" has one of these
"out - of - band" val ues. For future "out-of-band" "val ue-tag" fields,
the sane rule holds unless the definition explicitly states that the
"val ue-1 ength" MAY be non-zero and the "val ue" non-enpty.

3.9 (Attribute) Value

The syntax types (specified by the "value-tag" field) and nost of the
details of the representation of attribute values are defined in the
| PP nodel docunent. The tabl e bel ow augnents the information in the
nmodel docunent, and defines the syntax types fromthe nodel docunent
internms of the 5 basic types defined in section 3, "Encoding of the
Operation Layer”. The 5 types are US-ASCI|-STRI NG LOCALI ZED- STRI NG,
S| GNED- | NTEGER, S| GNED- SHORT, SI GNED- BYTE, and OCTET- STRI NG

Syntax of Attribute Encodi ng
Val ue

t ext Wt hout Language, LOCALI ZED- STRI NG
naneW t hout Language

t ext Wt hLanguage OCTET- STRI NG consi sting of 4 fields:
a. a Sl GNED- SHORT whi ch is the number of
octets in the following field
b. a value of type natural-I|anguage,
c. a SI GNED SHORT which is the nunber of
octets in the follow ng field,
d. a value of type textWthoutlLanguage.
The I ength of a textWthLanguage val ue MJST be
4 + the value of field a + the value of field c.

naneW t hLanguage OCTET- STRI NG consi sting of 4 fields:
a. a SI GNED SHORT which is the nunber of
octets in the following field
b. a value of type natural-Ianguage,
c. a S| GNED- SHORT which is the nunber of
octets in the following field
d. a value of type naneWt hout Language.
The | ength of a nameWthLanguage val ue MJST be
4 + the value of field a + the value of field c.

charset, US- ASCl | - STRI NG
nat ur al Language,

m neMedi aType,

keyword, uri, and

uri Schene
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Syntax of Attribute
Val ue

bool ean

i nteger and enum

dat eTi ne

resol ution

rangeO | nt eger

lsetOF X

octetString

Encodi ng

SI GNED- BYTE where 0x00 is "false’ and 0x01 is
"true’.

a S| GNED- | NTEGER

OCTET- STRI NG consi sting of el even octets whose
contents are defined by "DateAndTine" in RFC
1903 [ RFC1903].

OCTET- STRI NG consi sting of nine octets of 2
SI GNED- | NTEGERs fol |l owed by a SI GNED-BYTE. The
first SIGNED-| NTEGER contains the val ue of
cross feed direction resolution. The second

SI GNED- | NTEGER contai ns the val ue of feed
direction resolution. The S| GNED-BYTE cont ai ns
the units

Ei ght octets consisting of 2 S| GNED- | NTEGERs.
The first SIGNED-| NTEGER cont ai ns the | ower
bound and the second SI GNED- | NTEGER cont ai ns
t he upper bound.

Encodi ng according to the rules for an
attribute with nore than 1 value. Each val ue
X is encoded according to the rules for
encoding its type.

OCTET- STRI NG

The attribute syntax type of the value determnes its encodi ng and
the value of its "value-tag".

3. 10 Data

The "data" field MIST include any data required by the operation

4. Encodi ng of Transport Layer

HTTP/ 1. 1 [ RFC2616]

is the transport layer for this protocol

The operation | ayer has been designed with the assunption that the
transport layer contains the follow ng information

Herriot, et al.
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- the URI of the target job or printer operation
- the total length of the data in the operation |ayer, either as
a single length or as a sequence of chunks each with a | ength.

It is REQURED that a printer inplenentation support HTTP over the
| ANA assigned Well Known Port 631 (the I PP default port), though a
printer inplenmentation nmay support HTTP over sonme other port as well.

Each HTTP operati on MJST use the POST nmethod where the request-URl is
the object target of the operation, and where the "Content-Type" of

t he nmessage-body in each request and response MJST be
"application/ipp". The message-body MJST contain the operation |ayer
and MJUST have the syntax described in section 3.2 "Syntax of
Encoding". A client inplenentation MJST adhere to the rules for a
client described for HITP1.1 [ RFC2616]. A printer (server)

i npl ement ati on MUST adhere the rules for an origin server described
for HTTP1.1 [ RFC2616].

An | PP server sends a response for each request that it receives. |If
an | PP server detects an error, it MAY send a response before it has
read the entire request. |If the HITP |l ayer of the |IPP server

conpl et es processing the HITP headers successfully, it MAY send an

i nternmedi ate response, such as "100 Continue", with no | PP data
before sending the | PP response. A client MJST expect such a variety
of responses froman | PP server. For further information on HITP/ 1.1
consult the HITP docunents [ RFC2616] .

An HTTP server MJST support chunking for |PP requests, and an | PP
client MJST support chunking for | PP responses according to HITP/ 1.1
[ RFC2616]. Note: this rule causes a conflict with non-conpliant

i mpl ementations of HITP/1.1 that don’t support chunking for POST

met hods, and this rule may cause a conflict wth non-conpliant

i mpl ementations of HITP/1.1 that don’t support chunking for Cd
scripts.

4.1 Printer-uri and job-uri

Al'l Printer and Job objects are identified by a Uniform Resource
Identifier (URI) [RFC2396] so that they can be persistently and
unanbi guously referenced. Since every URL is a specialized formof a
URI, even though the nore generic termURl is used throughout the
rest of this docunent, its usage is intended to cover the nore
specific notion of URL as well.
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5.

Some operation elenments are encoded tw ce, once as the request-UR on
the HTTP Request-Line and a second tine as a REQU RED operati on
attribute in the application/ipp entity. These attributes are the
target URI for the operation and are called printer-uri and job-uri.
Note: The target URI is included twice in an operation referencing
the same | PP object, but the two URIs NEED NOT be literally
identical. One can be a relative URI and the other can be an absolute
URI. HITP/1.1 allows clients to generate and send a relative UR
rather than an absolute URI. A relative URl identifies a resource
with the scope of the HITP server, but does not include schene, host
or port. The followi ng statenments characterize how URLs shoul d be
used in the mapping of IPP onto HTTP/ 1.1

1. Although potentially redundant, a client MJST supply the target
of the operation both as an operation attribute and as a URl at
the HTTP layer. The rationale for this decisionis to maintain
a consistent set of rules for napping application/ipp to
possi bly many communication | ayers, even where URLs are not
used as the addressing nechanismin the transport |ayer

2. Even though these two URLs might not be literally identica
(one being relative and the other being absolute), they MJST
both reference the same | PP object. However, a Printer NEED NOT
verify that the two URLs reference the sane | PP object, and
NEED NOT take any action if it determnes the two URLS to be
different.

3. The URI in the HTTP layer is either relative or absolute and is
used by the HTTP server to route the HITP request to the
correct resource relative to that HTTP server. The HITP server
need not be aware of the URI within the operation request.

4. Once the HTTP server resource begins to process the HITP
request, it might get the reference to the appropriate | PP
Printer object fromeither the HTTP URI (using to the context
of the HITP server for relative URLS) or fromthe URI within
the operation request; the choice is up to the inplenentation

5. HTTP URI's can be relative or absolute, but the target URl in
t he operation MJUST be an absolute URI.

| PP URL Schene

The 1 PP/ 1.1 docunent defines a new schene 'ipp’ as the value of a URL
that identifies either an I PP printer object or an | PP job object.
The I PP attributes using the '"ipp’ schene are specified bel ow
Because the HTTP | ayer does not support the 'ipp schenme, a client
MUST map '"ipp’ URLs to 'http’ URLs, and then follows the HITP

[ RFC2616] [ RFC2617] rul es for constructing a Request-Line and HITP
headers. The mapping is sinple because the 'ipp’ schene inplies al

of the sane protocol semantics as that of the 'http’ schene
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[ RFC2616], except that it represents a print service and the inplicit
(default) port nunber that clients use to connect to a server is port
631.

In the renai nder of this section the term’ipp-URL’ neans a URL whose
schene is "ipp’ and whose inplicit (default) port is 631. The term
"http-URL’ nmeans a URL whose schene is "http', and the term’https-
URL’ neans a URL whose scheme is ’'https’

A client and an | PP object (i.e. the server) MJST support the ipp-URL
value in the following | PP attributes.
job attributes:
j ob-uri
job-printer-uri
printer attributes:
printer-uri-supported
operation attributes:
j ob-uri
printer-uri
Each of the above attributes identifies a printer or job object. The
i pp-URL is intended as the value of the attributes in this list, and
for no other attributes. Al of these attributes have a syntax type
of "uri’, but there are attributes with a syntax type of 'uri’ that
do not use the 'ipp’ schenme, e.g. 'job-nore-info

If a printer registers its URL with a directory service, the printer
MUST register an ipp- URL.

User interfaces are beyond the scope of this docunent. But if
software exposes the ipp-URL values of any of the above five
attributes to a human user, it is REQU RED that the human see the
i pp-URL as is.

When a client sends a request, it MJST convert a target ipp-URL to a
target http-URL for the HITP | ayer according to the follow ng rules:

1. change the "ipp’ schenme to 'http

2. add an explicit port 631 if the URL does not contain an
explicit port. Note: port 631 is the | ANA assigned Wll Known
Port for the ’ipp schene.

The client MJST use the target http-URL in both the HTTP Request -

Li ne and HTTP headers, as specified by HTTP [ RFC2616] [ RFC2617]
However, the client MJST use the target ipp-URL for the value of the
"printer-uri™ or "job-uri" operation attribute within the
application/ipp body of the request. The server MJST use the ipp-URL
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for the value of the "printer-uri", "job-uri" or "printer-uri-
supported" attributes within the application/ipp body of the
response.

For exanple, when an IPP client sends a request directly (i.e. no
proxy) to an ipp-URL "ipp://mnmyhost.conl nyprinter/nyqueue", it opens a
TCP connection to port 631 (the ipp inplicit port) on the host
"nyhost.conm and sends the follow ng data:

PCST /nyprinter/ myqueue HTTP/ 1.1
Host: myhost.com 631
Content-type: application/ipp

Tr ansf er - Encodi ng: chunked

;b}inter—uri" "ipp://myhost.com nyprinter/ myqueue”
(encoded in application/ipp nessage body)

As anot her exanmple, when an IPP client sends the same request as
above via a proxy "nyproxy.com', it opens a TCP connection to the
proxy port 8080 on the proxy host "nyproxy.com and sends the
fol |l owi ng dat a:

PCST http://nmyhost.com 631/ myprinter/nyqueue HTTP/ 1.1
Host: myhost.com 631

Content-type: application/ipp

Tr ansf er - Encodi ng: chunked

"printer-uri" "ipp://myhost.conl nyprinter/nyqueue"
(encoded in application/ipp nessage body)
The proxy then connects to the IPP origin server with headers that
are the sanme as the "no-proxy" exanpl e above.
6. | ANA Consi derations

This section describes the procedures for allocating encoding for the
followi ng | ETF standards track extensions and vendor extensions to
the 1PP/ 1.1 Encoding and Transport docunent:

1. attribute syntaxes - see [ RFC2911] section 6.3

2. attribute groups - see [RFC2911] section 6.5
3. out-of-band attribute values - see [ RFC2911] section 6.7
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These extensions follow the "type2" registration procedures defined
in [RFC2911] section 6. Extensions registered for use with IPP/1.1
are OPTIONAL for client and | PP object conformance to the IPP/1.1
Encodi ng and Transport docunent.

These extension procedures are aligned with the guidelines as set
forth by the ESG [I ANA-CON]. The [RFC2911] Section 11 descri bes how
to propose new registrations for consideration. |1ANA will reject

regi stration proposals that |eave out required information or do not
follow the appropriate format described in [ RFC2911] Section 11. The
| PP/ 1.1 Encoding and Transport docunent nmay al so be extended by an
appropriate RFC that specifies any of the above extensions.

7. Internationalization Considerations
See the section on "Internationalization Considerations" in the
docunent "Internet Printing Protocol/1.1: Mdel and Senantics"
[ RFC2911] for information on internationalization. This document adds
no additional issues.

8. Security Considerations
The | PP Mbdel and Senmantics docunent [ RFC2911] discusses high |eve
security requirenments (Cient Authentication, Server Authentication
and Operation Privacy). Cient Authentication is the nechanism by
which the client proves its identity to the server in a secure
manner. Server Authentication is the mechani sm by which the server
proves its identity to the client in a secure manner. Operation
Privacy is defined as a nmechani smfor protecting operations from
eavesdr oppi ng.

8.1 Security Conformance Requirenments

This section defines the security requirenents for PP clients and
| PP obj ects.

8.1.1 Digest Authentication
I PP clients MJST support:
Di gest Authentication [RFC2617].
MD5 and MD5-sess MUST be inplenmented and support ed.

The Message Integrity feature NEED NOT be used.

Herriot, et al. St andards Track [ Page 23]



RFC 2910 I PP/ 1. 1: Encodi ng and Transport Sept enber 2000

| PP Printers SHOULD support:
Di gest Aut hentication [RFC2617].
MD5 and MD5-sess MJST be inplenented and support ed.
The Message Integrity feature NEED NOT be used.

The reasons that PP Printers SHOULD (rather than MJST) support
Di gest Authentication are:

1. Wiile dient Authentication is inportant, there is a certain class
of printer devices where it does not nmake sense. Specifically, a
|l ow-end device with limted ROM space and | ow paper throughput may
not need Cient Authentication. This class of device typically
requires firmvare designers to nmake trade-offs between protocols
and functionality to arrive at the | owest-cost sol ution possible.
Factored into the designer’s decisions is not just the size of the
code, but also the testing, maintenance, useful ness, and tine-to-
mar ket i nmpact for each feature delivered to the customer. Forcing
such | owend devices to provide security in order to claimIPP/1.1
conformance woul d not nake busi ness sense and could potentially
stall the adoption of the standard.

2. Print devices that have high-vol une throughput and have avail abl e
ROM space have a compelling argunment to provide support for Cient
Aut henti cation that safeguards the device from unauthorized
access. These devices are prone to a high | oss of consumabl es and
paper if unauthorized access shoul d occur.

8.1.2 Transport Layer Security (TLS)

I PP Printers SHOULD support Transport Layer Security (TLS) [RFC2246]
for Server Authentication and Qperation Privacy. |PP Printers NMAY

al so support TLS for dient Authentication. |If an IPP Printer
supports TLS, it MJST support the TLS DHE DSS W TH 3DES EDE CBC SHA
ci pher suite as mandated by RFC 2246 [ RFC2246]. All other cipher
suites are OPTIONAL. An IPP Printer MAY support Basic Authentication
(described in HITP/ 1.1 [ RFC2617]) for Cient Authentication if the
channel is secure. TLS with the above nandated ci pher suite can
provi de such a secure channel

If a PP client supports TLS, it MJST support the

TLS DHE DSS W TH_3DES _EDE CBC _SHA ci pher suite as nandated by RFC
2246 [RFC2246]. Al other cipher suites are OPTI ONAL.
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The |1 PP Mbdel and Semantics docunent defines two printer attributes
"uri-authentication-supported" and "uri-security-supported") that
the client can use to discover the security policy of a printer. That
docunent al so outlines | PP-specific security considerations and
should be the prinmary reference for security inplications with regard
to the | PP protocol itself. For backward conpatibility with |IPP
version 1.0, IPP clients and printers may al so support SSL3 [ssl].
This is in addition to the security required in this docunent.

8.2 Using IPP with TLS

| PP/ 1.1 uses the "Upgrading to TLS Wthin HTTP/ 1. 1" nechani sm
[RFC2817]. An initial |IPP request never uses TLS. The client
requests a secure TLS connection by using the HTTP "Upgrade" header,
whil e the server agrees in the HITP response. The switch to TLS
occurs either because the server grants the client’s request to
upgrade to TLS, or a server asks to switch to TLS in its response.
Secure communi cation begins with a server’s response to switch to
TLS.

9. Interoperability with 1PP/1.0 Inplenentations
It is beyond the scope of this specification to nandate confornmance
with previous versions. |PP/1.1 was deliberately designed, however,
to nake supporting previous versions easy. It is worth noting that,
at the tine of conposing this specification (1999), we woul d expect
IPP/1.1 Printer inplenentations to:
understand any valid request in the format of IPP/1.0, or 1.1
respond appropriately with a response containing the sane
"version-nunber" paraneter value used by the client in the
request.
And we woul d expect IPP/1.1 clients to:
understand any valid response in the format of IPP/1.0, or 1.1
9.1 The "version-nunber" Paraneter

The following are rules regarding the "version-nunber" paranmeter (see
section 3.3):

1. Cients MIST send requests containing a "version-nunber"
paraneter with a 1.1 value and SHOULD try supplying alternate
version nunbers if they receive a 'server-error-version-not-
supported’ error return in a response.
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| PP obj ects MJUST accept requests containing a "version-nunber"
paraneter with a 1.1 value (or reject the request for reasons
other than ’server-error-version-not-supported’ ).

It is recomended that | PP objects accept any request with the
maj or version "1 (or reject the request for reasons other than
'server-error-version-not-supported ). See [ RFC2911]

"versions" sub-section.

In any case, security MJST NOT be conproni sed when a client
supplies a |l ower "version-nunber" paraneter in a request. For
exanple, if an IPP/1.1 conforming Printer object accepts
version '1.0" requests and is configured to enforce Di gest

Aut hentication, it MJUST do the sane for a version '1.0’
request.

9.2 Security and URL Schenes

The following are rules regarding security, the "version-nunber”
paraneter, and the URL schene supplied in target attributes and
responses:

1.

Herri ot,

When a client supplies a request, the "printer-uri" or "job-
uri" target operation attribute MJUST have the same schene as
that indicated in one of the values of the "printer-uri-
supported" Printer attribute.

When the server returns the "job-printer-uri" or "job-uri" Job
Description attributes, it SHOULD return the sane schene
("ipp', "https', 'http', etc.) that the client supplied in the
"printer-uri" or "job-uri" target operation attributes in the
Get-Job-Attributes or Get-Jobs request, rather than the scheme
used when the job was created. However, when a client requests
job attributes using the Get-Job-Attributes or Get-Jobs
operations, the jobs and job attributes that the server returns
depends on: (1) the security in effect when the job was
created, (2) the security in effect in the query request, and
(3) the security policy in force.

It is recommended that if a server registers a non-secure ipp-
URL with a directory service (see [ RFC2911] "Generic Directory
Schema" Appendi x), then it also register an http-URL for
interoperability with IPP/1.0 clients (see section 9).

In any case, security MJST NOT be conprom sed when a client

supplies an "http’ or other non-secure URL schene in the target
"printer-uri" and "job-uri" operation attributes in a request.
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13.1 Print-Job Request

Sept enber 2000

The following is an exanple of a Print-Job request with job-naneg,
copi es, and sides specified. The "ipp-attribute-fidelity" attribute
is set to 'true’ so that the print request will fail if the "copies"
or the "sides" attribute are not supported or their values are not

support ed.
Cctets

0x0101
0x0002
0x00000001
0x01

0x47
0x0012
attributes-
char set
0x0008
us-ascii
0x48
0x001B
attributes-
nat ur al -

| anguage
0x0005

en- us

0x45
0x000B
printer-uri
0x0015

i pp://forest/

pi netree

0x42
0x0008

j ob- name
0x0006

f oobar
0x22
0x0016

i pp-attribute-

fidelity
0x0001
0x01

Herriot, et al.

Synbol i ¢ Val ue

1.1

Print-Job

1

start operation-attributes
charset type

attri but es-charset

US- AsCl |
nat ur al -1 anguage type

attri but es-natural -1 anguage

en- US
uri type

printer-uri

printer pinetree
naneW t hout Language type
j ob- name

f oobar
bool ean type
i pp-attribute-fidelity

true

St andards Track

Prot ocol field

ver si on- nunber
operation-id

request-id
operation-attributes-tag

val ue-tag
name- | engt h
name

val ue-l ength
val ue

val ue-tag
name- | engt h
nane

val ue-l ength

val ue

val ue-tag
name- | engt h
nanme

val ue-l ength
val ue

val ue-tag
name- | engt h
nanme

val ue-l ength
val ue

val ue-tag
name- | engt h
name

val ue-l ength
val ue
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Cctets Synbol i ¢ Val ue Protocol field
0x02 start job-attributes job-attributes-tag
0x21 i nteger type val ue-tag

0x0006 nane- | ength

copi es copi es nane

0x0004 val ue-1 ength
0x00000014 20 val ue

0x44 keyword type val ue-tag

0x0005 nane- | ength

si des si des nane

0x0013 val ue-1 ength

t wo- si ded- t wo- si ded- | ong- edge val ue

| ong- edge

0x03 end-of -attri butes end-of -attri butes-tag
% PS. .. <Post Scri pt > dat a

13.2 Print-Job Response (successful)

Here is an exanple of a successful Print-Job response to the previous
Print-Job request. The printer supported the "copies" and "sides"
attributes and their supplied values. The status code returned is
"successful - ok’

Cctets Synbol i ¢ Val ue Protocol field
0x0101 1.1 ver si on- nunber
0x0000 successful - ok st at us- code
0x00000001 1 request-id
0x01 start operation-attributes operation-attributes-tag
0x47 charset type val ue-tag
0x0012 nane- | engt h
attri but es- attri but es-charset nane

char set

0x0008 val ue-l ength
us-ascii US- ASCl | val ue

0x48 nat ur al -1 anguage type val ue-tag
0x001B nane- | engt h
attri but es- attributes-natural - nane

nat ur al -1 anguage | anguage

0x0005 val ue-l ength
en- us en- US val ue

0x41 t ext Wt hout Language type val ue-tag
0x000E nane- | engt h

st at us- message st at us- message nane

0x000D val ue-l ength

Herriot, et al. St andards Track [ Page 34]



RFC 2910 I PP/ 1. 1: Encodi ng and Transport Sept enber 2000

Cctets Synbol i ¢ Val ue Protocol field
successful - ok successful - ok val ue
0x02 start job-attributes job-attributes-tag
0x21 i nt eger val ue-tag
0x0006 name- | engt h
job-id job-id nane
0x0004 val ue-l ength
147 147 val ue
0x45 uri type val ue-tag
0x0007 nane- | ength
j ob-uri j ob-uri nane
0x0019 val ue-1 ength
i pp://forest/ job 123 on pinetree val ue
pi netree/ 123
0x23 enum type val ue-tag
0x0009 nane- | ength
job-state j ob-state nane
0x0004 val ue-1 ength
0x0003 pendi ng val ue
0x03 end-of -attri butes end-of -attri butes-tag

13.3 Print-Job Response (failure)

Here is an exanple of an unsuccessful Print-Job response to the
previous Print-Job request. It fails because, in this case, the
printer does not support the "sides" attribute and because the val ue
20" for the "copies" attribute is not supported. Therefore, no job
is created, and neither a "job-id" nor a "job-uri" operation
attribute is returned. The error code returned is 'client-error-
attributes-or-val ues-not-supported’ (0x040B)

0x0101 1.1 ver si on- nunber

0x040B client-error-attributes-or- st at us- code
val ues- not - support ed

0x00000001 1 request-id

0x01 start operation-attributes operation-attributes tag

0x47 charset type val ue-tag

0x0012 nane- | ength

attributes- attribut es-charset nane

char set

0x0008 val ue-1 ength

us-asci i US- ASCl | val ue
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Cctets Synbol i ¢ Val ue Protocol field
0x48 nat ur al -1 anguage type val ue-tag
0x001B nane- | ength
attri but es- attribut es-natural -1 anguage nane
nat ur al -
| anguage
0x0005 val ue-l ength
en- us en- US val ue
0x41 t ext Wt hout Language type val ue-tag
0x000E nane- | ength
st at us- st at us- message nane
nmessage
0x002F val ue-l ength

val ue

0x05 start unsupported-attributes unsupported-attributes tag
0x21 i nteger type val ue-tag

0x0006 nane- | ength

copi es copi es nane

0x0004 val ue-l ength
0x00000014 20 val ue

0x10 unsupported (type) val ue-tag

0x0005 nane- | engt h

si des si des nane

0x0000 val ue-l ength

0x03 end-of -attri butes end-of -attributes-tag

13.4 Print-Job Response (success with attributes ignored)

Here is an exanple of a successful Print-Job response to a Print-Job
request like the previous Print-Job request, except that the val ue of
"ipp-attribute-fidelity' is false. The print request succeeds, even
though, in this case, the printer supports neither the "sides"
attribute nor the value '20° for the "copies" attribute. Therefore, a
job is created, and both a "job-id" and a "job-uri" operation
attribute are returned. The unsupported attributes are also returned
in an Unsupported Attributes Group. The error code returned is

"successful -ok-ignored-or-substituted-attributes’ (0x0001).
Cctets Synbol i ¢ Val ue Protocol field
0x0101 1.1 ver si on- nunber
0x0001 successful - ok-i gnor ed- or - st at us- code
Herriot, et al. St andards Track [ Page 36]
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Cctets

0x00000001
0x01

0x47
0x0012
attri butes-
char set
0x0008
us-ascii
0x48
0x001B
attri butes-

nat ur al -1 anguage

0x0005

en- us

0x41

0x000E

st at us- message
0x002F
successf ul - ok-
i gnor ed- or -
substi t ut ed-
attributes
0x05

0x21

0x0006

copi es

0x0004

0x00000014

0x10

0x0005

si des

0x0000

0x02

0x21

0x0006

job-id

0x0004

147

0x45

0x0007

j ob-uri

0x0019

i pp://forest/
pi netree/ 123

Herriot, et al.
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Synbol i ¢ Val ue

substituted-attri butes
1

start operation-attributes

charset type
attri but es-charset
US- ASCl |

nat ur al -1 anguage type

attri butes-natural -
| anguage

en- US
t ext Wt hout Language type

st at us- nessage
successful - ok-i gnor ed- or -

substituted-attributes

start unsupported-
attributes

i nteger type

copi es

20
unsupported (type)
si des

start job-attributes
i nt eger

job-id

147
uri type

j ob-uri

job 123 on pinetree

St andards Track

Sept enber 2000

Protocol field

request-id
operation-attributes-tag

val ue-tag
name- | engt h
nane

val ue-l ength
val ue

val ue-tag
name- | engt h
nane

val ue-l ength

val ue

val ue-tag
name- | engt h
nane

val ue-l ength
val ue

unsupported-attributes

tag

val ue-tag
nane- | ength
name

val ue-1 ength
val ue

val ue-tag
nane- | ength
nane

val ue-1 ength
job-attributes-tag

val ue-tag
nane- | ength
nane

val ue-l ength
val ue

val ue-tag
nane- | engt h
nane

val ue-l ength
val ue
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Cctets

0x23
0x0009

j ob-state
0x0004
0x0003
0x03

13.5 Print-URl

I PP/ 1. 1: Encodi ng and Transport

Synbol i ¢ Val ue
enum type
j ob-state

pendi ng
end-of -attri butes

Request

The following is an exanple of Print-UR
j ob- nanme paraneters

Cctets

0x0101
0x0003
0x00000001
0x01

0x47
0x0012
attributes-
char set
0x0008

us- asci i
0x48
0x001B
attri butes-
nat ur al -

| anguage
0x0005

en- us

0x45
0x000B
printer-uri
0x0015

i pp://forest/

pi netree
0x45
0x000C
document - uri
0x0011

ftp://foo.com

et al.

Synbol i ¢ Val ue

1.1

Print-URI

1

start operation-attributes
charset type

attri butes-charset

Us- AsCl |

nat ur al -1 anguage type

attribut es-natural -1 anguage

en- US
uri type

printer-uri
printer pinetree
uri type

docunent - uri

ftp://foo.comfoo

St andards Track
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Protocol field

val ue-tag

nane- | ength

name

val ue-1 ength

val ue

end-of -attri butes-tag

request with copies and

Protocol field

ver si on- nunber
operation-id

request-id
operation-attributes-tag

val ue-tag
nane- | ength
nane

val ue-1 ength
val ue

val ue-tag
nane- | ength
nane

val ue-l ength

val ue

val ue-tag
nane- | ength
name

val ue-1 ength
val ue

val ue-tag
nane- | ength
name

val ue-1 ength
val ue
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Cctets

/foo
0x42
0x0008

j ob- nare
0x0006

f oobar
0x02
0x21
0x0006
copi es
0x0004
0x00000001
0x03

I PP/ 1. 1: Encodi ng and Transport

Synbol i ¢ Val ue

naneW t hout Language type
j ob- nare

f oobar

start job-attributes

i nteger type

copi es

1
end-of -attri butes

13.6 Create-Job Request

Sept enber 2000

Protocol field

val ue-tag
nane- | ength

nane

val ue-1 ength

val ue
job-attributes-tag
val ue-tag
nane- | ength

nane

val ue-1 ength

val ue

end-of -attri butes-tag

The following is an exanple of Create-Job request with no paraneters
and no attributes:

Cctets

0x0101
0x0005
0x00000001
0x01

0x47
0x0012
attributes-
char set
0x0008

us- asci i
0x48
0x001B
attributes-
nat ur al -

| anguage
0x0005

en- us

0x45
0x000B
printer-uri
0x0015

i pp://forest/

pi netree

et al.

Synbol i ¢ Val ue

1.1

Creat e-Job

1

start operation-attributes
charset type

attribut es-charset

Us- ASCl |

nat ur al -1 anguage type

attribut es-natural -1 anguage

en- US
uri type

printer-uri

printer pinetree

St andards Track

Protocol field

ver si on- nunber
operation-id

request-id
operation-attributes-tag
val ue-tag

nane- | ength

nane

val ue-l ength
val ue

val ue-tag
nane- | ength
nane

val ue-l ength

val ue

val ue-tag
name- | engt h
nanme

val ue-l ength
val ue
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Cctets Synbol i ¢ Val ue Protocol field
i netree
0x03 end-of -attri butes end-of -attri butes-tag

13. 7 Get-Jobs Request

The following is an exanple of Get-Jobs request with paraneters but
no attributes:

Cctets Synbol i ¢ Val ue Protocol field
0x0101 1.1 ver si on- nunber
0x000A Get - Jobs operation-id
0x00000123 0x123 request-id
0x01 start operation-attributes operation-attributes-tag
0x47 charset type val ue-tag
0x0012 name- | engt h
attributes- attribut es-charset nane

char set

0x0008 val ue-l ength
us-ascii US- ASCl | val ue

0x48 nat ur al -1 anguage type val ue-tag
0x001B name- | engt h
attributes- attributes-natural -1 anguage nane
nat ur al -

| anguage

0x0005 val ue-l ength
en-us en- US val ue

0x45 uri type val ue-tag
0x000B name- | engt h
printer-uri printer-uri nane

0x0015 val ue-l ength
i pp://forest/ printer pinetree val ue

pi netree

0x21 i nteger type val ue-tag
0x0005 name- | engt h
limt limt nane

0x0004 val ue-l ength
0x00000032 50 val ue

0x44 keyword type val ue-tag
0x0014 name- | engt h
request ed- requested-attributes nane
attributes

0x0006 val ue-l ength

Herriot, et al.
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Cctets Synbol i ¢ Val ue Protocol field
job-id job-id val ue
0x44 keyword type val ue-tag
0x0000 addi tional val ue nane- | ength
0x0008 val ue-1 ength
j ob- nare j ob- nare val ue
0x44 keyword type val ue-tag
0x0000 addi ti onal val ue nane- | ength
0x000F val ue-l ength
docunent -format docunent - f or mat val ue
0x03 end-of -attri butes end-of -attributes-tag

13.8 Get-Jobs Response

The following is an of Get-Jobs response from previous request with 3
jobs. The Printer returns no information about the second job
(because of security reasons):

Cctets Symbol i ¢ Val ue Protocol field

0x0101 1.1 ver si on- nunber

0x0000 successful - ok st at us- code

0x00000123 0x123 request-id (echoed
back)

0x01 start operation-attributes operation-attributes-tag

0x47 charset type val ue-tag

0x0012 nane- | ength

attributes- attribut es-charset nane

char set

0x000A val ue-1 ength

| SO 8859-1 | SO 8859-1 val ue

0x48 nat ur al -1 anguage type val ue-tag

0x001B nane- | ength

attri but es- attribut es-natural -1 anguage nane

nat ur al -

| anguage

0x0005 val ue-l ength

en- us en- US val ue

0x41 t ext Wt hout Language type val ue-tag

0x000E nane- | ength

st at us-message  status-nmessage nane

0x000D val ue-1 ength

successf ul - ok successf ul - ok val ue

0x02 start job-attributes (1st job-attributes-tag

Herriot, et al. St andards Track [ Page 41]
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Cctets

0x21
0x0006
job-id
0x0004
147
0x36
0x0008
j ob- nare
0x000C
0x0005
fr-ca
0x0003
fou
0x02

0x02

0x21
0x0006
job-id
0x0004
148

0x36
0x0008

j ob- nane
0x0012
0x0005
de-CH
0x0009

i sch guet
0x03

I PP/ 1. 1: Encodi ng and Transport

Synbol i ¢ Val ue

obj ect)
i nteger type

job-id

147
nanmeW t hLanguage

j ob- nare

fr-CA

fou

start job-attributes (2nd
obj ect)

start job-attributes (3rd
obj ect)

i nteger type

job-id

149
naneW t hLanguage

j ob- nane

de- CH

i sch guet
end-of -attri butes

Protocol field

val ue-tag
nane- | ength

name

val ue-1 ength

val ue

val ue-tag
nane- | ength

nane

val ue-1 ength
sub-val ue-I ength
val ue

sub-val ue-1ength
nane
job-attributes-tag

job-attributes-tag

val ue-tag
nane- | ength

name

val ue-1 ength

val ue

val ue-tag
nane- | ength

name

val ue-l ength
sub-val ue-I ength
val ue

sub-val ue-1ength
name

end-of -attri butes-tag

14. Appendix B: Registration of MM Media Type Information for
"application/ipp"

Thi s appendi x contains the information that
registering a MM nedi a type.
paragraph wil |l

in this docunent:

M ME type nane: application

M ME subtype nane: ipp

Herriot, et al.

St andards Track

| ANA requires for
The information following this
be forwarded to I ANA to regi ster application/ipp whose

contents are defined in Section 3 "Encoding of the Operation Layer"
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A Content-Type of "application/ipp" indicates an Internet Printing
Prot ocol nmessage body (request or response). Currently there is one
version: IPP/1.1, whose syntax is described in Section 3 "Encoding of
the Qperation Layer" of [RFC2910], and whose semantics are descri bed
in [ RFC2911].

Requi red paraneters: none
Optional paraneters: none
Encodi ng consi derati ons:

| PP/ 1.1 protocol requests/responses MAY contain long |ines and ALVWAYS
contain binary data (for exanple attribute value | engths).

Security considerations:

I PP/ 1.1 protocol requests/responses do not introduce any security
ri sks not already inherent in the underlying transport protocols.

Prot ocol mixed-version interworking rules in [RFC2911] as well as
protocol encoding rules in [RFC2910] are conpl ete and unanbi guous.

I nteroperability considerations:

I PP/ 1.1 requests (generated by clients) and responses (generated by
servers) MJST conply with all conformance requirements inposed by the
normative specifications [ RFC2911] and [ RFC2910]. Protocol encoding
rul es specified in [ RFC2910] are conprehensive, so that
interoperability between conforning inplenentations is guaranteed

(al though support for specific optional features is not ensured).
Both the "charset" and "natural -1 anguage" of all IPP/1.1 attribute
val ues which are a LOCALI ZED- STRING are explicit within | PP protoco
requests/responses (w thout recourse to any external information in
HTTP, SMIP, or other nessage transport headers).

Publ i shed specifications:

[ RFC2911] Hastings, T., Herriot, R, deBry, R, Isaacson, S. and P
Powel |, "Internet Printing Protocol/1.1: Mbdel and
Semantics", RFC 2911, Septenber 2000.

[ RFC2910] Herriot, R, Butler, S., More, P., Turner, R and J.

Wenn, "lInternet Printing Protocol/1.1: Encodi ng and
Transport", RFC 2910, Septenber 2000

Herriot, et al. St andards Track [ Page 43]



RFC 2910 I PP/ 1. 1: Encodi ng and Transport Sept enber 2000

15.

Applications which use this nedia type:

Internet Printing Protocol (IPP) print clients and print servers,
conmmuni cating using HITP/ 1.1 (see [RFC2910]), SMIP/ ESMIP, FTP, or
other transport protocol. Messages of type "application/ipp" are
sel f-contai ned and transport-independent, including "charset" and
"natural -1 anguage" context for any LOCALI ZED- STRI NG val ue.

Person & email address to contact for further infornmation:

Tom Hasti ngs

Xer ox Corporation

737 Hawaii St. ESAE-231
El Segundo, CA

Phone: 310-333-6413
Fax: 310-333-5514
EMai | : hasti ngs@pl0. es. xer ox. com

or

Robert Herri ot

Xer ox Cor poration

3400 Hillview Ave., Bldg #1

Pal o Alto, CA 94304

Phone: 650-813-7696

Fax: 650-813-6860

EMai | : robert. herriot @ahv. xerox. com

I nt ended usage:

COVMON

Appendi x C. Changes from | PP/ 1.0

IPP/1.1 is identical to IPP/1.0 [ RFC2565] with the foll ow changes:

1. Attributes values that identify a printer or job object use a new
"ipp’ schene. The "http' and 'https’ schenmes are supported only
for backward conpatibility. See section 5.

2. dients MJIST support of Digest Authentication, IPP Printers SHOULD
support Di gest Authentication. See Section 8.1.1

3. TLS is recomended for channel security. |In addition, SSL3 may be
supported for backward conpatibility. See Section 8.1.2
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4. It is recomended that IPP/1.1 objects accept any request with
maj or version nunmber '1'. See section 9.1

5. I PP objects SHOULD return the URL schenme requested for "job-
printer-uri" and "job-uri" Job Attributes, rather than the URL
schene used to create the job. See section 9. 2.

6. The I ANA and Internationalization sections have been added. The
terns "private use" and "experinmental” have been changed to
"vendor extension". The reserved allocations for attribute group
tags, attribute syntax tags, and out-of-band attribute val ues have
been clarified as to which are reserved to future | ETF standards
track docunments and which are reserved to vendor extension. Bot h
ki nds of extensions use the type2 registration procedures as
defined in [ RFC2911].

7. Uarified that future "out-of-band" value definitions nmay use the
value field if additional information is needed.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

This docunent and translations of it nay be copied and furnished to
others, and derivative works that comment on or otherw se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the infornmation contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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