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Abstr act

Thi s docunment describes an OPTIONAL extension to the Internet
Printing Protocol/1.1: Mdel and Semantics (RFC 2911, RFC 2910).
This extension allows a client to subscribe to printing rel ated
Events. Subscriptions are nodel ed as Subscription Objects. The
Subscription Object specifies that when one of the specified Events
occurs, the Printer delivers an asynchronous Event Notification to
the specified Notification Recipient via the specified Push or Pull
Delivery Method (i.e., protocol).

A client associates Subscription hjects with a particular Job by
performng the Create-Job-Subscriptions operation or by subnmitting a
Job with subscription information. A client associates Subscription
hjects with the Printer by performng a Create-Printer-Subscriptions
operation. Four other operations are defined for Subscription

bj ects: Get-Subscriptions-Attributes, Get-Subscriptions, Renew
Subscription, and Cancel - Subscri pti on.
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1. Introduction

This I PP notification specification is an OPTI ONAL extension to
Internet Printing Protocol/1.1: Mddel and Semantics [ RFC2911
RFC2910] . See Appendix 29 for a description of the base | PP
docunents. This docunent in conbination with the follow ng docunents
is intended to neet the nost inportant notification requirenents
described in [ RFC3997]:

Internet Printing Protocol (IPP): "Job Progress Attributes”
[ RFC3381]

Internet Printing Protocol (IPP): "The 'ippget’ Delivery Method
for Event Notifications" [RFC3996]

This specification REQU RES that clients and Printers support the
"ippget’ Pull Delivery Method [ RFC3996]. Conforming client and
Printer inplenentations MAY support additional Push or Pull Delivery
Met hods as well. Note: this docunment does not define any Delivery
Met hods itself, but it does define the rules for conformance for
Del i very Method Docurments and their registration with | ANA (see
section 23.7.3).

Refer to the Table of Contents for the |ayout of this docunent.
1.1. Notification Overview

Thi s docunment defines operations that a client can performin order
to create Subscription Cbjects in a Printer and carry out other
operations on them A Subscription Obhject represents a Subscription
abstraction. The Subscription object specifies that when one of the
specified Events occurs, the Printer delivers an asynchronous Event
Notification to the specified Notification Recipient via the
specified Delivery Method (i.e., protocol).

When a client (called a Subscribing dient) perforns an operation

that creates a Subscription Cbject, the operation contains one or
nmore Subscription Tenplate Attributes G oups. Each such group hol ds
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information used by the Printer to initialize a newy created
Subscription Object. The Printer creates one Subscription Object for
each Subscription Tenplate Attributes Goup in the operation. This
group is like the Job Tenplate Attributes group defined in [ RFC2911].
The following is an exanple of the information included in a
Subscription Tenplate Attributes G oup (see section 5 for details on
the Subscription ohject attributes):

1. The nanes of Subscribed Events that are of interest to the
Notificati on Reci pient.

2. The address (URL) of one Notification Recipient for a Push
Delivery Method or the method for a Pull Delivery Method.

3. The Delivery Method (i.e., the protocol) which the Printer uses to
deliver the Event Notification.

4. Some opaque data that the Printer delivers to the Notification
Reci pient in the Event Notification. For exanple, the
Notification Recipient mght use this opaque data as a forwarding
address for the Event Notification.

5. The charset to use in text fields within an Event Notification

6. The natural |anguage to use in the text fields of the Event
Notification

7. The requested lease tine in seconds for the Subscription bject

An operation that creates a Subscription hject is called a
Subscription Creation Operation. These operations include the
foll owi ng operations (see section 11.1 for further details):

- Job Creation operation: Wen a client perforns such an
operation (Print-Job, Print-URI, and Create-Job), a client can
i nclude zero or nore Subscription Tenplate Attributes G oups in
the request. The Printer creates one Subscription Cbject for
each Subscription Tenplate Attributes Goup in the request, and
the Printer associates each such Subscription Qbject with the
newy created Job. This docunent extends these operations’
definitions in [RFC2911] by addi ng Subscription Tenplate
Attributes Groups in the request and Subscription Attributes
G oups in the response.

- Create-Job-Subscriptions operation: A client can include one or

nore Subscription Tenplate Attributes G oups in the request.
The Printer creates one Subscription Object for each
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Subscription Tenplate Attributes G oup and associates each with
the job that is the target of this operation

- Create-Printer-Subscriptions operation: A client can include
one or nore Subscription Tenplate Attributes Goups in the
request. The Printer creates one Subscription Qoject for each
Subscription Tenplate Attributes G oup and associates each with
the Printer that is the target of this operation

For each of the above operations:

- the Printer associates a Subscription oject with the Printer
or a specific Job. Wen a Subscription Cbject is associated
with a Job Object, it is called a Per-Job Subscription Object.
When a Subscription Object is associated with a Printer bject,
it is called a Per-Printer Subscription Object.

- the response contains one Subscription Attributes Goup for
each Subscription Tenplate Attributes Goup in the request and
in the same order. \Wen the Printer successfully creates a
Subscription Qbject, its corresponding Subscription Attributes
G oup contains the "notify-subscription-id" attribute. This
attribute uniquely identifies the Subscription Object and is
anal ogous to a "job-id" for a Job object. Sone operations
descri bed bel ow use the "notify-subscription-id" to identify
the target Subscription Object.

Thi s docunent defines the follow ng additional operations (see
section 11.2 for further details):

Restart-Job operation: Wien a client perforns the Restart-Job
operation [RFC2911], the Printer re-uses the sanme Job and its
Subscription bjects.

Val i dat e- Job operation: Wen a client perforns this operation, a
client can include zero or nore Subscription Tenplate Attributes
G oups in the request. The Printer determines if it could create
one Subscription Object for each Subscription Tenplate Attributes
Goup in the request. This docunent extends this operation’s
definition in [ RFC2911] by addi ng Subscription Tenplate Attributes
Groups in the request and Subscription Attributes Groups in the
response.

Get - Subscription-Attributes operation: This operation allows a
client to obtain the specified attributes of a target Subscription
bj ect.
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Get - Subscri ptions operation: This operation allows a client to
obtain the specified attributes of all Subscription bjects
associated with the Printer or a specified Job.

Renew Subscri ption operation: This operation renews the | ease on
the target Per-Printer Subscription Object before it expires. A
newly created Per-Printer Subscription Qbject receives an initia
lease. It is the duty of the client to use this operation
frequently enough to preserve a Per-Printer Subscription Cbject.
The Printer deletes a Per-Printer Subscription Object when its

| ease expires. A Per-Job Subscription oject |ast exactly as |ong
as its associated Job Object and thus doesn’t have a | ease.

Cancel - Subscri ption operation: This operation (1) cancels the

| ease on the specified Per-Printer Subscription Object and thereby
del etes the Per-Printer Subscription Object or (2) deletes the
Per-Job Subscription Object.

When an Event occurs, the Printer finds all Subscription Objects
listening for the Event (see section 9 for details on finding such
Subscription Qobjects). For each such Subscription Object, the
Printer:

a)

b)

generates an Event Notification with information specified in
section 9, AND

ei t her:

i) If the Delivery Method is a Push Delivery Method as indicated
by the presence of the Subscription OGbject’s "notify-
recipient-uri" attribute, delivers the Event Notification
using the Delivery Method and target address identified in the
Subscription Object’s "notify-recipient-uri” attribute, OR

ii) If the Delivery Method is a Pull Delivery Method as indicated
by the presence of the Subscription Object’s "notify-pull-
met hod" attribute, saves Event Notification for a time period
called the Event Life defined by the Delivery Method, i.e.
the Notification Recipient is expected to fetch the Event
Noti fi cati ons.

2. Mddels for Notification

2. 1.

Model for Sinple Notification (Nornmative)

As part of a Subscription Creation Operation, an IPP Printer (i.e.
| ocated in an output device or a server) creates one or nore
Subscription Qojects. 1In a Subscription Creation Qperation, the
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client specifies the Notification Recipient to which the Printer is
to deliver Event Notifications. A Notification Recipient can be the
Subscribing Cient or a third party.

Figure 1 shows the Notification nodel for a sinple dient-Printer
rel ati onship.

enbedded printer:

out put device or server

PDA, desktop, or server R +
- + | ##uHutR |
| client |----- Subscription --------- ># Printer #
e + Creation Operation | # Object #

SEEEEE PR + | HHHHH| R

| Notification| to---- - [------- +
| Reci pi ent | <----1PP Event Notifications----+
N + (Job and/or Printer Events)

Figure 1 - Model for Notification
2.2. Additional Mddels for Notification (Informative)
Addi tional nopdels have been proposed (see Appendices 16, 17, and 18).
3. Term nol ogy

This section defines term nol ogy used throughout this docunent.
O her terminology is defined in [ RFC2911].

3.1. Conformance Term nol ogy

Capitalized terns, such as MJUST, MJUST NOT, REQUI RED, SHOULD, SHOULD
NOT, MAY, NEED NOT, and OPTI ONAL, have special neaning relating to
conformance as defined in RFC 2119 [ RFC2119] and [ RFC2911] section
12.1. If an inplenmentation supports the extension defined in this
docunent, then these terns apply; otherw se, they do not. These
terns define confornmance to this docunent only; they do not affect
conformance to ot her docunents, unless explicitly stated ot herw se

Note: a feature that is OPTIONAL in this docunent becones REQUI RED i f
the Printer inplenents a Delivery Method that REQU RES the feature.

READ- ONLY - an adjective used in an attribute definition to indicate

that an | PP Printer MJUST NOT allow the attribute’'s value to be
nodi fi ed.
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3.2. Oher Term nol ogy

Thi s docunment uses the same term nol ogy as [ RFC2911], such as

"client", "Printer", "attribute", "attribute value", "keyword",
"operation", "request", "response", "administrator", "operator", and
"support”. In addition, the following ternms are defined for use in

this docunent and the Delivery Method Docunents:

Conpound Event Notification - two or nore Event Notifications that a
Printer delivers together as a single request or response. The
Del i very Met hod Docurnent specifies whether the Delivery Method
supports Conpound Event Notifications.

Delivery Method - the mechani smby which the Printer delivers an
Event Notifi cati on.

Del i very Method Docunent - a docunent, separate fromthis docunent,
that defines a Delivery Method.

Event - sone occurrence (either expected or unexpected) within the
printing systemof a change of state, condition, or configuration of
a Job or Printer object. An Event occurs only at one instant in tine
and does not span the tine the physical Event takes place. For
exanpl e, jamoccurred and jamcleared are two distinct, instantaneous
Events, even though the jammay last for a while.

Event Life - For a Pull Delivery Method, the Iength of tine in
seconds after an Event occurs during which the Printer will retain
that Event for delivery in an Event Notification. After the Event
Life expires, the Printer will no |l onger deliver an Event
Notification for that Event in such a response.

Event Notification - the informati on about an Event that the Printer
del i vers when an Event occurs

Event Notification Attributes Group - The attributes group which is
used to deliver an Event Notification in a request (Push Delivery
Met hods) or a response (Pull Delivery Methods).

Human Consumabl e Event Notification - |ocalized text for human
consunption only. There is no standardi zed fornmat and thus prograns
should not try to parse this text.

Job Creation operation - One of the operations that creates a Job
object: Print-Job, Print-UR and Create-Job. The Restart-Job
operation [RFC2911] is not considered a Job Creation operation, since
the Printer re-uses the existing Job object. The Validate-Job
operation is not considered a Job Creation operation because no Job
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object is created. Therefore, when a statenent also applies to
either the Restart-Job and/or the Validate-Job operation, they are
mentioned explicitly.

Job Event - an Event caused by sone change in a particular job on the
Printer, e.g., 'job-conpleted

Machi ne Consunabl e Event Notification - bytes for program
consunption. The bytes are formatted according to the Delivery
Met hod docunent.

Notification - when not in the phrases 'Event Notification' and
"Notification Recipient’ - the concepts of this specification, i.e.
Events, Subscription Objects, and Event Notifications.

Notification Recipient - the entity to which the Printer delivers an
Event Notification. For Push Delivery Methods, the IPP Printer sends
the Notifications to a Notification Recipient. For Pull Delivery

Met hods, the Notification Recipient is acting in the role of an | PP
client and requests Event Notifications and so the terns "client" and

"Notification Recipient" are used interchangeably with such Delivery
Met hods. For exanpl e, see [ RFC3996].

Per-Job Subscription Object - A Subscription Gobject that is
associated with a single Job. The Create-Job-Subscriptions operation
and Job Creation operations create such an object.

Per-Printer Subscription Cbject - A Subscription Object that is
associated with the Printer as a whole. The Create-Printer-
Subscri ptions operation creates such an object.

Printer Event - an Event caused by some change in the Printer that is
not specific to a job, e.g., 'printer-state-changed

Pull Delivery Method - The Printer saves Event Notifications for sone
event life time and expects the Notification Recipient to request
Event Notifications. The Printer delivers the Event Notifications in
a response to such a request.

Push Delivery Method -The Printer delivers the Event Notification
shortly after an Event occurs.

Subscri bed Event - an Event that the Subscribing Cient expresses
interest in by making it a value of the "notify-events” attribute on
a Subscription oject.

Subscri bed Job Event - a Subscribed Event that is a Job Event.
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Subscri bed Printer Event - a Subscribed Event that is a Printer
Event .

Subscribing dient - The client that creates the Subscription Object.

Subscription Attributes Group - The attributes group in a response
that contains Subscription Object attributes.

Subscription Creation Operation - An operation that creates a
Subscription Ooject: Job Creation operations, Create-Job-

Subscri ptions operation, Create-Printer-Subscriptions operation. In
the context of a Job Creation operation, a Subscription Creation
Qperation is the part of the Job Creation operation that creates one
or nore Subscription objects. The Restart-Job operation [RFC2911] is
not considered a Subscription Creation Operation, since the Printer
re-uses the Job’s existing Subscription Cbjects, rather than creating
any new Subscription Objects.

Subscription Creation Request - The request portion of a Subscription
Creation Operation.

Subscription Description Attributes - Subscription Object attributes
that a Printer supplies during a Subscription Creation Operation.

Subscription Object - An object containing a set of attributes that
indicate: the Notification Recipient (for Push Delivery Mthod
only), the Delivery Method, the Subscribed Events that cause the
Printer to deliver an Event Notification, and the information to
include in an Event Notification.

Subscription Tenplate Attributes - Subscription Object attributes
that a client can supply in a Subscription Creation Operation and
associated Printer Cbject attributes that specify supported and
default values for the Subscription Qbhject attributes.

Subscription Tenplate Attributes G oup - The attributes group in a
request that contains Subscription Cbject attributes that are
Subscription Tenplate Attri butes.

4., (nject Relationships

This section defines the object relationships between the Printer,

Job, and Subscription Objects. It does not define the
i mpl ementation. For an illustration of these relationships, see
Appendi x 19.
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4.1.

4. 2.

Her

Printer and Per-Printer Subscription Qbjects

1. A Printer object can be associated with zero or nore Per-Printer
Subscri pti on ojects.

2. Each Per-Printer Subscription Object is associated with exactly
one Printer object.

Printer, Job and Per-Job Subscription Objects
1. APrinter object is associated with zero or nore Job objects.
2. Each Job object is associated with exactly one Printer object.

3. A Job object is associated with zero or nore Per-Job Subscription
bj ect s.

4. Each Per-Job Subscription Object is associated with exactly one
Job obj ect.

Subscripti on oject

A Subscribing Client creates a Subscription Cbject with a
Subscription Creation Operation in order to indicate its interest in
certain Events. See section 11 for a description of these
operations. Wen an Event occurs, the Subscription Object specifies
to the Printer where to deliver Event Notifications for Push Delivery
Met hods only, how to deliver them and what to include in them See
section 9 for details on the contents of an Event Notification

Using the | PP Job Tenplate attributes as a nodel (see [ RFC2911]
section 4.2), the attributes of a Subscription bject are divided
into two categories: Subscription Tenplate Attributes and
Subscription Description Attributes.

Subscription Tenplate attributes are, in turn, like the Job Tenpl ate
attributes, divided into

1. Subscription Object attributes that a client can supply in a
Subscription Creation Request and

2. their associated Printer Object attributes that specify supported
and default values for the Subscription Object attributes

The remai nder of this section specifies general rules for

Subscription Tenplate Attributes and descri bes each attribute in a
Subscri pti on oject.
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5.1

Rul es for Support of Subscription Tenplate Attributes

Subscription Tenplate Attributes are fundamental to the Notification
nodel described in this specification. The client supplies these
attributes in Subscription Creation Qperations and the Printer uses
these attributes to populate a newmy created Subscription Object.

Subscription Cbjects attributes that are Subscription Tenpl ate
Attributes conformto the follow ng rules:

1.

Each attribute’'s name starts with the prefix string "notify-" and
thi s docunent calls such attributes "notify-xxx"

For each "notify-xxx" Subscription Qbject attribute defined in
colum 1 of Table 1 in section 5.3, Table 1 specifies
corresponding Printer attributes: "notify-xxx-default", "notify-
XXX-supported", "yyy-supported" and "notify-max-xxx-supported"
defined in colum 2 of Table 1. Note "xxx" stands for the sane
string in each case and "yyy" stands for sone other string.

If a Printer supports "notify-xxx" in colum 1 of Table 1, then
the Printer MJUST support all associated attributes specified in
columm 2 of Table 1. For exanple, Table 1 shows that if the

Printer supports "notify-events", it MJST support "notify-events-
default", "notify-events-supported" and "notify-nmax-events-
supported".

If a Printer does not support "notify-xxx" in colum 1 of Table 1,
then the Printer MJUST NOT support any associated "notify-yyy"
attributes specified in colum 2 of Table 1. For exanple, Table 1
shows that if the Printer doesn't support "notify-events", it MJST
NOT support "notify-events-default", "notify-events-supported" and
"notify-max-events-supported”. Note this rule does not apply to
attributes whose nanes do not start with the string "notify-" and
are thus defined in another object and used by other attributes.

Most "notify-xxx" attributes have a correspondi ng "yyy-supported"”
attribute that specifies the supported values for "notify-xxx".
Colum 2 of Table 1 specifies the nane of each "yyy-supported”
attribute. The naming rules of IPP/1.1 (see [ RFC2911]) are used
when "yyy-supported" is "notify-xxx-supported".

Some "notify-xxx" attributes have a corresponding "notify-xxx-
default" attribute that specifies the value for "notify-xxx" if
the client does not supply it. Colum 2 of Table 1 specifies the
nane of each "notify-xxx-default" attribute. The nam ng rules of
IPP/1.1 (see [ RFC2911]) are used.
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If aclient wishes to present an end user with a list of supported
val ues from which to choose, the client SHOULD query the Printer for
its supported value attributes. The client SHOULD al so query the
default value attributes. |If the client then linits selectable
values to only those values that are supported, the client can
guarantee that the values supplied by the client in the create
request all fall within the set of supported values at the Printer
When querying the Printer, the client MAY enunerate each attribute by
nane in the Get-Printer-Attributes Request, or the client MAY just
supply the ’subscription-tenplate’ group nane in order to get the
compl ete set of supported attributes (both supported and default
attributes - see section 11.2.3).

5.2. Rules for Processing Subscription Tenplate Attributes

This section defines a detailed set of rules that a Printer follows
when it processes Subscription Tenplate Attributes in a Subscription
Creation Request. These rules are sinmilar to the rules for
processing Operation attributes in [RFC2911]. That is, the Printer
may or may not support an attribute and a client nay or may not
supply the attribute. Sone conbi nati ons of these cases are X

O hers return warnings or errors, and perhaps a |ist of unsupported
attributes

A Printer MJST inplenment the follow ng behavior for processing
Subscription Tenplate Attributes in a Subscription Creation Request:

1. If aclient supplies a "notify-xxx" attribute fromcolum 1 of
Table 1 and the Printer supports it and its value, the Printer
MUST popul ate the attribute on the created Subscription Object.

2. If aclient supplies a "notify-xxx" attribute fromcolum 1 of
Table 1 and the Printer doesn’t support it or its value, the
Printer MUST NOT populate the attribute on the created
Subscription Gbject with it. The Printer MJUST do one of the
fol | owi ng:

a) If the value of the "notify-xxx" attribute is unsupported, the
Printer MUST return the attribute with its value in the
Subscription Attributes Group of the response

b) If "notify-xxx" is an unsupported attribute, the Printer MJST
return the attribute in the Subscription Attributes G oup of
the response with the ’'unsupported’ out-of-band val ue.

Note: The rules of this step are the same as for Unsupported

Attributes [ RFC2911] section 3.1.7. except that the unsupported
attributes are returned in the Subscription Attributes Goup
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rat her than the Unsupported Attributes G oup because Subscription
Creation Operations can create nore than one Subscription Object).

3. If aclient is REQURED to supply a "notify-xxx" attribute from
columm 1 of Table 1 and the Printer doesn't support the supplied
val ue, the Printer MJUST NOT create a Subscription Object. The
rules for Unsupported Attributes in step #2 still apply.

4. If a client does not supply a "notify-xxx" attribute fromcolum 1
of Table 1 and the attribute is REQU RED for the client to supply,
the Printer MJUST reject the Subscription Creation Operation
(including Job Creation operations) without creating a
Subscription Ooject, and MIST return in the response:

a) the status code ’'client-error-bad-request’ AND
b) no Subscription Attribute G oups.

5. If a client does not supply a "notify-xxx" attribute fromcolum 1
of Table 1 that is OPTIONAL for the client to supply, and colum 2
of Table 1 either

a) specifies a "notify-xxx-default" attribute, the Printer MJST
behave as if the client had supplied the "notify-xxx-default"
attribute (see step #1) and popul ate the Subscription object
with the value of the "notify-xxx-default" attribute as part of
the Subscription Creation operation (unlike Job Tenplate
attributes where the Printer does not popul ate the Job object
with defaults - see [RFC2911]) OR

b) does not specify a "notify-xxx-default" attribute, the Printer
MUST popul ate the "notify-xxx" attribute on the Subscription
Ohj ect according to the definition of the "notify-xxx"
attribute in a section 5.3. For sone attributes, the "notify-
xxx" is populated with the value of some other attribute, and
for others, the "notify-xxx" is NOT popul ated on the
Subscription object at all.

6. A Printer MIUST create a Subscription Cbject for each Subscription
Tenpl ate Attributes group in a request unless the Printer

a) encounters sone attributes in a Subscription Tenplate
Attributes Group that require the Printer not to create the
Subscription Object OR

b) would create a Per-Job Subscription Object when it doesn’t have
space for another Per-Job Subscription Object OR
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c) would create a Per-Printer Subscription Object when it doesn't
have space for another Per-Printer Subscription Cbject.

7. A response MJUST contain one Subscription Attributes G oup for each
Subscription Tenplate Attributes Goup in the request (and in the
sane order) whether the Printer creates a Subscription Object from
the Subscription Tenplate Attributes G oup or not. However, the
attributes in each Subscription Attributes G oup can be in any
or der.

8. The Printer MJST popul ate each Subscription Attributes Goup of
the response such that each contains:

a) the "notify-subscription-id" attribute (see section 5.4.1), if
and only if the Printer creates a Subscription Object.

b) the "notify-lease-duration" attribute (see section 5.3.8), if
and only if the Printer creates a Per-Printer Subscription
bject. The value of this attribute is the value of the
Subscription Object’s "notify-lease-duration"” attribute. This
val ue MAY be different fromthe client-supplied value (see
section 5.3.8). If aclient supplies this attribute in the
creation of a Per-Job Subscription Object, it MJST appear in
this group with the out-of-band val ue 'unsupported’ to indicate
that the Printer doesn't support it in this context.

c) all of the unsupported Subscription Tenplate Attributes from
step #2. Note, they are not returned in the Unsupported
Attributes Group in order to separate the unsupported
attributes for each Subscription Object.

d) the "notify-status-code" attribute if the Printer does not
create the Subscription Cbject or if there are unsupported
attributes fromstep #2. The possible values of the "notify-
status-code" attribute are shown bel ow (see section 13 for nore
details). The Printer returns the first value in the Iist
bel ow t hat describes the status.

"client-error-uri-scheme-not-supported’: the Subscription
bj ect was not created because the schene of the "notify-
recipient-uri" attribute is not supported. See section 13.1
for nmore details about this status code. See step #3 in
this section for the case that causes this error, and the
resulting step #6a) that causes the Printer not to create
the Subscription oject.
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5.3.

client-error-attributes-or-val ues-not-supported : the
Subscription Object was not created because the nethod of
the "notify-pull-method” attribute is not supported. See
section 13.1 for nore details about this status code. See
step #3 in this section for the case that causes this error
and the resulting step #6a) that causes the Printer not to
create the Subscription bject.

(2]

i ent-error-too-many-subscriptions’: the Subscription

bj ect was not created because the Printer has no space for

addi tional Subscription Cbjects. The client MAY try again

later. See section 13.3 for nore details about this status
code. See steps #6b) and #6c¢) in this section for the cases
that causes this error.

"successful -ok-too-nmany-events’: the Subscription Object was
created without the "notify-events" values included in this
Subscription Attributes Group because the "notify-events"
attribute contains too many val ues. See section 13.4 for
nmore details about this status code. See step #2 in this
section and section 5.3.3 for the cases that cause this
status code

"successful - ok-ignored-or-substituted-attributes’: the

Subscription Object was created but sone supplied

Subscription Tenplate Attributes are unsupported. These

unsupported attributes are also in the Subscription

Attributes Group. See section 13.5 for nore details about

this status code. See step #2 in this section for the cases

that cause this status code

The Printer MJST validate all Subscription Tenplate Attributes and
MUST return all unsupported attributes and values in the
correspondi ng Subscription Attributes G oup of the response (see
step #2) unless it determines that it could not create additiona
Subscription Objects because of condition #6b) or condition #6c).
Then, the Printer NEED NOT validate these additional Subscription
Tenpl ate Attributes and the client MJUST NOT expect to find
unsupported attributes fromstep #2 in such additiona

Subscription Attribute G oups.

Subscription Tenplate Attributes

This section contains the Subscription Tenplate Attributes defined
for the Subscription and Printer objects.
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Tabl e 1 bel ow shows the Subscription Tenplate Attributes and has two
col ums:

- Attribute in Subscription Cbject: the nane and attribute syntax of
each Subscription Obhject Attribute that is a Subscription Tenpl ate
Attribute

- Default and Supported Printer Attributes: the default attribute
and supported Printer attributes that are associated with the
attribute in colum 1.

The "notify-recipient-uri" attribute is for use with Push Delivery
Met hods. The "notify-pull-method" attribute is for use with Pul
Del i very Met hods.

For Push Delivery Methods, a Printer MJUST support all attributes in
Tabl e 1 bel ow except for "notify-pull-method" and "notify-attributes”
(and "notify-pull-nethod-supported" and "notify-attributes-
supported"). For Pull Delivery Methods, a Printer MJST support all
attributes in Table 1 bel ow except for "notify-recipient-uri" and
"notify-attributes” (and "notify-schenmes-supported” and "notify-
attributes-supported”). |If a Printer supports both Push and Pul
Delivery Methods, then it MJST support both "notify-recipient-uri”
and "notify-pull-nethod" attributes.

For Pull Delivery Methods, a client MJST supply "notify-recipient-
uri" and MAY omit any of the rest of the attributes in colum 1 of
Table 1 in a Subscription Creation Request. For Push Delivery

Met hods, a client MUST supply "notify-pull-nethod" and MAY onit any
of the rest of the attributes in colum 1 of Table 1 in a
Subscription Creation Request. A client MJST NOT supply both
"notify-recipient-uri” and "notify-pull-nethod" attributes in the
same Subscription Creation Request.

Note: The Default and Supported Printer attributes listed in colum
2 of Table 1 do not have separate sections in this specification
defining their semantics. Instead, the section for the corresponding
Subscription Object attribute (colum 1 of Table 1) contains the
semantics of these Printer attributes. This approach follows the
precedence of the Job Tenplate attributes in section 4.2 of [RFC2911]
where the correspondi ng "xxx-default" and "xxx-supported" Printer
attributes are defined in the same section as the "xxx" Job
attribute.
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Table 1 - Subscription Tenplate Attributes

Attribute in Subscription Def aul t and Supported Printer
bj ect Attributes
notify-recipient-uri (uri) * notify-schemes-supported (1lsetOf
uri Schene)
notify-pull-nmethod (type2 notify-pul |l -nethod-supported (1lset™
keyword) ** type2 keyword)
notify-events (lsetOf type2 notify-events-default (lsetOf type2
keywor d) keywor d)
notify-events-supported (lsetOf type2
keywor d)

noti f y- max-event s- supported

(i nteger(2: MAX))

notify-attributes (1lsetO™ notify-attributes-supported (1lset O
type2 keyword) type2 keyword)

notify-user-data

(octetString(63))

notify-charset (charset) charset-supported (1lsetO charset)
noti fy-natural -l anguage gener at ed- nat ur al -1 anguage- support ed
(nat ural Language) (1set O natural Language)
notify-Ilease-duration notify-Ilease-duration-default

(i nteger(0: MAX)) (integer(0:67108863))

notify-| ease-duration-supported
(1setOF (integer(0: 67108863) |
rangeX | nt eger (0: 67108863)))
notify-tine-interva
(i nteger(0: MAX))

* "notify-recipient-uri" is for Push Delivery Methods only.
** "notify-pull-nethod" is for Pull Delivery Methods only.

5.3.1. notify-recipient-uri (uri)

This attribute’'s value is a URL, which is a special case of a URI

Its value consists of a schene and an address. The address specifies
the Notification Recipient and the schene specifies the Push Delivery
Met hod for each Event Notification associated with this Subscription
bj ect.

If a Printer supports any Push Delivery Methods, a Printer MJST
support this attribute and return the value as supplied by the client
(no case conversion or other canonicalization) in any operation
response that includes this attribute.
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For a Push Delivery Method, a client MJUST supply this attribute in a
Subscription Creation Operation. Thus there is no need for a default
Printer attribute.

The URI schene of the value of this attribute on a Subscription
obj ect MJUST be a value of the "notify-schenes-supported (1lset O
uri Schene)" Printer attribute (see section 5.3.1.1). Note: According

to [ RFC2396] the ":" term nates the schene and so is not part of the
schene. Therefore, values of the "notify-schenes-supported” Printer
attribute do not include the ":" character.

If the client supplies an unsupported schenme in the value of this
attribute, then the Printer MJST NOT create the Subscription Object
and MUST return the "notify-status-code" attribute with the 'client-
error-uri-schene-not-supported’ value in the Subscription Attributes
Group in the response.

5.3.1.1. notify-schenes-supported (1lsetOf uri Schene)

This attribute contains the URI schenmes supported in the "notify-

reci pient-uri™ Subscription Tenplate attribute. See sections 5.1 and
5.2 for the behavior of "xxx-supported" Subscription Tenplate Printer
attributes

5.3.2. notify-pull-method (type2 keyword)

This attribute’s value is a type2 keyword indicating which Pul
Delivery Method is to be used.

Since a Printer MJST support the 'ippget’ Pull Delivery Method

[ RFC3996] (see section 15), a Printer MJST support this attribute and
return the value as supplied by the client in any operation response
that includes this attribute.

For a Pull Delivery Method, a client MJUST supply this attribute in a
Subscription Creation Operation. Thus there is no need for a default
Printer attribute.

The keyword value of this attribute on a Subscription object MJIST be
a value of the "notify-pull-nmethod-supported (1lsetOf type2 keyword)"
Printer attribute.

If the client supplies an unsupported nmethod in the value of this
attribute, then the Printer MJUST NOT create the Subscription Object
and MUST return the "notify-status-code" attribute with the "client-
error-attributes-or-val ues-not-supported’ value in the Subscription
Attributes Group in the response.
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5.3.2.1. notify-pull-nethod-supported (1lsetOf type2 keyword)

See sections 5.1 and 5.2 for the behavior of "xxx-supported"
Subscription Tenplate Printer attributes.

5.3.3. notify-events (lsetOf type2 keyword)

This attribute contains a set of Subscribed Events. Wen an Event
occurs and it "matches" a value of this attribute, the Printer
delivers an Event Notification using information in the Subscription
bject. The details of "matching" are described subsection 5.3.3.5.

A Printer MJST support this attribute.

A client MAY supply this attribute in a Subscription Creation
Qperation. If the client does not supply this attribute in
Subscription Creation Operation, the Printer MJST populate this
attribute on the Subscription Gbject with its "notify-events-default"
attribute val ue.

Each keyword value of this attribute on a Subscription Object MIST be
a value of the "notify-events-supported (1lsetO type2 keyword)"
Printer attribute.

The nunber of values of this attribute MUST NOT exceed the val ue of
the "notify-max-events-supported" attribute. A Printer MJST support
at least 2 values per Subscription Gbject. |f the nunber of val ues
supplied by a client in a Subscription Creation Operation exceeds the
value of this attribute, the Printer MIST treat extra val ues as
unsupported val ues and MJST use the value of ’'successful -ok-too-
many-events’ for the "notify-status-code" attribute in the
Subscription Attributes Goup of the response.

5.3.3.1. notify-events-default (lsetOf type2 keyword)

See sections 5.1 and 5.2 for the behavior of "xxx-default"
Subscription Tenplate Printer attributes.

5.3.3.2. notify-events-supported (1lsetOf type2 keyword)

See sections 5.1 and 5.2 for the behavior of "xxx-supported"
Subscription Tenplate Printer attributes.
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5.3.3.3. notify-nmax-events-supported (integer(2: MAX))

This attribute specified the maxi mum nunber of events that the
Printer supports for the "notify-events" Subscription Tenpl ate
attribute. See sections 5.1 and 5.2 for the behavior of "xxx-
supported" Subscription Tenplate Printer attributes.

5.3.3.4. Standard Val ues for Subscribed Events

Each value of this attribute is a keyword and it specifies a
Subscri bed Event that represents certain changes. Sone keywords

represent a subset of changes of another keyword, e.g., ’'job-
completed’ is an Event value which is a sub-value of 'job-state-
change’. See section 5.3.3.5 for the case where this attribute

contai ns both a value and a sub-val ue.

The values in this section are divided into three categories: No
Events, Job Events and Printer Events.

A Printer MJST support the Events indicated as "REQU RED' and NMAY
support the Events indicated as "OPTI ONAL".

5.3.3.4.1. No Events
The standard and only keyword value for No Events is:

"none’: REQUI RED - no Event Notifications for any Events. As the
sol e value of "notify-events-supported", this value neans that the
Printer does not support the delivery of Event Notifications. As
the sole value of "notify-events-default", this value neans that a
client MJST specify the "notify-events" attribute in order for a

Subscription Creation Operation to succeed. |If the Printer
receives this value as the sole value of a Subscription Creation
Qperation, it does not create a Subscription Object. |If a Printer

receives this value with other values of a Subscription Creation
Qperation, the Printer MIST treat this value as an unsupported
val ue.

5.3.3.4.2. Subscribed Printer Events
The standard keyword val ues for Subscribed Printer Events are:
"printer-state-changed’: REQUI RED - the Printer changed state from
any state to any other state. Specifically, the value of the

Printer’s "printer-state", "printer-state-reasons” or "printer-
i s-accepting-jobs" attributes changed.
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Thi s Subscribed Event value has the foll ow ng sub-val ues:
"printer-restarted’ and 'printer-shutdown’. A client can listen
for any of these sub-values if it doesn’t want to listen to al
printer-state changes

"printer-restarted’ : OPTIONAL - when the printer is powered
up.

"printer-shutdown’: OPTIONAL - when the device is being
power ed down.

"printer-stopped: REQU RED - when the printer stops printing,
i.e., the value of the "printer-state" Printer attribute
becones ' st opped’

"printer-config-changed’ : OPTIONAL - when the configuration of a
Printer has changed, i.e., the value of the "printer-nessage-
fromoperator" or any "configuration" Printer attribute has
changed. A "configuration"” Printer attribute is an attribute
whi ch can change val ue because of some human interaction either
direct or indirect, and which is not covered by one of the other
Events in this section. Exanples of "configuration" Printer
attributes are any of the Job Tenplate attributes, such as "xxx-
supported", "xxx-ready" and "xxx-default". The client has to
performa Cet-Printer-Attributes to find out the new val ues of
these changed attributes. This Event is useful for GU clients
and drivers to update the available printer capabilities to the
user.

This Event value has the follow ng sub-values: ’printer-nedia-
changed’ and ’printer-finishings-changed’. A client can listen
for any of these sub-values if it doesn’t want to listen to al
printer-configuration changes

"printer-nedi a-changed’: OPTIONAL - when the nedia | oaded on
a printer has been changed, i.e., the "nedi a-ready"
attribute has changed. This Event includes two cases: an
i nput tray that goes enpty and an input tray that receives
additional nedia of the sanme type or of a different type.
The client nust check the "nmedi a-ready” Printer attribute
(see [ RFC2911] section 4.2.11) separately to find out what
changed.

"printer-finishings-changed’ : OPTIONAL - when the finisher on
a printer has been changed, i.e., the "finishings-ready”
attribute has changed. This Event includes two cases: a
finisher that goes enpty and a finisher that is refilled
(even if it is not full). The client nust check the
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"finishings-ready” Printer attribute separately to find out
what changed.

" printer-queue-order-changed’ : OPTIONAL - the order of jobs in the
Printer’s queue has changed, so that an application that is
nonitoring the queue can performa Get-Jobs operation to determ ne
the new order. This Event does not include when a job enters the
queue (the 'job-created’ Event covers that) and does not include
when a job | eaves the queue (the ’'job-conpleted” Event covers
that).

5.3.3.4.3. Subscribed Job Events
The standard keyword val ues for Subscribed Job Events are:

"job-state-changed’: REQU RED - the job has changed fromany state
to any other state. Specifically, the Printer delivers this Event
whenever the value of the "job-state" attribute or "job-state-
reasons" attribute changes. Wen a Job is renoved fromthe Job
Retention or Job History phases (see [RFC2911] section 4.3.7.1),
no Event is generated.

This Event value has the follow ng sub-val ues: ’'job-created

"job-conpleted” and 'job-stopped’. A client can listen for any of
these sub-values if it doesn't want to listen to all 'job-state
changes’

"job-created’: REQU RED - the Printer has accepted a Job
Creation operation, a Restart-Job operation [RFC2911], or any
j ob operation that creates a Job object froman existing Job
object. The Printer populates the job’'s "tinme-at-creation”
attribute value (see [RFC2911] section 4.3.14.1). The Printer
puts the job in the ’pending’, ’pending-held or ’processing
st ates.

"job-conpleted’: REQU RED - the job has reached one of the

compl eted states, i.e., the value of the job’s "job-state"
attribute has changed to: ’'conpleted , 'aborted , or
"canceled’. The Job’s "time-at-conpleted" and "date-time-at-

conpl eted" (if supported) attributes are set (see [ RFC2911]
section 4.3.14). Wen a Job conpletes, a Notification
Reci pi ent MAY query the Job using the Get-Job-Attributes
operation. To allow such a query, the Printer retains the Job
in the Job Retention and/or the Job History phases (see

[ RFC2911] section 4.3.7.1) for a suitable anmpbunt of tine that
depends on i npl enentation and the Delivery Methods support ed.
The Printer also delivers this Event when a Job is renpved with
t he Purge-Job operation (see [ RFC2911] section 3.2.9). 1In this
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case, the Event Notification MJST report the 'job-state’ as
"cancel ed’” and the Job object is no |onger present for query.

"job-stopped: OPTIONAL - when the job stops printing, i.e.
the value of the "job-state" Job attribute becones
' processi ng- st opped’

"job-config-changed’: OPTIONAL - when the configuration of a job has
changed, i.e., the value of the "job-nmessage-fromoperator” or any
of the "configuration" Job attributes have changed. A
"configuration" Job attribute is an attribute that can change
val ue because of some human interaction either direct or indirect.
Exanpl es of "configuration" Job attributes are any of the job
tenpl ate attributes and the "job-nane" attribute. The client
performs a Get-Job-Attributes to find out the new val ues of the
changed attributes. This Event is useful for GQJ clients and
drivers to update the job information to the user

"job-progress’: OPTIONAL - when the Printer has conpleted Printing a
sheet. See the separate [RFC3381] specification for additiona
attributes that a Printer MAY deliver in an Event Notification
caused by this Event. The "notify-time-interval" attribute
affects this Event by causing the Printer NOT to deliver an Event
Notification every tine a 'job-progress’ Events occurs. See
section 5.3.9 for full details.

5.3.3.5. Rules for Mtching of Subscribed Events

When an Event occurs, the Printer MIST find each Subscription object
whose "notify-events" attribute "matches" the Event. The rules for
"mat chi ng" of Subscribed Events are described separately for Printer
Events and for Job Events. This section also describes sone special
cases.

5.3.3.5.1. Rules for Matching of Printer Events

G ven that the Printer causes Printer Event E to occur, for each
Per-Job or Per-Printer Subscription Sin the Printer, if E equals a
value of this attribute in Sor Eis a sub-value of a value of this
attribute in S, the Printer MJST generate an Event Notification.

Consi der the exanple. There are three Subscription Objects each with
the Subscribed Printer Event 'printer-state-changed . Subscription
bject Ais a Per-Printer Subscription Cbject. Subscription Object B
is a Per-Job Subscription Object for Job 1, and Subscription Cbject C
is a Per-Job Subscription Oobject for Job 2. Wen the Printer enters
the 'stopped’ state, the Printer delivers an Event Notification to
the Notification Recipients of Subscription Cbjects A B, and C
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because this is a Printer Event. Note if Job 1 has already

compl eted, the Printer would not deliver an Event Notification for
its Subscription Object, even if Job 1 is retained in the Job
Retention and/or the Job History phases (see [ RFC2911] section
4.3.7.1).

5.3.3.5.2. Rules for Matching of Job Events
G ven that Job J causes Job Event E to occur

1. For each Per-Printer Subscription Sin the Printer, if E equals a
value of this attribute in S or Eis a sub-value of a val ue of
this attribute in S, the Printer MIST generate an Event
Notification

2. For each Per-Job Subscription S associated with Job J, if E equals
a value of this attribute in Sor Eis a sub-value of a value of
this attribute in S, the Printer MIST generate an Event
Notification

3. For each Per-Job Subscription S that is NOI associated Job J, if E
equals a value of this attribute in S or Eis a sub-value of a
value of this attribute in, the Printer MUST NOT generate an Event
Notification fromsS

Consi der the exanple: There are three Subscription Objects |istening
for the Job Event ’'job-conmpleted . Subscription Cbject Ais a Per-
Printer Subscription Object. Subscription hject Bis a Per-Job
Subscription Qoject for Job 1, and Subscription Cbject Cis a Per-Job
Subscription Goject for Job 2. |In addition, Per-Printer Subscription
bject Dis listening for the Job Event ’'job-state-changed . Wen
Job 1 conpletes, the Printer delivers an Event Notification to the
Notification Recipient of Subscription Object A (because it is Per-
Printer) and Subscription Object B because it is a Per-Job
Subscription Object associated with the Job generating the Event.

The Printer also delivers an Event Notification to the Notification
Reci pi ent of Subscription Object D because 'job-conpleted is a sub-
val ue of ’'job-state-changed’ - the value that Subscription Object D
is listening for. The Printer does not deliver an Event Notification
to the Notification Recipients of Subscription Object C because it is
a Per-Job Subscription Obhject associated with sone Job other than the
Job generating the Event.

5.3.3.5.3. Special Cases for Mtching Rul es
This section contains two rules for the special case where a single

Event produces nultiple Event Notifications destined for the sane
Notification Recipient. These two rules clarify whether a Printer
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shoul d send nultiple Event Notifications or consolidate theminto a
singl e Event Notification

If an Event matches Subscribed Events in two different Subscription
bjects and the Printer would deliver two identical Event
Notifications (except for the "notify-subscription-id" attribute) to
the sane Notification Recipient using the same Delivery Method, the
Printer MJST deliver both Event Notifications. That is, the Printer
MUST NOT try to consolidate seem ngly identical Event Notifications
that occur in separate Subscription objects. Incidentally, the
Printer MUST NOT reject Subscription Creation Operations that would
create this scenario.

Consi der the exanple: At the tinme a Job conpletes, there are two
Per-Printer Subscription Cbjects A and Bwith the sane Notification
Reci pient R Subscription Object A has the Subscribed Job Event
"job-state-changed’. Subscription Cbject B has the Subscribed Job
Event 'job-conpleted’ . Both Subscription Objects match the Event
"job-conpleted’. The Printer delivers two Event Notifications to the
Notification Recipient R One with the value of 'job-state-changed
for the "notify-subscribed-event” attribute and the other with the
value of ’'job-conpleted for the "notify-subscribed-event"

attribute.

If an Event matches two Subscribed Events in a single Subscription
object (e.g., a value and its sub-value), a Printer MAY deliver one
Event Notification for each matched value in the Subscription Cbject
or it MAY deliver only a single Event Notification. The rules in
sections 5.3.3.5.1 and 5.3.3.5.2 are purposefully flexible about the
number of Event Notifications sent when Event E matches two or nore
val ues in a Subscription bject.

Consi der the exanple: At the tine a Job conpletes, a Subscription
bj ect A has two Subscribed Job Events 'job-state-changed’ and 'j ob-
completed’. Both Subscribed Job Events match the Event 'job-

completed’. The Printer delivers either one or two Event
Notifications to the Notification Recipient of Subscription Cbject A,
depending on inplenmentation. |If it delivers two Event Notifications,

one has the value of ’'job-state-changed’ for the "notify-

subscri bed-event" attribute, and the other has the value of 'job-
completed” for the "notify-subscribed-event" attribute. [If it
delivers one Event Notification, it has the value of either 'job-
state-changed’ or 'job-conpleted for the "notify-subscribed-event”
attribute, depending on inplenmentation. The algorithmfor choosing
such a value is inplenentati on dependent.
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5.3.4. notify-attributes (lsetOf type2 keyword)

This attribute contains a set of attribute nanmes. Wen a Printer
del i vers a Machi ne Consunmabl e Event Notification, it includes a fixed
set of attributes (see section 9.1). |If this attribute is present
and the Event Notification is Machi ne Consunmable, the Printer also
includes the attributes specified by this attribute.

A Printer MAY support this attribute.

A client MAY supply this attribute in a Subscription Creation
Qperation. |f the client does not supply this attribute in
Subscription Creation Operation or the Printer does not support this
attribute, the Subscription Object either (1) MAY contain the
"notify-attributes"” attribute with a "none’ value or (2) NEED NOT
contain the attribute at all. There is no "notify-attributes-
default" Printer attribute.

Each keyword value of this attribute on a Subscription Object MIST be
a value of the "notify-attributes-supported (1lsetO>f type2 keyword)"
Printer attribute (see section 5.3.4.1). The "notify-attributes-
supported" MAY contain any Printer attribute, Job attribute or
Subscription Qoject attribute that the Printer supports in an Event
Notification. It MJST NOT contain any of the attributes in Section
9.1 that a Printer automatically puts in an Event Notification; it
woul d be redundant. If a client supplies an attribute in Section
9.1, the Printer MIST treat it as an unsupported attribute val ue of
the "notify-attributes" attribute.

The following rules apply to each keyword value N of the "notify-
attributes" attribute: If the value N nanes:

a) a Subscription attribute, the Printer MIST use the attribute Nin
the Subscription Ooject that is being used to generate the Event
Noti fi cati on.

b) a Job attribute and the Printer is generating an Event
Notification froma Per-Job Subscription Cbhject S, the Printer
MUST use the attribute Nin the Job object associated with S

c) a Job attribute and the Printer is generating an Event
Notification froma Per-Printer Subscription Object and the Event
is:

- a Job Event, the Printer MIST use the attribute Nin the Job
obj ect that caused the Event.
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- a Printer Event, the Printer MJST use the attribute Nin the
active Job.

If a Printer supports this attribute and a Subscription bject
contains this attribute and the Delivery Method generates a Machine
Consunmabl e Event Notification, the Printer MJST include in each Event
Notification
a) the attributes specified in section 9.1 and

b) each attribute naned by this attribute.

The Printer MJUST NOT use this attribute to generate a Human
Consunabl e Event Notification

5.3.4.1. notify-attributes-supported (1setO type2 keyword)

See sections 5.1 and 5.2 for the behavior of "xxx-supported"
Subscription Tenplate Printer attributes.

5.3.5. notify-user-data (octetString(63))
This attribute contains opaque data that some Delivery Methods
i nclude in each Machi ne Consumabl e Event Notification. The opaque
data might contain, for exanple:
- the identity of the Subscriber

- a path or index to sone Subscriber infornation

- a key that identifies to the Notification Recipient the ultimte
reci pient of the Event Notification

- theid for a Notification Recipient that had previously registered
with an Instant Messagi ng Service

A Printer MJUST support this attribute.

A client MAY supply this attribute in a Subscription Creation
Qperation. If the client does not supply this attribute in the
Subscription Creation Operation, the Subscription bject either (1)
MAY contain the "notify-user-data" attribute with a zero I ength val ue
or (2) NEED NOT contain the attribute at all. There is no "notify-
user-data-default” Printer attribute.
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There is no "notify-user-data-supported” Printer attribute. Rather
any octetString whose | ength does not exceed 63 octets is a supported
value. If the length exceeds 63 octets, the Printer MIST treat it as
an unsupported val ue.

5.3.6. notify-charset (charset)

This attribute specifies the charset to be used in the Event
Notification content sent to the Notification Recipient, whether the
Event Notification content is Machine Consumabl e or Human Consumabl e.

A Printer MJUST support this attribute.

A client MAY supply this attribute in a Subscription Creation
Operation. If the client does not supply this attribute in
Subscription Creation Operation or supplies an unsupported val ue, the
Printer MUST populate this attribute in the Subscription Cbject with
the value of the "attributes-charset" operation attribute, which is a
REQUI RED attribute in all IPP requests (see [ RFC2911]). |If the value
of the "attributes-charset” attribute is unsupported, the Printer
MUST popul ate this attribute in the Subscription Cbject with the
value of the Printer’s "charset-configured" attribute. There is no
"notify-charset-default” Printer attribute.

The value of this attribute on a Subscription hject MIST be a val ue
of the "charset-supported (1lsetOf charset)" Printer attribute.

5.3.7. notify-natural -1 anguage (natural Language)

This attribute specifies the natural |anguage to be used in any hunman
consumabl e text in the Event Notification content sent to the
Notification Recipient, whether the Event Notification content is
Machi ne Consunmabl e or Human Consumabl e.

A Printer MJUST support this attribute.

A client MAY supply this attribute in a Subscription Creation
Operation. If the client does not supply this attribute in
Subscription Creation Operation or supplies an unsupported val ue, the
Printer MUST populate this attribute in the Subscription Cbject with
the value of the "attributes-natural -l anguage" operation attribute,
which is a REQU RED attribute in all IPP requests (see [ RFC2911]
section 3.1.4). |If the value of the "attributes-natural-1anguage"
attribute is unsupported, the Printer MJST populate this attribute in
the Subscription Goject with the value of the Printer’s "natural -

| anguage- confi gured" attribute (see [RFC2911] section 4.4.19). There
is no "notify-natural -1 anguage-default” Printer attribute.
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The value of this attribute on a Subscription hject MIUST be a val ue
of the "generated-natural -1 anguage- supported (1lsetOf type2
nat ur al Language)” Printer attribute (see [ RFC2911] section 4.4.20).

5.3.8. notify-lease-duration (integer(0:67108863))

This attribute specifies the duration of the | ease (in seconds)
associated with the Per-Printer Subscription Cbject at the tine the
Subscription Object was created or the | ease was renewed. The
duration of the lease is infinite if the value is 0, i.e., the |ease
never expires. See section 5.4.3 on "notify-lease-expiration-tine
(integer(0:MAX))" for nore details.

This attribute is not present on a Per-Job Subscription bject
because the Subscription Object lasts exactly as long as the

associ ated Job object. See discussion of the 'job-conpleted event
in section 5.3.3.4.3 about retention of the Job object after
conpl eti on.

A Printer MJST support this attribute.

For a Subscription Qoject Creation operation of a Per-Job
Subscription Qoject, the client MJUST NOT supply this attribute. |If
the client does supply this attribute, the Printer MIST treat it as
an unsupported attribute.

For a Subscription Creation Operation of a Per-Printer Subscription
(bj ect or a Renew Subscription operation, a client MAY supply this
attribute. If the client does not supply this attribute, the Printer
MUST popul ate this attribute with its "notify-Iease-duration-default"
(0:67108863) attribute value. |If the client supplies this attribute
with an unsupported value, the Printer MJST populate this attribute
with a supported value, and this value SHOULD be as cl ose as possible
to the value requested by the client. Note: this rule inplies that a
Printer doesn't assign the value of 0 (infinite) unless the client
requests it.

After the Printer has populated this attribute with a supported
val ue, the value represents the "granted duration” of the |ease in
seconds and the Printer updates the value of the Subscription
bject’s "notify-lease-expiration-tinme" attribute as specified in
section 5.4.3.

The value of this attribute on a Subscription bject MIST be a val ue

of the "notify-I|ease-duration-supported” (1lsetOf (integer(0:67108863)
| rangeCtf I nteger(0: 67108863))) Printer attribute.
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A Printer MAY require authentication in order to return the val ue of
0 (the | ease never expires) as one of the values of "notify-I|ease-
duration-supported”, and to allow O as a value of the "notify-I|ease-
duration" attribute.

Note: The maxi mum val ue 67,108,863 is 2 raised to the 26 power m nus
1 and is about 2 years in seconds. The value is considerably |ess
than MAX so that there is virtually no chance of an overfl ow when the
Printer adds it to the Printer’s "printer-up-tinme" attribute val ue
(see [ RFC2911] section 4.4.29) to produce the "notify-I|ease-
expiration-tinme" Subscription Description attribute value (see
section 5.4.3).

5.3.8.1. notify-lease-duration-default (integer(0:67108863))

See sections 5.1 and 5.2 for the behavior of "xxx-default"
Subscription Tenplate Printer attributes.

5.3.8.2. notify-lease-duration-supported (1setOf (integer(0: 67108863) |
rangeO I nt eger (0: 67108863)))

See sections 5.1 and 5.2 for the behavior of "xxx-supported"
Subscription Tenplate Printer attributes.

5.3.9. notify-time-interval (integer(0: MAX))

The ' job-progress’ Event occurs each tine that a Printer conpletes a
sheet. Sonme Notification Recipients do not want to receive an Event
Notification every tine this Event occurs. This attribute allows a
Subscribing dient to request how often it wants to receive Event
Notifications for ’'job-progress’ Events. The value of this attribute
MAY be any nonnegative integer (0, MAX) indicating the m ni mum nunber
of seconds between ’job-progress’ Event Notifications.

The Printer MJST support this attribute if and only if the Printer
supports the ’'job-progress’ Event.

A client MAY supply this attribute in a Subscription Creation
Operation. If the client does not supply this attribute in the
Subscription Creation Operation, the Subscription bject either (1)
MAY contain the "notify-tine-interval" attribute with a '0" val ue or
(2) NEED NOT contain this attribute at all. There is no "notify-
time-interval -default” Printer attribute.

There is no "notify-time-interval -supported” Printer attribute.
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If the 'job-progress’ Event occurs and a Subscription Object contains
the 'job-progress’ Event as a value of the 'notify-events’ attribute,
there are two cases to consider

1. This attribute is not present on the Subscription oject or has
the value of 0. The Printer MJUST generate and deliver an Event
Notification (as is the case with other Events).

2. This attribute is present with a nonzero value of N

a) If the Printer has not sent an Event Notification for the
"job-progress’ Event for the associated Subscription Object
within the past N seconds, the Printer MJST deliver an Event
Notification for the Event that just occurred. Note when the
Printer conpletes the first page of a Job, this rule inplies
that the Printer delivers an Event Notification for a Per-Job
Subscri pti on oject.

b) Gtherwise, the Printer MJUST NOT generate or deliver an Event
Notification for the associ ated Subscription Object. The
Printer MJUST NOT increase the value of the "notify-sequence-
nunber" Subscription Object attribute (i.e., the sequence of
val ues of the "notify-sequence-nunber" attribute counts the
Event Notifications that the Printer sent and not the Events
that do not cause an Event Notification to be sent).

It is RECOWENDED that a Subscribing Client use this attribute when

it subscribes to the 'job-progress’ Event, and that the val ue be

sufficiently large to limt the frequency with which the Printer

delivers Event Notifications requests.

This attribute MIUST NOT effect any Events other than ’job-progress’
5.4. Subscription Description Attributes

Subscription Description Attributes are those attributes that a
Printer adds to a Subscription bject at the tine of its creation

A Printer MJST support all attributes in this Table 2
A client MJUST NOT supply the attributes in Table 2 in a Subscription

Tenpl ate Attributes Group of a Subscription Creation Operation
There are no correspondi ng default or supported attributes.

Herriot & Hastings St andards Track [ Page 34]



RFC 3995 | PP. Event Notifications and Subscriptions March 2005

5. 4.

5. 4.

Her

Table 2 - Subscription Description Attributes
Subscription Object attributes:

notify-subscription-id (integer(1: MAX))

noti fy- sequence- nunber (i nteger (0: MAX))
notify-lease-expiration-time (integer(0: MAX))
notify-printer-up-tine (integer(1: MAX))
notify-printer-uri (uri)

notify-job-id (integer(1l: MAX))

noti fy-subscri ber-user-nane (name(MAX))

1. notify-subscription-id (integer (1: MAX))

This attribute identifies a Subscription Object instance with a
nunber that is unique within the context of the Printer. The Printer
generates this value at the tine it creates the Subscription Object.

A Printer MJST support this attribute.

The Printer MAY assign the value of this attribute sequentially as it
creates Subscription bjects. However, if there is no security on
Subscription objects, sequential assignnent exposes the systemto a
passive traffic nmonitoring threat.

The Printer SHOULD avoid re-using recent values of this attribute
during continuous operation of the Printer as well as across power
cycles. Then a Subscribing Client is unlikely to find that a stale
ref erence accesses a new Subscription Object.

The O value is not pernmitted in order to allow for conpatibility with
"job-id" and with M B table index values, which are reconmended not
to be 0.

2. notify-sequence-nunber (integer (0: MAX))

The value of this attribute indicates the nunber of times that the
Printer has generated and attenpted to deliver an Event Notification
for this Subscription object. Wen an Event Notification contains
this attribute, the Notification Recipient can determ ne whether it
m ssed sone Event Notifications (i.e., nunbers skipped) or received
duplicates (i.e., sanme nunber tw ce).

A Printer MJST support this attribute.
When the Printer creates a Subscription Object, it MJST populate this

attribute with a value of 0. This value indicates that the Printer
has not sent any Event Notifications for this Subscription Object.
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Each time the Printer delivers a newy generated Event Notification,
it MIUST increase the value of this attribute by 1. For sone Delivery
Met hods, the Printer MUST include this attribute in each Event
Notification, and the value MJST be the value after it is increased
by 1. That is, the value of this attribute in the first Event
Notification after Subscription object creation MJST be 1, the second
MUST be 2, etc. |If a Delivery Method is defined such that the
Notification Recipient returns a response, the Printer can re-try
delivering an Event Notification a certain nunber of times with the
same sequence nunmber when the Notification Recipient fails to return
a response.

If a Subscription Object lasts |ong enough to reach the val ue of MAX,
its next value MJST be 0, i.e., it waps.

5.4.3. notify-lease-expiration-tinme (integer(0: MAX))

This attribute specifies the tinme in the future when the | ease on the
Per-Printer Subscription Object will expire, i.e., the "printer-up-
time" value at which the lease will expire. |If the value is 0, the

| ease never expires.

A Printer MJUST support this attribute.

When the Printer creates a Per-Job Subscription Object, this
attribute MJUST NOT be present - the Subscription bject lasts exactly
as long as the associated Job object. See also the discussion of the
"job-conpleted” event in section 5.3.3.4.3 about retention of the Job
obj ect after conpletion so that a Notification Recipient can query
the Job object after receiving the 'job-conpleted Event

Notification

When the Printer creates a Per-Printer Subscription Cbject, it

popul ates this attribute with a value that is the sum of the val ues
of the Printer’'s "printer-up-tine" attribute and the Subscription
bject’s "notify-lease-duration" attribute with the foll ow ng
exception. |If the value of the Subscription Object’s "notify-I|ease-
duration" attribute is O (i.e., no expiration tine), then the val ue
of this attribute MIST be set to O (i.e., no expiration tine).

When the Printer powers up, it MJST populate this attribute in each
persi stent Subscription Object with a value using the algorithmin
t he previous paragraph

When the "printer-up-tinme" equals the value of this attribute, the
Printer MUST del ete the Subscription Ghject. A client can extend a
| ease of a Per-Printer Subscription Object with the Renew
Subscription operation (see section 11.2.6).
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Note: In order to conpute the number of seconds remaining in a |l ease
for a Per-Printer Subscription Cbject, a client can subtract the
Subscription’s "notify-printer-up-tine" attribute (see section 5.4.4)
fromthe Subscription’s "notify-|lease-expiration-tinme" attribute.

5.4.4. notify-printer-up-time (integer(1: MAX))

This attribute is an alias for the Printer’s "printer-up-tinme"
attribute " (see [ RFC2911] section 4.4.29). |In other words, when
this attribute is queried with the Get-Subscriptions or Get-
Subscription-Attributes operations (see sections 11.2.4 and 11.2.5),
the value returned is the current value of the Printer’s "printer-
up-time" attribute, rather than the time at which the Subscription
(bj ect was creat ed.

A Printer MJUST support this attribute.

When the Printer creates a Per-Job Subscription Object, this
attribute MJUST NOT be present. When the Printer creates a Per-
Printer Subscription Object, this attribute MJIST be present.

Note: this attribute exists in a Per-Printer Subscription bject so
that a client using the Get-Subscription-Attributes or GCet-
Subscription operations can convert the Per-Printer Subscription’s
"notify-lease-expiration-tinme" attribute to wall clock time with one
request. |If the value of the "notify-|ease-expiration-tine"
attribute is not O (i.e., no expiration tine), then the difference
between the "notify-|ease-expiration-tine" attribute and the
"notify-printer-up-tine" is the renmining nunber of seconds on the

| ease fromthe current tine.

5.4.5. notify-printer-uri (uri)

This attribute identifies the Printer object that created this
Subscri pti on oject.

A Printer MJUST support this attribute.
During a Subscription Creation Operation, the Printer MJST popul ate
this attribute with the value of the "printer-uri" operation
attribute in the request. Fromthe Printer URI, the client can, for
exanpl e, determ ne what security schene was used

5.4.6. notify-job-id (integer(1l: MAX))
This attribute specifies whether the containing Subscription Object

is a Per-Job or Per-Printer Subscription Object, and for Per-Job
Subscription Objects, it specifies the associated Job
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A Printer MJUST support this attribute.

If this attribute is not present, the Subscription Cbject MIST be a
Per-Printer Subscription. |If this attribute is present, the
Subscription Qobject MIST be a Per-Job Subscription Object and this
attribute MIST identify the Job with which the Subscription Cbject is
associ at ed.

Note: This attribute could be useful to a Notification Recipient that
receives an Event Notification generated froma Per-Job Subscription
bj ect and caused by a Printer Event. The Event Notification gives
access to the Printer and the Subscription Object. The Event
Notification gives access to the associated Job only via this
attribute. See discussion of the 'job-conpleted event in section
5.3.3.4.3 about retention of the Job object after conpletion so that
a Notification Recipient can query the Job object after receiving the
"job-conpl eted” Event Notification

5.4.7. notify-subscriber-user-nanme (name(MAX))

This attribute contains the name of the user who perforned the
Subscription Creation Operation.

A Printer MJUST support this attribute.

The Printer MJST popul ates this attribute with the nost authenticated
printable nane that it can obtain fromthe authentication service
over which the Subscription Creation Operation was received. The
Printer uses the same nechanismfor determ ning the value of this
attribute as it does for a Job’s "job-originating-user-nanme" (see

[ RFC2911] section 4.3.6).

Note: To help with authentication, a Subscription Cbject may have
additional private attributes about the user, e.g., a credential of a
principal. Such private attributes are inplenentation-dependent and
not defined in this docunent.

6. Printer Description Attributes Related to Notification
This section defines the Printer Description attributes that are
related to Notification. Table 3 lists the Printer Description

attributes, indicates the Printer support required for confornance,
and whether or not the attribute is READ-ONLY (see section 3.1):
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Table 3 - Printer Description Attributes Associated with Notification

Printer object attributes: REQUI RED READ- ONLY
printer-state-change-tine (integer(1: MAX)) No Yes
printer-state-change-date-tine (dateTine) No Yes

6.1. printer-state-change-time (integer(1l: MAX))

This OPTIONAL attribute records the nost recent time at which the
"printer-state-changed’ Printer Event occurred whether or not any
Subscription objects were listening for this event. This attribute
hel ps a client or operator to determ ne how long the Printer has been
inits current state.

A Printer MAY support this attribute and if so, the attribute MJST be
READ- ONLY.

On power-up, the Printer MJUST populate this attribute with the val ue
of its "printer-up-tinme" attribute, so that it always has a val ue.
Whenever the ’printer-state-changed’ Printer Event occurs, the
Printer MUST update this attribute with the value of the Printer’s
"printer-up-tine" attribute.

6.2. printer-state-change-date-tinme (dateTi ne)

This OPTIONAL attribute records the nost recent tine at which the
"printer-state-changed’ Printer Event occurred whether or not there
were any Subscription Qojects listening for this event. This
attribute helps a client or operator to determ ne how | ong the
Printer has been in its current state.

A Printer MAY support this attribute and if so, the attribute MJST be
READ- ONLY.

On power-up, the Printer MJUST populate this attribute with the val ue
of its "printer-current-tine" attribute, so that it always has a

val ue (see [ RFC2911] section 4.4.30 on "printer-current-tine").
Whenever the ’printer-state-changed’ Printer Event occurs, the
Printer MUST update this attribute with the value of the Printer’s
"printer-current-tinme" attribute.

7. New Values for Existing Printer Description Attributes

This section contains those attributes for which additional val ues
are added.
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7.1. operations-supported (lsetOf type2 enun

The follow ng "operation-id" values are added in order to support the
new operations defined in this docunent:

Table 4 - Operation-id assignnents

Val ue Oper ati on Nane

0x0016 Create-Printer-Subscriptions
0x0017 Cr eat e- Job- Subscri pti ons
0x0018 Get - Subscription-Attributes
0x0019 Get - Subscri pti ons

0x001A Renew Subscri pti on

0x001B Cancel - Subscri ption

8. Attributes Only in Event Notifications

This section contains those attributes that exist only in Event
Notifications and do not exist in any objects.

8.1. notify-subscribed-event (type2 keyword)

This attribute indicates the Subscri bed Event that caused the Printer
to deliver this Event Notification. This attribute exists only in
Event Notifications.

This attribute MJST contain one of the values of the "notify-events"
attribute in the Subscription Object, i.e., one of the Subscribed
Event values. |Its value is the Subscribed Event that "matches" the
Event that caused the Printer to deliver this Event Notification
Thi s Subscribed Event value may be identical to the Event or the
Event may be a sub-value of the Subscribed Event. For example, the
"job-conpleted” Event (which is a sub-event of the 'job-state-
changed’ event) would cause the Printer to deliver an Event
Notification for either the 'job-conpleted or 'job-state-changed
Subscri bed Events and to deliver the 'job-conpleted or ’'job-state-
changed’ value for this attribute, respectively. See section 5.3.3.5
for the "matching” rules of Subscribed Events and for additiona
exanpl es.

The Delivery Method Docunment specifies whether the Printer includes
the value of this attribute in an Event Notification
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8.2. notify-text (text(MAX))

This attribute contains a Human Consunmabl e text nessage (Ssee section
9.2). This nmessage describes the Event and is encoded as plain text,
i.e., "text/plain’ with the charset specified by Subscription
bject’s "notify-charset” attribute.

Note: this attribute contains a text nessage only and nust not
contain any encoding information, such as 'text/plain’. The
"text/plain encoding is inplicit and thus the charset nust be
specified by an alternate nechanism nanely the "notify-charset”
attribute.

The Delivery Method Docunent specifies whether the Printer includes
this attribute in an Event Notification

9. Event Notification Content

This section defines the Event Notification content that the Printer
del i vers when an Event occurs

When an Event occurs, the Printer MJST find each Subscription object
whose "notify-events" attribute "nmatches" the Event. See section
5.3.3.5 for details on "matching". For each matched Subscription
bj ect, the Printer MIUST create an Event Notification with the
content and format that the Delivery Method Docunent specifies. The
content contains the value of attributes specified by the Delivery
Met hod Docunent. The Printer obtains the values inmediately after
the Event occurs. For exanple, if the "printer-state" attribute
changes from’idle to 'processing’, the Event ’'printer-state-
changed’ occurs and the Printer puts various attributes into the
Event Notification, including "printer-up-tine" and "printer-state"
with the values that they have inmediately after the Event occurs
i.e., the value of "printer-state" is 'processing

Event Notification Odering:

When a Printer delivers Event Notifications, the Event Notifications
fromany given Subscription Object MIST be in tine stanp order, i.e.
in order of increasing "printer-up-tine" attribute value in the Event
Notification (see Table 5). These Event Notifications MAY be
interleaved with those from other Subscription bjects, as |long as
those others are also in tine stanp order. The Printer MJST observe
these ordering requirenments whether delivering nultiple pending
Events as nultiple separate Event Notifications or together in a
singl e Conpound Event Notification
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If a Subscribing dient wants the Printer to deliver certain Event
Notifications in time stanp order, the Subscribing dient uses a
singl e Subscription Object. Even so, depending on the underlying
transport, the actual order that a Notification Recipient receives
separate Event Notifications may differ fromthe order sent by the
Printer (e.g., emil).

Exanpl e: Consider two Per-Printer Subscription objects: SOL and SQO2.
SOL requests ’job-state-changed’ events and SO2 requests 'printer-
state-changed’ events. The nunber in parens is the tine stanp. The
followi ng Event Notification sequences are the only ones that conform
to the ordering requirenents for the Printer to deliver the Event

Noti fi cati ons:

(a) SOL: ’'job-created (1000), SOL: ’'job-stopped (1005), SOL:
"job-conpleted” (1009), S2: 'printer-stopped (1005)

(b) SOL: ’'job-created (1000), SOL: 'job-stopped (1005), S2:
"printer-stopped (1005), SOL: 'job-conpleted (1009)

(c) SOL: ’job-created (1000), SO2: ’'printer-stopped (1005), SOL:
"j ob-stopped’ (1005), SOLl: 'job-conpleted (1009)

(d) sS@2: ’printer-stopped (1005), SOL: 'job-created (1000), SOL:
"j ob-stopped’ (1005), SOL: 'job-conpleted (1009)

Exanpl es (b) and (c) are interleaved; exanples (a) and (d) are not
interl eaved and are not appropriate for sone Delivery Mt hods.

If two different Events occur sinultaneously, or nearly so (e.g.
"printer-up-tine" has the sanme value for both), the Printer MJST
create a separate Event Notification for each Event, even if the
associ ated Subscription Object is the sane for both Events. However,
the Printer MAY conbine these distinct Event Notifications into a
singl e Conpound Event Notification if the Delivery Method supports
Conmpound Event Notifications. For exanple, suppose that two nearly-
simul t aneously Events represent two successive 'printer-state-
changed’ Events, one from’'idle to ’'processing and another from
"processing’ to 'stopped’ . These two Events have the sane nanme but
are different instances of the Event. Then the Printer MJST create a
separate Event Notification for each Event and SHOULD accurately
report the "printer-state" of the first Event as ’'processing’ and the
second Event as ’stopped’

If a Subscription Object contains nore than one Subscri bed Event, and
several Events occur in quick succession each nmatching a different
Subscri bed Event in the Subscription Object, the Printer MJST NOT
generate a single Event Notification fromseveral of these Events,
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but MAY conbi ne distinct Event Notifications into a single Conpound
Event Notification if the Delivery Method supports Compound Event
Noti fi cati ons.

After the Printer has created the Event Notification, the Printer
delivers it via either a:

Push Delivery Method: The Printer delivers the Event Notification
shortly after an Event occurs. For sone Push Delivery Methods
the Notification Recipient MIST deliver a response; for others it
MUST NOT deliver a response.

Pull Delivery Method: The Printer saves Event Notifications for
some Event Life and expects the Notification Recipient to request
Event Notifications. The Printer returns the Event Notifications
in a response to such a request.

If an error that neets the follow ng conditions occurs, the Printer
MUST cancel the Subscription Object.

a) the error occurs during the delivering of an Event Notification
generated from Subscription Object S AND

b) the error would continue to occur every tinme the Printer delivers
an Event Notification generated from Subscription Cbhject Sin the
future

For exanple, if the address of the "notify-recipient-uri" of

Subscription oject A references a non-existent target and the

Printer determines this fact, it MJST del ete Subscription Object A

The next two sections describe the values that a Printer delivers in
the content of Machi ne Consunmabl e and Human Consunmbl e Event
Notifications, respectively.

The tables in the sub-sections of this section contain the follow ng
col ums:

a) Source Value: the name of the attribute that supplies the val ue
for the Event Notification. Asterisks in this field refer to a
note bel ow the tabl e.

b) Delivers: if the Printer supports the value (colum 1) on the
Source Object (colum 3) the Delivery Method MIUST specify:

MJUST: that the Printer MJUST deliver the val ue.
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SHOULD: either that the Printer MJUST deliver the value or that
the value is inconmpatible with the Delivery Method.

MAY: that the Printer MJST, SHOULD, MAY, MJST NOT, SHOULD NOT,
or NEED NOT deliver the value. The Delivery Method specifies
the | evel of confornmance for the Printer

c) Source hject: the object fromwhich the source value conmes. |If
the object is "Event Notification", the Printer fabricates the
val ue when it delivers the Event Notification. See section 8.

9.1. Content of Machine Consunmabl e Event Notifications

This section defines the attributes that a Delivery Method MJST

mention in a Delivery Method Docunent when specifying the Machine

Consunabl e Event Notification s contents.

Thi s docunent does not define the order of attributes in Event

Notifications. However, Delivery Method Docunents MAY define the

order of some or all of the attributes.

A Delivery Method Docunent MUST specify additional attributes (if

any) that a Printer inplenentation delivers in a Machi ne Consunabl e

Event Notification

Notification Recipients MIST be able to accept Event Notifications

containing attributes they do not recognize. What a Notification

Reci pi ent does with an unrecogni zed attribute is inplenentation-

dependent. Notification Recipients MAY attenpt to display

unrecogni zed attributes anyway or MAY ignore them

The next three sections define the attributes in Event Notification
Contents that are:

1. for all Events
2. for Job Events only
3. for Printer Events only
9.1.1. Event Notification Content Conmon to All Events

This section lists the attributes that a Delivery Method Docunent
MUST specify for all Events.

Table 5 lists potential values in each Event Notification
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Table 5 - Attributes in Event Notificati on Content

Sour ce Val ue Del i vers Sour ce (bj ect
notify-subscription-id (integer(1: MAX)) MUST Subscri ption
notify-printer-uri (uri) MUST Subscri ption
notify-subscri bed-event (type2 keyword) MUST Event
Notification
printer-up-time (integer(M N MAX)) MUST Printer
printer-current-tinme (dateTine) * MUST Printer
noti fy-sequence-nunber (integer (0:MAX)) SHOULD Subscri ption
notify-charset (charset) SHOULD Subscri ption
notify-natural -1 anguage (natural Language) SHOULD Subscri ption
notify-user-data (octetString(63)) ** SHOULD Subscri pti on
notify-text (text) SHOULD Event
Noti fi cation
attributes fromthe "notify-attributes"” MAY Printer
attribute ***
attributes fromthe "notify-attributes"” MAY Job
attribute ***
attributes fromthe "notify-attributes” MAY Subscri ption

attribute ***

*A Printer MUST deliver this value only if and only if it supports
the Printer’s "printer-current-time" attribute.

** |f the Subscription Object does not contain a "notify-user-data”
attribute and the Delivery Method Docunent REQUI RES the Printer to
deliver the "notify-user-data" source value in the Event

Notification, the Printer MUST deliver an octet-string of length O.

*** The |ast three rows represent additional attributes that a client
MAY request via the "notify-attributes” attribute. A Printer MAY
support the "notify-attributes" attribute. The Delivery Method MJST
say that the Printer MJST, SHOULD, MAY, MJST NOT, SHOULD NOT, or NEED
NOT support the "notify-attributes" attribute and specific val ues of
this attribute. The Delivery Method MAY say that support for the
"notify-attributes" is conditioned on support of the attribute by the
Printer or it MAY say that Printer MJST support the "notify-
attributes" attribute if the Printer supports the Delivery Method.

9.1.2. Additional Event Notification Content for Job Events

This section lists the additional attributes that a Delivery Mthod
Docunment MJST specify for Job Events. See Table 6
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Table 6 - Additional Event Notification Content for Job Events

Sour ce Val ue Del i vers Source
bj ect

job-id (integer(1l: MAX)) MUST Job

job-state (typel enun MUST Job

j ob-state-reasons (1lsetO type2 keyword) MUST Job

j ob-i npressi ons-conpl eted (integer(0: MAX)) * MJIST Job

* The Printer MJST deliver the "job-inpressions-conpleted" attribute
in an Event Notification only for the conmbinations of Events and
Subscri bed Events shown in Table 7

Table 7 - Combi nations of Events and Subscribed Events for "job-
i mpr essi ons-conpl et ed"”

Job Event Subscri bed Job Event
" j ob- progress’ " j ob- progress

" j ob-conpl et ed’ " j ob-conpl eted

"j ob-conpl et ed’ "] ob- st at e- changed

9.1.3. Additional Event Notification Content for Printer Events

9.

2

This section lists the additional attributes that a Delivery Mthod
Docunent MJST specify for Printer Events. See Table 8.

Table 8 - Additional Event Notification Content for Printer Events

Sour ce Val ue Del i vers Sour ce bj ect

printer-state (typel enum MUST Printer

printer-state-reasons (lsetOf type2 MUST Printer

keywor d)

printer-is-accepting-jobs (bool ean) MUST Printer
Content of Human Consunmabl e Event Notification

This section defines the information that a Delivery Method MJUST
mention in a Delivery Method Docunent when specifying the Human
Consumabl e Event Notifications contents or the value of the "notify-
text" attribute.

Such a Delivery Method MUST specify the follow ng information and a
Printer SHOULD deliver it:

a) the Printer nane (see Table 9)
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b) the time of the Event (see Table 11)
c) for Printer Events only:

i) the Event (see Table 10) and/or Printer state information (see
Tabl e 14)

d) for Job Events only:
i) the job identity (see Table 12)

ii) the Event (see Table 10) and/or Job state information (see
Tabl e 13)

The subsections of this section specify the attributes that a Printer
MJST use to obtain this information

A Delivery Method Docunent MJST specify additional information (if
any) that a Printer inplenmentation delivers in a Human Consumabl e
Event Notification or in the "notify-text" attribute.

A client MJUST NOT request additional attributes via the "notify-
attributes" attribute because this attribute works only for Machine
Consunabl e Event Notifications.

Notification Recipients MIUST NOT expect to be able to parse the Human
Consumabl e Event Notification contents or the value of the "notify-
text" attribute.

The next three sections define the attributes in Event Notification
Contents that are:

a) for all Events
b) for Job Events only
c) for Printer Events only

9.2.1. Event Notification Content Commbn to Al Events

This section lists the source of the information that a Delivery
Met hod MUST specify for all Events.

There is a separate table for each piece of information. Each rowin
the table represents a source value for the information and the
values are listed in order of preference, with the first one being
the preferred one. An inplenentati on SHOULD use the source val ue
fromthe earliest rowin each table. |t MAY use the source val ue
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from another row instead, or it MAY combi ne the source values from
several rows. An inplementation is free to determine the best way to
present this information.

In all tables of this section, all rows contain a "MAY" in order to
state that the Delivery Method specifies the confornance.

Table 9 lists the source of the information for the Printer Nane.

The "printer-nanme” is nore user-friendly unless the Notification
Recipient is in a place where the Printer nane is not neani ngful

For exanple, an inplenentation could have the intelligence to deliver
the value of the "printer-name" attribute to a Notification Recipient
that can access the Printer via value of the "printer-nane" attribute
and otherw se deliver the value of the "notify-printer-uri”

attribute.

Table 9 - Printer Nane in Event Notification Content

Sour ce Val ue Del i vers Sour ce bj ect
printer-nane (name(127)) MAY Printer
notify-printer-uri (uri) MAY Subscri ption

Table 10 lists the source of the information for the Event name. A
Printer MAY conbine this information with state information described
for Jobs in Table 13 or for Printers in Table 14.

Table 10 - Event Nane in Event Notification Content

Sour ce Val ue Del i vers Sour ce bj ect
notify-subscri bed-event (type2 keyword) MAY Subscri pti on
Table 11 lists the source of the information for the tinme that the
Event occurred. A Printer can deliver this value only if it supports
the Printer’s "printer-current-tine" attribute. |If a Printer does
not support the "printer-current-time" attribute, it MJST NOT deliver
the "printer-up-time" value instead, since it is not an allowed
option for human consunmabl e i nfornation

Table 11 - Event Tine in Event Notification Content

Sour ce Val ue Del i vers Source bj ect

printer-current-tine (dateTine) MAY Printer
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9.2.2. Additional Event Notification Content for Job Events

This section lists the source of the additional information that a
Del i very Method MUST specify for Job Events.

Table 12 lists the source of the information for the job name. The
"job-name" is likely nore nmeaningful to a user than "job-id".

Table 12 - Job Nane in Event Notification Content

Sour ce Val ue Del i vers Sour ce Obj ect

j ob- narme (nane( MAX)) MAY Job

job-id (integer(1l: MAX)) MAY Job

Table 13 lists the source of the information for the job state. If a

Printer supports the "job-state-nessage" and "job-detail ed-state-
message" attributes, it SHOULD use those attributes for the job state
i nformati on, otherwise, it should fabricate such information fromthe
"job-state" and "job-state-reasons". For some Events, a Printer MAY
conmbine this information with Event information

Table 13 - Job State in Event Notification Content

Sour ce Val ue Del i vers Source
bj ect

j ob- st at e- nessage (text (MAX)) MAY Job

j ob-det ai | ed- st at us- nessages (1lsetOf text(MAX)) MAY Job

j ob-state (typel enunm MAY Job

j ob-state-reasons (1lsetOf type2 keyword) MAY Job

9.2.3. Additional Event Notification Content for Printer Events

This section lists the source of the additional information that a
Delivery Method MJUST specify for Printer Events.

Table 14 lists the source of the information for the printer state.
If a Printer supports the "printer-state-nmessage”, it SHOULD use that
attribute for the job state information, otherwi se it SHOULD
fabricate such information fromthe "printer-state" and "printer-
state-reasons". For some Events, a Printer MAY conbine this

i nformati on with Event infornation.
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10.

Table 14 - Printer State in Event Notification Content

Sour ce Val ue Del i vers Sour ce

bj ect
printer-state-nmessage (text(MAX)) MAY Printer
printer-state (typel enum MAY Printer
printer-state-reasons (lsetOf type2 keyword) MAY Printer
printer-is-accepting-jobs (bool ean) MAY Printer

Del i very Met hods

A Delivery Method is the mechanism i.e., protocol, by which the
Printer delivers an Event Notification to a Notification Recipient.
There are several potential Delivery Methods for Event Notifications,
standardi zed, as well as proprietary. This specification REQUJ RES
that the "ippget’ Pull Delivery Method [ RFC3996] be support ed.
Conform ng inpl ementati ons MAY support additional Push or Pull
Delivery Methods as well. This docunent does not define any of these
delivery nechani sns. Each Delivery Method MJUST be defined in a
Del i very Method Docunent that is separate fromthis document. New
Delivery Methods will be created as needed using an extension to the
regi stration procedures defined in [RFC2911]. Such docunents are
registered with | ANA (see section 23.7.3).

The following sorts of Delivery Methods are possible:

- The Notification Recipient polls for Event Notifications at
intervals directed by the Printer

- The Printer delivers Event Notifications to the Notification
Reci pi ent using http as the transport.

- The Printer delivers an emmil nessage.

This section specifies howto define a Delivery Method Docunment and
what to put in such a docunent.

A Delivery Method Docunment MJST contain an exact copy of the

fol |l owi ng paragraph, caption and table. |In addition, colum 2 of the
table in the Delivery Method Docunent MJST contain answers to
questions in colum 1 for the Delivery Method. Al so, the Delivery
Met hod document MUST contain a reference to this docunent and call
that reference [ RFC3995] because the table contains an [ RFC3995]

ref erence.

If a Printer supports this Delivery Method, the following are its
characteristics.
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Table 15 - Informati on about the Delivery Method

Docurent Met hod Conf or mance Requi r enent Del i very Met hod
Real i zati on

1. Wiat is the URL scheme nanme for the Push Delivery Method or the
keyword net hod name for the Pull Delivery Method?

2. Is the Delivery Method REQU RED, RECOVMENDED, or OPTIONAL for an
IPP Printer to support?

3. What transport and delivery protocols does the Printer use to
deliver the Event Notification Content, i.e., what is the entire
network stack?

4. Can several Event Notifications be conbined into a Conpound Event
Noti fi cation?

5. Is the Delivery Method initiated by the Notification Recipient
(pull), or by the Printer (push)?

6. Is the Event Notification content Machi ne Consumabl e or Human
Consumabl e?

7. \What section in this docunment answers the follow ng question?
For a Machi ne Consumabl e Event Notification, what is the
representati on and encodi ng of values defined in section 9.1 of
[ RFC3995] and the confornmance requirenents thereof? For a Human
Consunabl e Event Notification, what is the representation and
encodi ng of pieces of information defined in section 9.2 of
[ RFC3995] and the conformance requirenments thereof?

8. \What are the latency and reliability of the transport and
delivery protocol?

9. What are the security aspects of the transport and delivery
protocol, e.g., howit is handled in firewalls?

10. What are the content length restrictions?

11. What are the additional values or pieces of information that a
Printer delivers in an Event Notification content and the
conf ormance requirenents thereof?

12. VWhat are the additional Subscription Tenpl ate and/ or

Subscription Description attributes and the confornmance
requi renents thereof?
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11.

11.

11.

13. What are the additional Printer Description attributes and the
conf ormance requirenents thereof?

Operations for Notification

This section defines all of the operations for Notification. Section
7.1 assigns the "operation-id" for each operation. The follow ng two
sub-sections define Subscription Creation Operations, and other
oper ati ons.

1. Subscription Creation Operations

This section defines the Subscription Creation Operations. The first
section on Create-Job-Subscriptions gives nost of the information
The ot her Subscription Creation Operations refer to the section on
Creat e- Job- Subscri ptions, even though the Create-Job-Subscriptions
operation is the only OPTIONAL operation in this docunent (see
section 12).

A Printer MJST support Create-Printer-Subscriptions and the
Subscription Tenplate Attributes G oup in Job Creation operations
It MAY support Create-Job-Subscriptions operations

1.1. Create-Job-Subscriptions Operation

The operation creates one or nore Per-Job Subscription Objects. The
client supplies one or nore Subscription Tenplate Attributes G oups
each containing one or nore of Subscription Tenplate Attributes
(defined in section 5.3).

Except for errors, the Printer MJST create exactly one Per-Job
Subscription Object fromeach Subscription Tenplate Attributes G oup
in the request, even if the newy created Subscription Object would
have identical behavior to sonme existing Subscription Object. The
Printer MUST associate each newWy created Per-Job Subscription Object
with the target Job, which is specified by the "notify-job-id"
operation attribute.

The Printer MJST accept the request in any of the target job’s ’not-

conpleted’ states, i.e., 'pending’, 'pending-held , 'processing , or
" processi ng-stopped’. The Printer MJUST NOT change the job's "job-
state" attribute because of this operation. |If the target job is in
any of the 'conpleted states, i.e., 'conpleted , ’'canceled , or

"aborted, then the Printer MIST reject the request and return the
"client-error-not-possible status code; the response MJUST NOT
contain any Subscription Attribute G oups.
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11.

11.

Access Rights: To create Per-Job Subscription Objects, the

aut henti cated user (see [RFC2911] section 8.3) performng this
operation MJST (1) be the job owner, (2) have Operator or

Adm ni strator access rights for this Printer (see [ RFC2911] sections
1 and 8.5), or (3) be otherwi se authorized by the Printer’s

adm ni strator-configured security policy to create Per-Job
Subscription Qojects for the target job. Oherwise the Printer MJST
reject the operation and return: the 'client-error-forbidden’
"client-error-not-authenticated, or 'client-error-not-authorized
status code as appropri ate.

1.1.1. Create-Job-Subscriptions Request

The followi ng groups of attributes are part of the Create-Job-
Subscri ptions Request:

Group 1: Operation Attributes

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in [ RFC2911] section 3.1.4.1.

Tar get:
The "printer-uri" attribute which defines the target for this
operation as described in [RFC2911] section 3.1.5.

Requesting User Nane:
The "requesting-user-nane" attribute SHOULD be supplied by the
client as described in [RFC2911] section 8. 3.

1.1.1.1. notify-job-id (integer(1l: MAX))

The client MJST supply this attribute and it MJST specify the Job
obj ect to associate the Per-Job Subscription with. The val ue of
"notify-job-id" MJST be the value of the "job-id" of the associated
Job object. If the client does not supply this attribute, the
Printer MUST reject this request with a ’'client-error-bad-request’
status code

Goup 2-N Subscription Tenplate Attributes
For each occurrence of this group
The client MJST supply one or nore Subscription Tenplate
Attributes in any order. See section 5.3 for a description of

each such attribute. See section 5.2 for details on processing
these attri butes.
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11.1.1.2. Create-Job-Subscriptions Response

The Printer MJUST return to the client the follow ng sets of
attributes as part of a Create-Job-Subscriptions response:

Goup 1: Operation Attributes

St at us Message:
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nessage"
(text(255)) and/or a "detail ed-status-nessage" (text(MAX))
operation attribute as described in [RFC2911] sections 13 and
3.1.6.

In this group, the Printer can return any status codes defined in
[ RFC2911] and section 12. The following is a description of the

i mportant status codes:

successful -ok: the Printer created all Subscription bjects
requested (see [ RFC2911]).

successful - ok-i gnor ed-subscriptions: the Printer created sone
Subscription Objects requested but sone failed. The
Subscription Attributes Groups with a "notify-status-code"
attribute are the ones that failed (see section 12.1).

client-error-ignored-all-subscriptions: the Printer created no
Subscription ojects requested and all failed. The
Subscription Attributes Groups with a "notify-status-code"
attribute are the ones that failed (see section 12.2).

client-error-not-possible: For this operation and ot her Per-Job

Subscription operations, this error can occur because the

specified Job has already conpl eted (see [ RFC2911], whether or
not the Job is retained in the Job Retention and/or Job History

phases (see [ RFC2911] section 4.3.7.1).
Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in [ RFC2911] section 3.1.4.2.

Group 2: Unsupported Attributes

See [ RFC2911] section 3.1.7 for details on returning Unsupported

Attributes. This group does not contain any unsupported
Subscription Tenplate Attributes; they are returned in the
Subscription Attributes Group (see bel ow).
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11.

11.

G oup 3-N Subscription Attributes

These groups MJIST be returned unless the Printer is unable to
interpret the entire request, e.g., the "status-code" paraneter
returned in Goup 1 has the value: ’'client-error-bad-request’.

"notify-status-code" (type2 enum:
I ndicates the status of this subscription (see section 13 for
the status code definitions). Section 5.2 defines when this
attribute MJUST be present in this group.

See section 5.2 for details on the contents of each occurrence of
thi s group.

1.2. Create-Printer-Subscriptions operation

The operation is identical to Create-Job-Subscriptions with
exceptions noted in this section

The operation creates Per-Printer Subscription Objects instead of
Per-Job Subscription Objects, and associ ates each newy created Per-
Printer Subscription Obhject with the Printer specified by the
operation target rather than with a specific Job

The Printer MJST accept the request in any of its states, i.e.
"idle, 'processing’, or 'stopped’. The Printer MJUST NOT change its
"printer-state” attribute because of this operation.

Access Rights: To create Per-Printer Subscription Objects, the

aut henti cated user (see [RFC2911] section 8.3) performing this
operation MJST have (1) Operator or Adninistrator access rights for
this Printer (see [RFC2911] sections 1 and 8.5), or (2) be otherw se
aut horized by the Printer’s administrator-configured security policy
to create Per-Printer Subscription Qojects for this Printer

O herwi se, the Printer MJST reject the operation and return: the
"client-error-forbidden’, 'client-error-not-authenticated , or
"client-error-not-authorized status code as appropriate.

1.2.1. Create-Printer-Subscriptions Request

The groups are identical to the Create-Job-Subscriptions (see section
11.1.1.1) except that the Operation Attributes group MJST NOT contain
the "notify-job-id" attribute. If the client does supply the
"notify-job-id" attribute, then the Printer MIST treat it as any

ot her unsupported Operation attribute and MJST return it in the
Unsupported Attributes group
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1.2.2. Create-Printer-Subscriptions Response

The groups are identical to the Create-Job-Subscriptions (see section
11.1.1. 2).

1.3. Job Creation Qperations - Extensions for Notification

Thi s docunment extends the Job Creation operations (see section 3.2)
to create Subscription Cbjects as a part of the operation

The Job Creation operations are identical to Create-Job-Subscriptions
operation with exceptions noted in this section

Unl i ke the Create-Job-Subscriptions operation, a Job Creation
operation associates the newy created Subscription hjects with the
Job object created by this operation. The operation succeeds if and
only if the Job creation succeeds. |If the Printer does not create
some or all of the requested Subscription Cbjects, the Printer MJST
return a ’'successful -ok-ignored-subscriptions’ status-code instead
of a ’'successful -ok’ status-code, but the Printer MJIST NOT reject the
operation because of a failure to create Subscription Qbjects.

If the Job Creation operation includes a Job Tenplate group, the
client MUST supply it after the Operation Attributes group and before
the first Subscription Tenplate Attributes G oup

If a Printer does not support this Notification specification, then
it MUST treat the Subscription Attributes Group |like an unknown group
and ignore it (see [ RFC2911] section 5.2.2). Because the Printer

i gnores the Subscription Attributes Goup, it doesn’t return themin
the response either, thus indicating to the client that the Printer
doesn’t support Notification

After conpletion of a successful Job Creation operation, the Printer
generates a 'job-created’ event (see section 5.3.3.4.3).

Access Rights: To create Per-Job Subscription Objects, the

aut henti cated user (see [RFC2911] section 8.3) performng this
operation MJST either have permi ssion to create Jobs on the Printer
or have Qperator or Admi nistrator access rights for this Printer (see
[ RFC2911] sections 1 and 8.5). Oherwise the Printer MUST reject the
operation and return: the '"client-error-forbidden', '"client-error-
not -aut henticated’, or 'client-error-not-authorized status code as
appropri at e.
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1.3.1. Job Creation Request

The groups for this operation are sufficiently different fromthe
Creat e- Job- Subscri ptions operation that they are all presented here.
The follow ng groups of attributes are supplied as part of a Job
Creation Request:

G oup 1: COperation Attributes

Sane as defined in [RFC2911] for Print-Job, Print-UR, and
Create-Job requests.

G oup 2: Job Tenplate Attributes

The client OPTIONALLY supplies a set of Job Tenplate attributes as
defined in [ RFC2911] section 4. 2.

Goup 3 to N Subscription Tenplate Attributes

The sane as Group 2-N in Create-Job-Subscriptions. See section
11.1.1.1.

Group N+1: Docunent Content (Print-Job only)

The client MJST supply the docunment data to be processed.
1.3.2. Job Creation Response
The Printer MJUST return to the client the followi ng sets of
attributes as part of a Print-Job, Print-URI, and Create-Job
Response:
G oup 1: Operation Attributes

St at us Message:

As defined in [RFC2911] for Print-Job, Print-URI, and Create-
Job requests.

In this group, the Printer can return any status codes defined
in [RFC2911] and section 12. The following is a description of
the inportant status codes:

successful -ok: the Printer created the Job and all
Subscription bjects requested (see [ RFC2911].

successful - ok-i gnor ed-subscriptions: the Printer created
the Job and not all of the Subscription Objects requested
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(see section 12.1). This status-code hides ’successful - ok-
XXX’ status-codes that could reveal problens in Job
creation. The Printer MJST NOT return the "client-error-

i gnored-al |l -subscriptions’ status code for Job Creation
operations because the Printer returns an error status-code
only when it fails to create a Job

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in [ RFC2911] section 3.1.4.2.
Group 2: Unsupported Attributes
See [ RFC2911] section 3.1.7 for details on returning Unsupported
Attributes. This group does not contain any unsupported
Subscription Tenplate Attributes; they are returned in the
Subscription Attributes Group (see bel ow).
G oup 3: Job Object Attributes

The "job-id" of the Job Object just created, etc., as defined in
[ RFC2911] for Print-Job, Print-URI, and Create-Job requests.

Goup 4 to N Subscription Attributes

These groups MIUST be returned if and only if the client supplied
Subscription Tenplate Attributes and the operati on was accept ed.

See section 5.2 for details on the contents of each occurrence of
thi s group.

2. Oher Qperations
This section defines other operations on Subscription objects.
2.1. Restart-Job Operation - Extensions for Notification

The Restart-Job operation [RFC2911] is neither a Job Creation
operation nor a Subscription Creation operation (see section 3.2).

For the Restart-Job operation, the client MJUST NOT supply any Job
Subscription Attributes Groups. The Printer MJST treat any supplied
Job Subscription Attributes as unsupported attributes.

For this operation, the Printer does not return a job-id or any
Subscription Attributes groups because the Printer reuses the

exi sting Job object with the sane job-id and the existing Per-Job
Subscription Qojects with the same subscription-ids. However, after
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successful conpletion of this operation, the Printer generates a
"job-created’ event (see section 5.3.3.4.3).

2.2. Validate-Job Qperation - Extensions for Notification

A client can test whether one or nore Subscription Qobjects could be
created using the Validate-Job operation. The client supplies one or
nmore Subscription Tenplate Attributes Goups (defined in section
5.3), just as in a Job Creation request.

A Printer MJUST support this extension to this operation.

The Printer MJST accept requests that are identical to the Job
Creation request defined in section 11.1.3.1, except that the request
MUST NOT contai n docunent dat a.

The Printer MJUST return the same groups and attributes as the Print-

Job operation (section 11.1.3.1) with the foll owi ng exceptions. The

Printer MUST NOT return a Job Object Attributes G oup because no Job

is created. The Printer MJUST NOT return the "notify-subscription-id"
attribute in any Subscription Attribute G oup because no Subscription
bj ect is created.

If the Printer would succeed in creating a Subscription bject, the
correspondi ng Subscription Attributes Goup either has no ’status-
code’ attribute or a 'status-code’ attribute with a val ue of

" successful - ok-too-many-events’ or ’successful - ok-ignored-or-
substituted-attributes’ (see sections 5.2 and 13). The status-codes
have the sane nmeaning as in Job Creation except the results state
what "woul d happen".

The Printer MJST validate Subscription Tenplate Attributes Goups in
the sane manner as the Job Creation operations.

2.3. GCet-Printer-Attributes - Extensions for Notification

This operation is extended so that it returns Printer attributes
defined in this docunent.

A Printer MJUST support this extension to this operation.

In addition to the requirenents of [RFC2911] section 3.2.5, a Printer
MUST support the follow ng additional values for the "requested-
attributes" Operation attribute in this operation and return such
attributes in the Printer Object Attributes group of its response.

1. Subscription Tenplate Attributes: Each supported attribute in
columm 2 of Table 1.
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2. New Printer Description Attributes: Each supported attribute in
section 6.

3. New Group Name: The 'subscription-tenplate’ group nane, which
nanes all supported Subscription Tenplate Attribute in colum 2 of
Table 1. This group nanme is also used in the Get-Subscription-
Attributes and Get-Subscriptions operation w th an anal ogous

meani ng.

4. Extended Group Nane: The 'all’ group nane, which nanes all Printer
attributes according to [ RFC2911] section 3.2.5. In this
extension "all’ nanes all attributes specified in [RFC2911] plus

those named in items 1 and 2 of this list.
2.4. Cet-Subscription-Attributes operation

This operation allows a client to request the values of the
attributes of a Subscription Cbject.

A Printer MJST support this operation.

This operation is alnost identical to the Get-Job-Attributes
operation (see [RFC2911] section 3.3.4). The only differences are
that the operation is directed at a Subscription Cbject rather than a
Job object, and the returned attribute group contains Subscription
bject attributes rather than Job object attributes.

Access Rights: The authenticated user (see [RFC2911] section 8.3)
performng this operation MJST (1) be the Subscription bject owner,
(2) have Operator or Administrator access rights for this Printer
(see [ RFC2911] sections 1 and 8.5), or (3) be otherw se authorized by
the Printer’s adm nistrator-configured security policy to query the
Subscription Oobject for the target job. Oherwi se the Printer MJST
reject the operation and return: the 'client-error-forbidden’
"client-error-not-authenticated, or 'client-error-not-authorized
status code as appropriate. Furthernmore, the Printer’s security
policy MAY linmit which attributes are returned, in a manner simlar
to the Get-Job-Attributes operation (see [RFC2911] end of section
3.3.4.2).

2.4.1. Get-Subscription-Attributes Request

The followi ng groups of attributes are part of the Get-Subscription-
Attributes request:

Group 1: Operation Attributes

Nat ural Language and Character Set:
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The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section [ RFC2911] 3.1.4.1.

Tar get:
The "printer-uri" attribute which defines the target for this
operation as described in [RFC2911] section 3.1.5.

Requesting User Nane:
The "requesting-user-nane" attribute SHOULD be supplied by the
client as described in [RFC2911] section 8. 3.

2.4.1.1. "notify-subscription-id" (integer (1: MAX))

The client MJST supply this attribute. The Printer MJST support this
attribute. This attribute specifies the Subscription Object from
which the client is requesting attributes. |If the client onits this
attribute, the Printer MUST reject this request with the "client-
error-bad-request’ status code

2.4.1.2. "requested-attributes" (lsetOf keyword)

The client OPTIONALLY supplies this attribute. The Printer MJST
support this attribute. This attribute specifies the attributes of
the specified Subscription Object that the Printer MUST return in the
response. Each value of this attribute is either an attribute nane
(defined in sections 5.3 and 5.4) or an attribute group name. The
attribute group names are:

- ’'subscription-tenplate’: all attributes that are both defined in
section 5.3 and present on the specified Subscription bject
(colum 1 of Table 1).

- ’'subscription-description’: all attributes that are both defined
in section 5.4 and present on the specified Subscription Object
(Table 2).

- all’: all attributes that are present on the specified
Subscri ption Object.

A Printer MJUST support all these group nanes.

If the client omits this attribute, the Printer MIST respond as if
this attribute had been supplied with a value of "all’.

2.4.2. Get-Subscription-Attributes Response

The Printer returns the following sets of attributes as part of the
Get - Subscription-Attributes Response:
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G oup 1: COperation Attributes

St at us Message:
Sane as [ RFC2911].

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in [ RFC2911] section 3.1.4.2. The
"attributes-natural -1 anguage” MAY be the natural |anguage of the
Subscription Object, rather than the one requested.

Group 2: Unsupported Attributes

See [ RFC2911] section 3.1.7 and section 3.2.5.2 for details on
returni ng Unsupported Attri butes.

The response NEED NOT contain the "requested-attributes" operation
attribute with any supplied keyword val ues that were requested by
the client but are not supported by the IPP object. If the
Printer object does return unsupported attributes referenced in
the "requested-attributes” operation attribute, the values of the
"requested-attributes" attribute returned MJST include only the
unsupported keywords that were requested by the client. If the
client had requested a group nanme, such as "all’, the resulting
unsupported attributes returned MJUST NOT include attribute keyword
nanes described in the standard but not supported by the

i mpl ement at i on.

Group 3: Subscription Attributes

This group contains a set of attributes with their current val ues.
Each attribute returned in this group:

a) MUST be specified by the "requested-attributes"” attribute in the
request, AND

b) MJST be present on the specified Subscription Object AND

c) MJUST NOT be restricted by the security policy in force. For
exanple, a Printer MAY prohibit a client who is not the creator of
a Subscription Qoject fromseeing some or all of its attributes.
See [ RFC2911] end of section 3.3.4.2 and section 8.

The Printer can return the attributes of the Subscription Object
in any order. The client MJST accept the attributes in any order.
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11.

This operation allows a client to retrieve the values of attributes
of all Subscription Objects belonging to a Job or Printer

A Printer MJST supported this operation.

This operation is simlar to the Get-Subscription-Attributes
operation, except that this Get-Subscriptions operation returns
attributes frompossibly nore than one object.

This operation is sinmlar to the Get-Jobs operation (see [ RFC2911]
section 3.2.6), except that the operation returns Subscription
bj ects rather than Job objects.

Access Rights: To query Per-Job Subscription Obhjects of the
specified job (client supplied the "notify-job-id" operation
attribute - see section 11.2.5.1.1), the authenticated user (see

[ RFC2911] section 8.3) perfornming this operation MJST (1) be the
Subscription Object owner, (2) have Qperator or Adm nistrator access
rights for this Printer (see [RFC2911] sections 1 and 8.5), or (3) be
otherw se authorized by the Printer’s adm nistrator-configured
security policy to query the Subscription Cbject for the target job.
To query Per-Printer Subscription Objects of the Printer (client
omts the "notify-job-id" operation attribute - see section
11.2.5.1.1), the authenticated user (see [RFC2911] section 8.3)
performng this operation MIST (1) have Operator or Adm nistrator
access rights for this Printer (see [RFC2911] sections 1 and 8.5), or
(2) be otherwi se authorized by the Printer’s adm nistrator-configured
security policy to query Per-Printer Subscription Cbjects for the
target Printer. Oherwise the Printer MIST reject the operation and
return: the 'client-error-forbidden’, ’client-error-not-

aut henticated , or ’client-error-not-authorized status code as
appropriate. Furthernore, the Printer’s security policy MAY linmt
which attributes are returned, in a manner sinmlar to the Get-Jobs
and Get-Printer-Attributes operations (see [ RFC2911] end of sections
3.2.6.2 and 3.2.5.2).

2.5.1. Get-Subscriptions Request

The follow ng groups of attributes are part of the Get-Subscriptions
request:

G oup 1: COperation Attributes
Nat ural Language and Character Set:

The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in [ RFC2911] section 3.1.4.1.

Herriot & Hastings St andards Track [ Page 63]



RFC 3995 | PP. Event Notifications and Subscriptions March 2005

11.

11.

11.

Target:
The "printer-uri" attribute which defines the target for this
operation as described in [RFC2911] section 3.1.5.

Requesting User Nane:
The "requesting-user-nane" attribute SHOULD be supplied by the
client as described in [ RFC2911] section 8. 3.

2.5.1.1. "notify-job-id" (integer(1:MAX))

If the client specifies this attribute, the Printer returns the
specified attributes of all Per-Job Subscription Obhjects associ ated
with the Job whose "job-id" attribute value equals the value of this
attribute. |If the client does not specify this attribute, the
Printer returns the specified attributes of all Per-Printer
Subscription Oojects. Note: there is no way to get all Per-Job

Subscriptions known to the Printer in a single operation. A CGet-Jobs
operation followed by a Get-Subscriptions operation for each Job wll
return all Per-Job Subscriptions.

2.5.1.2. "limt" (integer(1: MAX))

The client OPTIONALLY supplies this attribute. The Printer MJST
support this attribute. It is an integer value that determ nes the
maxi mum nunber of Subscription Objects that a client will receive
fromthe Printer even if the "my-subscriptions” attribute constrains
whi ch Subscription Objects are returned. The limt is a "stateless
limt" in that if the value supplied by the client is "N, then only
the first "N Subscription Objects are returned in the Get-
Subscriptions Response. There is no nmechanismto allow for the next
"M Subscription Objects after the first "N Subscription Objects.

If the client does not supply this attribute, the Printer responds
with all applicable Subscription ojects.

2.5.1.3. "requested-attributes" (lsetOf type2 keyword)

The client OPTIONALLY supplies this attribute. The Printer MJST
support this attribute. This attribute specifies the attributes of
the specified Subscription Objects that the Printer MJST return in
the response. Each value of this attribute is either an attribute
nane (defined in sections 5.3 and 5.4) or an attribute group name
(defined in section 11.2.4.1). |If the client onmits this attribute,
the Printer MJUST respond as if the client had supplied this attribute
with the one value: ’'notify-subscription-id
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11.2.5.1. 4. "ny-subscriptions" (bool ean)

The client OPTIONALLY supplies this attribute. The Printer MJST
support this attribute. If the value is '"false', the Printer MJST
consi der the Subscription Objects fromall users as candidates. |If
the value is "true’, the Printer MJST return the Subscription Objects
created by the requesting user of this request. |If the client does
not supply this attribute, the Printer MJUST respond as if the client
had supplied the attribute with a value of "false’. The neans for
aut henticating the requesting user and natchi ng the Subscription
bjects is simlar to that for Jobs which is described in [ RFC2911]
section 8.

11.2.5.2 Get-Subscriptions Response

The Printer returns the following sets of attributes as part of the
Get - Subscri pti ons Response:

Goup 1: COperation Attributes

St at us Message:
Sane as [ RFC2911].

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in [ RFC2911] section 3.1.4.2.

Group 2: Unsupported Attributes
Sane as for Get-Subscription-Attributes.

G oups 3 to N Subscription Attributes
The Printer responds with one Subscription Attributes Goup for
each requested Subscription Ooject (see the "notify-job-id"

attribute in the Operation Attributes Goup of this operation).

The Printer returns Subscription Qojects in any order.

If the "Ilimt" attribute is present in the Qperation Attributes
group of the request, the nunmber of Subscription Attributes G oups
in the response MUST NOT exceed the value of the "limt"
attribute.

It there are no Subscription Objects associated with the specified
Job or Printer, the Printer MJST return zero Subscription
Attributes Groups and it MJST NOT treat this case as an error,
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i.e., the status-code MJST be ’'successful -ok’ unl ess sonething
el se causes the status code to have sone ot her val ue.

See the Group 3 response (Subscription Attributes Goup) of the
Get - Subscription-Attributes operation (section 11.2.4.2) for the
attributes that a Printer returns in this group.

11.2. 6. Renew Subscri ption operation

11.

This operation allows a client to request the Printer to extend the
| ease on a Per-Printer Subscription Object.

The Printer MJST support this operation

The Printer MJST accept this request for a Per-Printer Subscription
bject in any of the target Printer’'s states, i.e., 'idle’
"processing’, or 'stopped’, but MJST NOT change the Printer’s
"printer-state" attribute.

The Printer MJUST reject this request for a Per-Job Subscription
hj ect because it has no | ease (see section 5.4.3). The status code
returned MJST be 'client-error-not-possible’

Access Rights: The authenticated user (see [RFC2911] section 8.3)
performng this operation MJUST (1) be the owner of the Per-Printer
Subscription Object, (2) have Operator or Administrator access rights
for the Printer (see [ RFC2911] sections 1 and 8.5), or (3) be
otherw se authorized by the Printer’s adm nistrator-configured
security policy to renew Per-Printer Subscription Cbjects for the
target Printer. Oherwise, the Printer MIST reject the operation and
return: the 'client-error-forbidden', ’'client-error-not-

aut henticated’, or 'client-error-not-authorized status code as
appropri at e.

2.6.1. Renew Subscription Request

The followi ng groups of attributes are part of the Renew Subscription
Request :

Group 1: Operation Attributes

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in [ RFC2911] section 3.1.4.1.

Tar get:
The "printer-uri" attribute which defines the target for this
operation as described in [RFC2911] section 3.1.5.
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Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be
supplied by the client as described in [ RFC2911] section 8. 3.

11.2.6.1.1. "notify-subscription-id" (integer (1:MAX))

The client MJST supply this attribute. The Printer MJST support this
attribute. This attribute specifies the Per-Printer Subscription

hj ect whose |lease the Printer MIST renew. |If the client omts this
attribute, the Printer MUST reject this request with the "client-
error-bad-request’ status code.

Goup 2: Subscription Tenplate Attributes
11.2.6.1.2. "notify-lease-duration"” (integer(0:MAX))

The client MAY supply this attribute. It indicates the nunber of
seconds to renew the | ease for the specified Subscription Gbject. A
value of 0 requests an infinite | ease (which MAY require Operator
access rights). |If the client omits this attribute, the Printer MJST
use the value of the Printer’s "notify-I|ease-duration-default"”
attribute. See section 5.3.8 for nore details.

11.2.6.2. Renew- Subscription Response

The Printer returns the followi ng sets of attributes as part of the
Renew Subscri pti on Response:

Group 1: Operation Attributes

St at us Message:
Same as [ RFC2911].

The following are sone of the status codes returned (see
[ RFC2911]:

successful -ok: The operation successfully renewed the | ease
on the Subscription Object for the requested duration.

successful - ok-i gnored-or-substituted-attributes: The
operation successfully renewed the | ease on the Subscription
hj ect for some duration other than the anpunt requested.

client-error-not-possible: The operation fail ed because the

"notify-subscription-id" Operation attribute identified a
Per-Job Subscription Object.
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client-error-not-found: The operation fail ed because the
"notify-subscription-id" Operation attribute identified a
non- exi stent Subscription oject.

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in [ RFC2911] section 3.1.4.2. The
"attributes-natural -l anguage” MAY be the natural |anguage of the
Subscription Object, rather than the one requested.

Group 2: Unsupported Attributes

See [ RFC2911] section 3.1.7 for details on returning Unsupported
Attributes.

Group 3: Subscription Attributes
The Printer MJUST return the follow ng Subscription Attribute:
2.6.2.1. "notify-lease-duration" (integer(0:MAX))

The value of this attribute MJST be the nunber of seconds that the
Printer has granted for the | ease of the Subscription Cbject (see
section 5.3.8 for details, such as the value of this attribute when
the Printer doesn't support the requested val ue).

2.7. Cancel - Subscription operation

This operation allows a client to delete a Subscription Object and
stop the Printer fromdelivering nore Event Notifications. Once
performed, there is no way to reference the Subscription Object.

A Printer MJST supported this operation.

The Printer MJST accept this request in any of the target Printer’s
states, i.e., 'idle', ’'processing , or 'stopped , but MJST NOT change
the Printer’s "printer-state" attribute.

If the specified Subscription Cbject is a Per-Job Subscription

bj ect, the Printer MIUST accept this request in any of the target
Job’s states, but MJUST NOT change the Job's "job-state" attribute or
af fect the Job.

Note: There is no way to change any attributes on a Subscription
(hj ect, except the "notify-|ease-duration” attribute (using the

Renew Subscription operation). |In order to change other attri butes,
a client perfornms a Subscription Creation Operation and Cancel -
Subscription operation on the old Subscription Goject. |If the client
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wants to avoid missing Event Notifications, it perforns the
Subscription Creation Operation first. If this order would create
too many Subscription Objects on the Printer, the client reverses the
order.

Access Rights: The authenticated user (see [RFC2911] section 8.3)
performng this operation MJST (1) be the owner of the Subscription
bj ect, (2) have Operator or Administrator access rights for the
Printer (see [ RFC2911] sections 1 and 8.5), or (3) be otherw se

aut horized by the Printer’s adninistrator-configured security policy
to cancel the target Subscription Gbject. Oherwi se, the Printer
MUST reject the operation and return: the 'client-error-forbidden’
"client-error-not-authenticated, or 'client-error-not-authorized
status code as appropri ate.

2.7.1. Cancel -Subscripti on Request

The followi ng groups of attributes are part of the Cancel -
Subscri pti on Request:

G oup 1: Operation Attributes

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage"”
attributes as described in [ RFC2911] section 3.1.4.1.

Target:
The "printer-uri" attribute which defines the target for this
operation as described in [RFC2911] section 3.1.5.

Requesting User Nane:
The "requesting-user-nanme" attribute SHOULD be supplied by the
client as described in [RFC2911] section 8. 3.

2.7.1.1. "notify-subscription-id" (integer (1:MAX))

The client MJST supply this attribute. The Printer MJST support this
attribute. This attribute specifies the Subscription bject that the
Printer MJUST cancel. |If the client omts this attribute, the Printer
MUST reject this request with the "client-error-bad-request’ status
code.
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12.

12.

2.7.2. Cancel -Subscription Response

The Printer returns the followi ng sets of attributes as part of the
Cancel - Subscri pti on Response:

Goup 1: Operation Attributes

St at us Message:
Sane as [ RFC2911].

The following are sone of the status codes returned (see
[ RFC2911] :

successful -ok: The operation successfully cancel ed
(del eted) the Subscription Cbject.

client-error-not-found: The operation fail ed because the
"notify-subscription-id" Operation attribute identified a
non- exi stent Subscription oject.

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in [ RFC2911] section 3.1.4.2. The
"attributes-natural -1 anguage" MAY be the natural |anguage of the
Subscription Object, rather than the one requested.

G oup 2: Unsupported Attributes

See [ RFC2911] section 3.1.7 for details on returning Unsupported
Attributes.

St at us Codes

The follow ng status codes are defined as extensions for Notification
and are returned as the value of the "status-code" paraneter in the
Qperation Attributes Group of a response (see [ RFC2911] section
3.1.6.1). Operations in this docunent can also return the status
codes defined in section 13 of [RFC2911]. The ’'successful -ok’ status
code is an exanple of such a status code.

1. successful - ok-ignored-subscriptions (0x0003)

The Subscription Creation Operation was unable to create all
requested Subscription (bjects.

For a Create-Job-Subscriptions or Create-Printer-Subscriptions
operation, this status code neans that the Printer created one or
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13.

13.

13.

nmore Subscription Objects, but not all requested Subscription
bj ect s.

For a Job Creation operation, this status code neans that the Printer
created the Job along with zero or nore Subscription Objects. The
Printer returns this status code even if other job attributes are
unsupported or in conflict. That is, if an IPP Printer finds a
warning that would allow it to return ’successful -ok-ignored-
subscriptions’ and either ’'successful -ok-ignored-or-substituted-
attributes’ and/or ’'successful-ok-conflicting-attributes’, it MJST
return ’successful - ok-i gnored-subscri ptions’

2. client-error-ignored-all-subscriptions (0x0414)

This status code is the sane as ’'successful - ok-i gnored-subscriptions
except that only the Create-Job-Subscriptions and Create-Printer-
Subscriptions operation return it. They return this status code only
when the Printer creates zero Subscription ojects.

Status Codes in Subscription Attributes G oups
This section contains values of the "notify-status-code" (type2 enum
attribute that the Printer returns in a Subscription Attributes G oup
in a response when the correspondi ng Subscription oject:

1. is not created or

2. is created and sone of the client-supplied attributes are not
support ed.

The follow ng sections are ordered in decreasing order of inportance
of the status-codes.

1. «client-error-uri-schenme-not-supported (0x0400)

This status code is defined in [RFC2911]. This docunent extends its
meaning and allows it to be in a Subscription Attributes Goup of a
response.

The schene of the client-supplied URI in a "notify-recipient-uri"”
Subscription Tenplate Attribute in a Subscription Creation Operation
is not supported. See section 5.3.1

2. client-error-attributes-or-val ues-not-supported (0x040B)
This status code is defined in [RFC2911]. This docunent extends its

meaning and allows it to be in a Subscription Attributes G oup of a
response.
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The met hod of the client-supplied keyword in a "notify-pull-nethod"
Subscription Tenplate Attribute in a Subscription Creation Operation
is not supported. See section 5.3.2.

3. client-error-too-many-subscriptions (0x0415)

The nunber of Subscription Objects supported by the Printer would be
exceeded if this Subscription Object were created (see section 5.2).

4. successful - ok-too-many-events (0x0005)
The client supplied nore Events in the "notify-events" operation
attribute of a Subscription Creation Operation than the Printer
supports, as indicated in its "notify-nmax-events-supported" Printer
attribute (see section 5.3.3).
5. successful -ok-ignored-or-substituted-attributes (0x0001)
This status code is defined in [RFC2911]. This docunent extends its
meani ng to include unsupported Subscription Tenplate Attributes and
it can appear in a Subscription Attributes G oup.

Encodi ngs of Additional Attribute Tags

This section assigns values to two attributes tags as extensions to
the encodi ng defined in [ RFC2910]).

The "subscription-attributes-tag" delinmts Subscription Tenplate
Attributes Groups in requests and Subscription Attributes Goups in
responses.

The "event-notification-attributes-tag" delimts Event Notifications
in Delivery Methods that use an | PP-1ike encoding.

The following table specifies the values for the deliniter tags:
Tag Val ue (Hex) Meani ng

0x06 "subscription-attributes-tag”
0x07 "event-notification-attributes-tag"

Conf or mance Requirenents

It is OPTIONAL for IPP clients and Printers to inplenent this Event
Notification specification.

Herriot & Hastings St andards Track [ Page 72]



RFC 3995 | PP. Event Notifications and Subscriptions March 2005

15.

15.

1. Conformance requirenments for clients

If this Event Notification specification is inplenented by a client,
the client MUST support the 'ippget’ Pull Delivery Method and neet
the conformance requirenents as defined in [ RFC3996] for clients. A
client MAY support additional Delivery Methods

2. Conformance requirenents for Printers

If this Event Notification specification is inplenented by a Printer
the Printer MJST:

nmeet the Confornmance Requirenents detailed in section 5 of
[ RFC2911] .

- support the Subscription Tenplate Attributes G oup in requests and
the Subscription Attributes Group in responses.

- support all of the followi ng attributes:

a. REQUI RED Subscription Object attributes in section 5.
b. REQUI RED Printer Description object attributes in section 6.
c. REQU RED attributes in Event Notification content in section 8.

- support the 'ippget’ Pull Delivery Method and neet the conformnmance
requirenents as defined in [RFC3996] for Printers. The Printer
MAY support additional Push and Pull Delivery Methods.

- deliver Event Notifications that conformto the requirenents of
section 9 and the requirements of the Delivery Method Docunent for
each supported Delivery Method (the conformance requirenments for
Del i very Met hod Documents is specified in section 10).

- for all of the Job Creation Operations that the Printer supports,
MUST support the REQUI RED extensions for notification defined in
section 11.1. 3.

- meet the conformance requirenments for operations as described in
Table 16 and neet the requirenents for Printers as specified in
the indicated sub-sections of section 11
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Table 16 - Printer Conformance Requirenments for Operations

Oper ati on Printer
Conf or mance
Requi renent s

Create-Printer-Subscriptions (section 11.1.2) REQUI RED
Creat e- Job- Subscri ptions (section 11.1.1) OPTI ONAL
Get - Subscription-Attributes (section 11.2.3) REQUI RED
Get - Subscri ptions (section 11.2.5) REQUI RED
Renew Subscri ption (section 11.2.6) REQUI RED
Cancel - Subscription (section 11.2.7) REQUI RED

Model for Notification with Cascading Printers (Informative)

Wth this nodel (see Figure 2 below), there is an intervening Print
server between the human user and the output-device. So the system
effectively has two Printer objects. There are two cases to

consi der.

1. Wien the Printer 1 (in the server) generates Events, the system
behaves like the client and Printer in Figure 1. 1In this case,
Printer 1 delivers Event Notifications that are shown as Event
Notifications (A of Figure 2.

2. Wien the Printer 2 (in the output-device) generates Events, there
are two possi bl e system configurations:

a) Printer 1 forwards the client-supplied Subscription Creation
Qperations to the downstream Printer 2 and lets Printer 2
deliver the Event Notifications directly to the Notification
Reci pi ents supplied by the Cdient (Event Notifications(C in
the di agram .

b) Printer 1 perforns the client-supplied Subscription Creation
Operations and also forwards the Subscription Creation
Operations to Printer 2 with the Notification Recipient changed
to be the Printer 1. Wen an Event occurs in Printer 2,
Printer 2 delivers the Event Notification (B) to Notification
Reci pient of Printer 1, which relays the received Event
Notification (B) to the client-supplied Notification Recipient
(as Event Notifications(A) in the diagramj. Note, when a
client perfornms a Subscription Creation Operation, Printer 1
need not forward the Subscription Creation Operation to Printer
2 if it would create a duplicate Subscription Object on Printer
2.
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Note: when Printer 1 is forwarding Subscription Creation Operations
to Printer 2, it may request Printer 2 to create additiona
Subscription Oojects (called "piggy-backing”). Piggy-backing is
useful when:

- Device Ais configured to accept (IPP or non-1PP) requests from
ot her servers

- Server S wants to receive Job Events that the client didn't
request and Server S wants these Events for jobs it submts and
not for other jobs.

server S device A
s + s +
| | | |
oo - + Subscription | ######HH#HH#H] | #HHBHHARH A
| client |--Creation ----># Printer #| Subscription | # Printer #|
e + CQperation | # bject 1#|---Creation------ | ># Obj ect 2#|
| #HH| | Qper ati on | #HHH#| #] #HHH|
+----|---A---+ +----- |-|----+
Fo-mmm - + Event | | | |
| Notific-|<-Notifications(A)-+ +-- Event Notifications(B)--+
|ation Re| <------------- Event Notifications(C----------------- +
| ci pient |
F +

Figure 2 - Model for Notification with Cascading Printers
Di stributed Model for Notification (Informative)

A Printer inplenmentation could use sone other renote notification
server to provide sonme or nost of the service. For exanple, the
renote notification server could deliver Event Notifications using
Delivery Methods that are not directly supported by the output device
or Printer object. O, the renpte notification server could store
Subscription Oojects (passed to it fromthe output device in response
to Subscription Creation requests), accept Events, format the Event
Notification in the natural |anguage of the Notification Recipient,
and deliver the Event Notifications to the Notification Recipient(s).

Figure 3 shows this partitioning. The interface between the out put
device (or Printer object) and the renote notification server is
outside the scope of this docunent and is intended to be transparent
to the client and this docunent.
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R b S S S S S O

*
* Printer in conbination
* with the distributed
* Notification Server)
*
* output device or server
e +
PDA, desktop, or server Yo+ HEHAHHRHAY +
R + * | # #
| client |---1PP Subscription-------- ># Printer #
e + Creation operation * | # Cbject # |
* | B HRE |
I S, | ------- +
* | Subscriptions
* | OR Event
R + * | Notifications
| Notification| | PP- defi ned I e +
| Reci pi ent | <--Event Notifications---| Notification
R + * | Server |
FoR S +
*
EE R I b I S b b R R S b b I I
*** = | npl enentati on configuration opaque boundary

Figure 3 - Opaque Use of a Notification Server Transparent to the
Cient

Ext ended Notification Recipient (Informative)

The nmodel allows for an extended Notification Recipient that is
itself a notification server that forwards each Event Notification to
anot her recipient (called the Utinmate Notification Recipient in this
section). The Delivery Method to the Utimte Recipient is probably
different fromthe Delivery Method used by the Printer to the
extended Notification Recipient.

This extended Notification Recipient is transparent to the Printer
but not to the client.

When a client perforns a Subscription Creation COperation, it
specifies the extended Notification Recipient as it would any
Notification Recipient. 1In addition, the client specifies the
Utimate Notification Recipient in the Subscription Creation
Operation in a manner specified by the extended Notification
Recipient. Typically, it is either sone bytes in the val ue of
"notify-user-data" or sone additional paraneter in the val ue of
"notify-recipient-uri”. The client also subscribes directly with the
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extended Notification Recipient (by nmeans outside this docunent),
since it is a notification server inits ow right.

The IPP Printer treats the extended Notification Recipient |ike any
other Notification Recipient and the IPP Printer is not aware of the
forwarding. The Delivery Method that the extended Notification
Reci pi ent uses for delivering the Event Notification to the Utinmate
Notification Recipient is beyond the scope of this docunent and is
transparent to the I PP Printer

Exanpl es of this extended Notification Recipient are paging,
i medi at e nessagi ng services, general notification services, and NOS
vendors’ infrastructure. Figure 4 shows this approach

PDA, desktop, or server server or output device
Fom e e e oo +
I + | H#HHHHARRRHHE |
| client |---Subscription Creation ----------- ># Printer #
PR + Oper ati on | # bject # |
| HHHH| BT |
S + S + | PP-defi ned +o--- - [------- +
|Utimte | any | Notification|<--Event Notifications----+
| Notification|<----]|Recipient |
| Reci pi ent | e +
R + (Notification Server)

Figure 4 - Use of an Extended Notification Recipient transparent to
the Printer

19. Object Mdel for Notification (Nornmative)
This section describes the Notification object nodel that adds a

Subscription Qbject which together with the Job and Printer object
provide the conplete Notification semantics
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The object relationships can be seen pictorially as:
Subscription Objects (Per-Printer Subscriptions) Printer object
+----+ Fom e e o +
=3 A I i e >| [
+- - - -+t | |
| S2 | <mmmmm e e >| pl |
+--- -4+ | |
T T I e >| |
+----+ Fom e e o +
Job objects
TR +
I I
t----t | j1 I
| s4 |<------- >| |
+-- - -t [ [
[ [ s4 is a Per-Job Subscription Object
B ++
I I
t----t [ I
| s5 |<------ >| |
+- - - -t [ [
| s6 | <----- >| [ s5 and s6 are Per-Job Subscription
oot N ++ oj ect's
| |
| i3 I
| |
[ [ <---->indicates association
TS +

Figure 5 - (Object Mdel for Notification

sl, s2, and s3 are Per-Printer Subscription Objects and can identify
Printer and/or Job Events.
s4, s5, and s6 are Per-Job Subscription Objects and can identify
Printer and/or Job Events.

19.1. (bject relationships

rel ati

Thi s sub-section defines the object
Printer, Job, and Subscription Objects by
Printer Subscription Objects are actually
object or are just bi-directionally associ

onshi ps between the
exanpl e. \Wether Per-
contained in a Printer
ated with themin sone way

i s | MPLEMENTATI ON DEPENDENT and is transparent to the client.

Simlarly, whether
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19.

20.

contained in a Job object or are just bi-directionally associated
with themin some way i s | MPLEMENTATI ON DEPENDENT and i s transparent
to the client. The object relationships are defined as foll ows:

2. Printer Object and Per-Printer Subscription Objects

1. The Printer object contains (is associated with) zero or nore
Per-Printer Subscription Objects (pl contains sl1-s3 Per-Printer
Subscription Qbjects).

2. Each Per-Printer Subscription Object (sl1, s2, and s3) is contained
in (or is associated with) exactly one Printer object (pl).

3. Job bject and Per-Job Subscription Objects

1. A Job object (j1, j2, j3) is associated with zero or nore Per-Job
Subscription Qobjects (s4-s6). Job j1l is associated with Per-Job
Subscription Oobject s4, Job j2 is associated with Per-Job
Subscription Objects s5 and s6, and Job j3 is not associated with
any Per-Job Subscription Object.

2. Each Per-Job Subscription oject is associated with exactly one
Job obj ect.

Per-Job versus Per-Printer Subscription Objects (Normative)

Per-Job and Per-Printer Subscription Objects are quite simlar.

Ei ther type of Subscription Object can subscribe to Job Events,
Printer Events, or both. Both types of Subscription bhjects can be
queried using the Get-Subscriptions and Get-Subscription-Attributes
operations and cancel ed using the Cancel - Subscri ption operation

Both types of Subscription Objects create Subscription Objects which
have the same Subscription Cbject attributes defined. However, there
are sone semantic differences between Per-Job Subscription bjects
and Per-Printer Subscription Objects. A Per-Job Subscription bject
is established by the client when subnitting a job and after creating
the job using the Create-Job-Subscriptions operation by specifying
the "job-id" of the Job with the "notify-job-id" attribute. A Per-
Printer Subscription Object is established between a client and a
Printer using the Create-Printer-Subscriptions operation. Sone
specific differences are:

1. Aclient usually creates one or nore Per-Job Subscription Qbjects
as part of the Job Creation operations (Create-Job, Print-Job, and
Print-URI), rather than using the OPTI ONAL Create-Job-

Subscri ptions operation, especially since Printer inplenentations
NEED NOT support the Create-Job-Subscriptions operation, since it
i s OPTI ONAL.
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2. For Per-Job Subscription Objects, the Subscription Gbject is only
valid while the job is "not-conmplete" (see sections 5.4.3) while
for the Per-Printer Subscription Objects, the Subscription bject
is valid until the time (in seconds) that the Printer returned in
the "notify-1lease-expiration-tine" operation attribute.

3. Job Events in a Per-Job Subscription bject apply only to "one
job" (the Job created by the Job Creation operation or references
by the Create-Job-Subscriptions operation) while Job Events in a
Per-Printer Subscription Cbject apply to ALL jobs contained in the
| PP Printer.
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| ANA Consi der ations

This section contains the registration information that | ANA added to
the I PP Registry according to the procedures defined in RFC 2911

[ RFC2911] section 6 to cover the definitions in this docunment. In
addition, this section defines how Events and Delivery Methods will
be registered when they are defined in other docunents. The
resulting registrations have been published in the

http://ww. iana. org/assignnments/ipp-registrations registry.
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23.1. Attribute Registrations

The following table lists al
docunent .
RFC 2911 [ RFC2911] section 6. 2.

Subscription Tenplate attri butes:

notify-attributes (1setOF type2 keyword)

notify-attributes-supported (1lsetOf type2 keyword)

notify-charset (charset)
notify-events (lsetOf type2 keyword)
notify-events-default (lsetOf type2 keyword)

notify-events-supported (lsetOf type2 keyword)

notify-lease-duration (integer(0:67108863))

| PP. Event Notifications and Subscriptions

notify-lease-duration-default (integer(0:67108863))

Mar ch 2005

the attributes defined in this
These have been registered according to the procedures in

notify-1|ease-duration-supported (1lsetOf (integer(0: 67108863) i

rangeO I nt eger (0: 67108863)))
noti fy-max-events-supported (integer(2: MAX))
noti fy-natural -l anguage (natural Language)
notify-pull-nethod (type2 keyword)

notify-pull-nethod-supported (1lsetO type2 keyword)

notify-recipient-uri (uri)
notify-schemes-supported (1setO uri Schene)
notify-time-interval (integer(0:MAX))
notify-user-data (octetString(63))

Subscription Description Attributes:
notify-job-id (integer(1l: MAX))
notify-lease-expiration-time (integer(0: MAX))
notify-printer-up-tine (integer(1: MAX))
notify-printer-uri (uri)
notify-sequence-nunber (integer (0:MAX))
notify-subscri ber-user-nane (name(MAX))
notify-subscription-id (integer (1:MAX))

Printer Description Attributes:
printer-state-change-date-tine (dateTine)
printer-state-change-tine (integer(1: MAX))

Attributes Only in Event Notifications
notify-subscribed-event (type2 keyword)
notify-text (text(MAX))
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2. Additiona
registry

The following table lists al
in this docunent.
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Mar ch 2005

Enum Attribute Value Registrations within the | PP

the new enum attribute val ues defined
These have been registered within the | PP registry

according to the procedures in RFC 2911 [RFC2911] section 6. 1.

Attribute
Val ue

operations-supported (lsetOf type2 enun

0x0016
0x0017
0x0018
0x0019
Ox001A
0x001B

Create-Printer-Subscriptions
Cr eat e- Job- Subscri pti ons

Get - Subscription-Attributes
Get - Subscri pti ons

Renew Subscri pti on
Cancel - Subscri ption

3. Operation Registrations

The following table lists al

docunent .

RFC 2911 [ RFC2911] section 6. 4.

Oper ati on Nane

Cancel - Subscri ption

Create-Job -

Ext ensi ons

Cr eat e- Job- Subscri pti ons
Create-Printer-Subscriptions
Get-Printer-Attributes - Extensions
Get - Subscription-Attributes

Get - Subscri pti ons

Print-Job -

Print-UR

Ext ensi ons
Ext ensi ons

Renew- Subscri pti on
Val i dat e-Job Operation - Extensions

4. Status code Registrations

The following table lists al

docunent .

RFC 2911 [ RFC2911] section 6.6

St andards Track

Ref er ence
[ RFC2911]
[ RFC3995]
[ RFC3995]
[ RFC3995]
[ RFC3995]
[ RFC3995]
[ RFC3995]

Ref er ence
[ RFC3995]
[ RFC3995]
[ RFC3995]
[ RFC3995]
[ RFC3995]
[ RFC3995]
[ RFC3995]
[ RFC3995]
[ RFC3995]
[ RFC3995]
[ RFC3995]

Section

NNNNNNA
PRRPRRREA

of the operations defined in this
These have been registered according to the procedures in

Section
11.2.7
11.1.3
11.1.1
11.1. 2
11. 2.3
11.2.4
11.2.5
11.1.3
11.1.3
11.2.6
11.2.2

the status codes defined in this
These have been registered according to the procedures in
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Section

Ref er ence

0x0000: Ox00FF - Successful
0x0003 successful - ok-i gnor ed- subscri pti ons
0x0005 successful - ok-t oo- many-events

[ RFC3995] 12.1
[ RFC3995]

0x0400: Ox04FF - Cient Error:

0x0414 client-error-ignored-all-subscriptions [RFC3995] 12.2
0x0415 client-error-too-nmany-subscriptions [ RFC3995] 13.3
23.5. Attribute Goup tag Registrations

The following table lists all the attribute group tags defined in
this docunment. These have been registered according to the
procedures in RFC 2911 [ RFC2911] section 6.5.

Val ue Attribute Group Tag Name Ref erence Section

0x06 subscription-attributes-tag [ RFC3995] 14

0x07 event-notification-attributes-tag [ RFC3995] 14
23.6. Registration of Events

The following table lists all the Events defined in this docunent as
type2 keywords to be used with the "notify-events", "notify-events-
default", and "notify-events-supported" Subscription Tenpl ate
attributes (see section 5.3.3)). Rather than creating a separate
section in the I PP Registry for Events, these event keywords have
been regi stered according to the procedures of [RFC2911] section 7.1
as additional keyword attribute values for use with the "notify-
events" Subscription Tenplate attribute (see section 5.3.3), i.e.
regi stered as keyword values for the "notify-events", "notify-
events-default”, and "notify-events-supported” attributes:

Attribute (attribute syntax)

Val ue Ref erence Section
notify-events (lsetOf type2 keyword) [ RFC3995] 5.3.3
notify-events-default (lsetOf type2 keyword) [RFC3995] 5.3.3.1
notify-events-supported (lsetOf type2 keyword) [ RFC3995] 5.3.3.2
notify-subscri bed-event (type2 keyword) [ RFC3995] 8.1

No Events:

none [RFC3995] 5.3.3.4.1
Printer Events:
printer-state-changed [RFC3995] 5.3.3.4.2
printer-restarted [ RFC3995] 5.3.3.4.2
printer-shut down [RFC3995] 5.3.3.4.2
printer-stopped [RFC3995] 5.3.3.4.2
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printer-config-changed [RFC3995] 5.3.3.4.2
printer-medi a- changed [RFC3995] 5.3.3.4.2
printer-finishings-changed [RFC3995] 5.3.3.4.2
pri nter-queue- order-changed [ RFC3995] 5.3.3.4.2
Job Events:
j ob- st at e- changed [RFC3995] 5.3.3.4.3
j ob-creat ed [RFC3995] 5.3.3.4.3
j ob- conpl et ed [RFC3995] 5.3.3.4.3
j ob- st opped [RFC3995] 5.3.3.4.3
j ob-confi g- changed [RFC3995] 5.3.3.4.3
j ob- progress [RFC3995] 5.3.3.4.3

7. Registration of Event Notification Delivery Mthods

This section describes the requirenents and procedures for
regi stration and publication of Event Notification Delivery Methods
and for the subm ssion of such proposals.

7.1. Requirements for Registration of Event Notification Delivery
Met hods

Regi stered | PP Event Notification Delivery Methods are expected to
foll ow a nunber of requirenments described bel ow.

7.1.1. Required Characteristics

A Delivery Method Docunment MJST either (1) contain all of the
semantics of the Delivery Method or (2) contain the | PP Delivery

Met hod regi stration requirenents and a profile of sone other protocol
that in conbination is the Delivery Method (e.g., mailto). The
Del i very Method Docurment (and any docunents it requires) MJST define
either (1) a URL for a Push Delivery Method that the neets the

requi renents of [RFC2717]. or (2) a keyword for a Pull Delivery

met hod.

| PP Event Notification Delivery Method Docunents MJUST neet the
requirenents of this docunent (see sections 9 and 10).

In addition, a Delivery Method Document MJST contain the follow ng
i nfornation:

Type of registration: |PP Event Notification Delivery Method
Name of this delivery nethod:

Proposed URL schene nane of this Push Delivery Method or the
keyword nanme of this Pull Delivery Method:

Nane of proposer:

Addr ess of proposer:
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Emai | address of proposer:

Is this delivery method REQUI RED or OPTI ONAL for confornmance to
the 1 PP Event Notification and Subscriptions docunent:

Is this delivery nethod defining Machi ne Consumabl e and/ or Hunan
Consumabl e content:

7.1.2. Naming Requirenents

Exactly one (URL schene or keyword) nanme MJST be assigned to each
Del i very Met hod.

Each assi gned nanme MJST uniquely identify a single Delivery Method.
Al'l Push Delivery Method names MJUST conformto the rules for URL
schene nanes, according to [ RFC2396] and [ RFC2717] for schenmes in the
| ETF tree. Al Pull Delivery Method nanes MJUST conformto the rules
for keywords according to [ RFC2911].

7.1.3. Functionality Requirenents

Del i very Met hods MJST function as a protocol that is capable of
delivering (push or pull) I PP Event Notifications to Notification
Reci pi ent s.

7.1.4. Usage and | nplenentati on Requirements

Use of a large nunber of Delivery Methods nmay hamper
interoperability. However, the use of a |arge nunber of undocumented
and/ or unl abel ed Del i very Methods hanpers interoperability even nore.

A Delivery Method should therefore be registered ONLY if it adds
significant functionality that is valuable to a | arge conmunity, OR
if it docunents existing practice in a large community. Note that
Delivery Methods registered for the second reason should be
explicitly marked as being of limted or specialized use and shoul d
only be used with prior bilateral agreenent.

7.1.5. Publication Requirenments

Del i very Met hod Docunments MUST be published in a standards track,
i nformati onal, or experinental RFCs.

7.2. Registration Procedure

The PP W5 is devel oping a small nunber of Delivery Methods which are
i ntended to be published as standards track RFCs. However, sone
parties may wi sh to register additional Delivery Methods in the
future. This section describes the procedures for these additional
Delivery Methods.
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7.2.1. Present the proposal to the Comunity

First the Delivery Method Docunment MJST be an Internet-Draft with a
target category of standards track, informational, or experinental
The sane MJST be true for any docunents that it references.

Del i ver the proposed Delivery Method Docunent proposal to the

"i pp@wg.org" mailing list. This mailing list has been established
by [RFC2911] for review ng proposed registrations and di scussing
other IPP matters. Proposed Delivery Method Docunents are not
formally regi stered and MUST NOT be used until approved.

The intent of the public posting is to solicit comments and feedback
on the definition and suitability of the Delivery Method and the name
chosen for it over a four week period.

7.2.2. Delivery Method Revi ewer

The Delivery Method Reviewer is the sanme person who has been

appoi nted by the | ETF Application Area Director(s) as the | PP

Desi gnat ed Expert according to [ RFC2911] and [l ANA-CON]. Wen the

four week period is over and the | PP Designated Expert is convinced
that consensus has been achi eved, the | PP Desi gnated Expert either

approves the request for registration or rejects it. Rejection may
occur because of significant objections raised on the list or

obj ections raised externally.

Deci si ons made by the Reviewer nust be posted to the i pp@wg.org
mailing list within 14 days. Decisions made by the Revi ewer may be
appeal ed to the | ESG

7.2.3. 1ANA Registration

Provided that the Delivery Method registration proposal has either
passed review or has been successfully appealed to the IESG the | ANA
will be notified by the delivery nethod revi ewer and asked to
register the Delivery Method and nmake it available to the community.

7.3. Delivery Method Document Registrations

Each Push Delivery Method Docunent defines a URI schenme. Such a UR
scheme is used in a URI value of the "notification-recipient” (uri)
Subscription Tenplate attribute (see section 5.3.1) and the uri Schene
val ue of the "notify-schemes-supported” (1setOf uri Schene 5.3.1.1)
Printer attribute(see section ). Rather than creating a separate
section in the I PP Registry for Delivery Methods, Push Delivery

Met hods will be registered as an additional value of the "notify-
schenes-supported" Printer attribute. These uriSchene values wll be
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regi stered according to the procedures of [RFC2911] section 7.1 for
additional attribute values. Therefore, the PP Registry entry for a
Push Delivery Method will be of the form

Attribute
Val ue Ref . Secti on
notify-schemes-supported (1lsetf uri Schene) [RFC3995] 5.3.1.1
<schene nane> RFC xxxx m n

Each Pull Delivery Method Docunent defines a keyword nmethod which is
regi stered as an additional value of the "notify-pull-nethod" and
"notify-pull-method-supported” Printer attributes. These keyword
values will be registered according to the procedures of [RFC2911]
section 7.1 for additional attribute values. Therefore, the IPP
Registry entry for a Pull Delivery Method will be of the form

Attribute
Val ue Ref . Section
notify-pull-nethod (type2 keyword) [ RFC3995] 5.3.2

notify-pul |l -nethod-supported (1lsetOf type2 keyword)
[RFC3995] 5.3.2.1
<met hod keyword nane> RFC xXxXX mn

7.4. Registration Tenpl ate

To: ipp@wg. org
Subj ect: Registration of a new Delivery Method

Delivery Method nane:

(Al'l Push Delivery Method nanes nust be suitable for use as the val ue
of a URL schene in the IETF tree and all Pull Delivery Method nanes
must be suitable | PP keywords according to [ RFC2911])

Publ i shed specification(s):

(A specification for the Delivery Method nust be openly avail abl e
that accurately describes what is being registered.)

Person & email address to contact for further infornmation:
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Internationalization Considerations

This PP Notification specification continues support for the
internationalization of [RFC2911] of attributes containing text
strings and nanes. Allowi ng a Subscribing Client to specify a
different natural |anguage and charset for each Subscription Object
i ncreases the internationalization support.

The Printer MJST be able to localize the content of Human Consunabl e
Event Notifications and to localize the value of "notify-text"
attribute in Machine Consumabl e Event Notifications that it delivers
to Notification Recipients. For localization, the Printer MJST use
the value of the "notify-charset” attribute and the "notify-natural -
| anguage" attribute in the Subscription Cbject supplied by the
Subscribing dient.

Security Considerations

Clients submitting Notification requests to the IPP Printer have the
same security issues as submitting an IPP/1.1 print job request (see
[ RFC2911] section 3.2.1 and section 8). The same nmechani sns used by
IPP/1.1 can therefore be used by the client Notification subm ssion
Operations that require authentication can use the HITP

aut hentication. Operations that require privacy can use the HTTP/ TLS
privacy. As with IPP/1.1 Print Job Objects, if there is no security
on Subscription Cbjects, sequential assignment of subscription-ids
exposes the systemto a passive traffic nonitoring threat.

1. dient access rights

The Subscription Object access control nodel is the sane as the
access control model for Job objects. The client MJST have the
foll owi ng access rights for the indicated Subscription operations:

1. Create-Job-Subscriptions (see section 11.1.1): A Per-Job
Subscription object is associated with a Job. To create Per-Job
Subscription bjects, the authenticated user (see [ RFC2911]
section 8.3) performng this operation MJST (1) be the job owner,
(2) have Operator or Administrator access rights for this Printer
(see [ RFC2911] sections 1 and 8.5), or (3) be otherw se authorized
by the Printer’s adnministrator-configured security policy to
create Per-Job Subscription Qobjects for the target job.

2. Create-Printer-Subscriptions (see section 11.1.2): A Per-Printer
Subscription object is associated with the Printer. To create
Per-Printer Subscription Cbjects, the authenticated user (see
[ RFC2911] section 8.3) performing this operation MIST (1) have
Operator or Admi nistrator access rights for this Printer (see
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[ RFC2911] sections 1 and 8.5) or (2) be otherw se authorized by
the Printer’s adm nistrator-configured security policy to create
Per-Printer Subscription Cbjects for this Printer.

3. CGet-Subscription-Attributes (see section 11.2.4): The access
control nodel for this operation is the same as that of the Get-
Job-Attributes operation (see [RFC2911] section 3.3.4). The
primary difference is that a Get-Subscription-Attributes operation
is directed at a Subscription Cbject rather than at a Job object,
and a returned attribute group contains Subscription Object
attributes rather than Job object attributes. To query the
speci fied Subscription ohject, the authenticated user (see
[ RFC2911] section 8.3) perfornming this operation MJST (1) be the
Subscription Object owner, (2) have Operator or Adm nistrator
access rights for this Printer (see [RFC2911] sections 1 and 8.5),
or (3) be otherwi se authorized by the Printer’s adm nistrator-
configured security policy to query the Subscription Object for
the target job. Furthernore, the Printer’s security policy MAY
limt which attributes are returned, in a manner simlar to the
Get-Job-Attributes operation (see [RFC2911] end of section
3.3.4.2).

4, Get-Subscriptions (see section 11.2.5): The access control nodel
for this operation is the same as that of the Get-Jobs operation
(see [ RFC2911] section 3.2.6). The primary difference is that the
operation is directed at Subscription Objects rather than at Job
objects, and the returned attribute groups contain Subscription
bj ect attributes rather than Job object attributes. To query
Per-Job Subscription Objects of the specified job (client supplied
the "notify-job-id" operation attribute - see section 11.2.5.1.1),
the aut henticated user (see [RFC2911] section 8.3) perfornming this
operation MJST (1) be the Subscription Obhject owner, (2) have
Operator or Adm nistrator access rights for this Printer (see
[ RFC2911] sections 1 and 8.5), or (3) be otherw se authorized by
the Printer’s adm nistrator-configured security policy to query
the Subscription oject for the target job. To query Per-Printer
Subscription bjects of the Printer (client omits the "notify-
job-id" operation attribute - see section 11.2.5.1.1), the
aut henti cated user (see [RFC2911] section 8.3) performng this
operation MJST (1) have Operator or Adninistrator access rights
for this Printer (see [RFC2911] sections 1 and 8.5), or (2) be
ot herwi se authorized by the Printer’s adninistrator-configured
security policy to query Per-Printer Subscription Cbjects for the
target Printer. Furthernore, the Printer’s security policy NMAY
limt which attributes are returned, in a manner simlar to the
Get -Job-Attributes operation (see [RFC2911] end of section
3.2.6.2).
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5. Renew Subscriptions (see section 11.2.6): The authenticated user
(see [ RFC2911] section 8.3) performng this operation MIST (1) be
the owner of the Per-Printer Subscription Object, (2) have
Qperator or Adm nistrator access rights for the Printer (see
[ RFC2911] sections 1 and 8.5), or (3) be otherw se authorized by
the Printer’s adm nistrator-configured security policy to renew
Per-Printer Subscription Cbjects for the target Printer

6. Cancel - Subscription (see section 11.2.7): The authenticated user
(see [ RFC2911] section 8.3) performng this operation MIST (1) be
the owner of the Subscription hject, (2) have Operator or
Adni ni strator access rights for the Printer (see [ RFC2911]
sections 1 and 8.5), or (3) be otherw se authorized by the
Printer’s admni strator-configured security policy to cancel the
target Subscription bject.

The standard security concerns (delivery to the right user, privacy
of content, tanper proof content) apply to each Delivery Method.
Some Delivery Methods are nore secure than others. Each Delivery
Met hod Document MUST di scuss its Security Considerations.

2. Printer security threats

Notification trap door: If a Printer supports the OPTIONAL "notify-
attributes" Subscription Tenplate attribute (see section 5.3.4) where
the client can request that the Printer return any specified Job
Printer, and Subscription object attributes, the Printer MJST apply
the sane security policy to these requested attributes in the Get-
Notifications request as it does for the Get-Jobs, GCet-Job-
Attributes, Get-Printer-Attributes, and Get-Subscription-Attributes
requests.

3. Notification Recipient security threats

Unwant ed Events Notifications (span): For any Push Delivery Mt hod,
by far the biggest security concern is the abuse of notification
delivering unwanted Event Notifications to third parties (i.e.

spam). The problemis made worse by notification addresses that may
be redistributed to nultiple parties. There exist scenarios where
third party notification is used (see Scenario #2 and #3 in

[ RFC3997]). Any fully secure solution would require active agreenent
of all recipients before delivering anything.
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Descri ption of the base | PP docunents (Informative)
The base set of | PP docunents includes:

Design Goals for an Internet Printing Protocol [RFC2567]

Rationale for the Structure and Mbdel and Protocol for the Internet
Printing Protocol [RFC2568]

Internet Printing Protocol/1.1: Mddel and Semantics [ RFC2911]

Internet Printing Protocol/1.1: Encoding and Transport [RFC2910]

Internet Printing Protocol/1.1: Inplenmenter’s Quide [ RFC3196]

Mappi ng between LPD and | PP Protocols [ RFC2569]

The "Design Coals for an Internet Printing Protocol"” docunent takes a
broad | ook at distributed printing functionality, and it enunerates
real-life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirenents for three types of users: end users, operators, and

adm nistrators. It calls out a subset of end user requirenents that
are satisfied in PP/ 1.0 [ RFC2566, RFC2565]. A few OPTI ONAL oper at or
operations have been added to IPP/1.1 [ RFC2911, RFC2910].

The "Rationale for the Structure and Mbdel and Protocol for the
Internet Printing Protocol" docunment describes IPP froma high | eve
view, defines a roadmap for the various docunents that formthe suite
of I PP specification docunents, and gi ves background and rational e
for the | ETF | PP working group’s maj or deci sions.

The "Internet Printing Protocol/1.1: Mdel and Senantics" docunent
describes a sinplified nodel with abstract objects, their attributes,
and their operations. The nodel introduces a Printer and a Job. The
Job supports nultiple docunents per Job. The nodel document al so
addresses how security, internationalization, and directory issues
are addressed.

The "Internet Printing Protocol/1.1: Encoding and Transport" docunent
is a formal mapping of the abstract operations and attributes defined
in the nodel docunent onto HTTP/1.1 [RFC2616]. It also defines the
encoding rules for a new Internet MM nedia type called
"application/ipp". This docunment al so defines the rules for
transporting over HTTP a nessage body whose Content-Type is
"application/ipp". This docunent defines the 'ipp schene for
identifying I PP printers and jobs.

The "Internet Printing Protocol/1.1: Inplenenter’s Quide" docunent
gives insight and advice to inplenmenters of IPP clients and | PP
objects. It is intended to help themunderstand IPP/1.1 and sone of
the considerations that nay assist themin the design of their client
and/ or | PP object inplenmentations. For exanple, a typical order of
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processing requests is given, including error checking.
for sone of the specification decisions is also included.

| PP. Event Notifications and Subscriptions
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Mot i vati on

The "Mappi ng between LPD and | PP Protocol s" docunent gives sone
advice to inplenmenters of gateways between | PP and LPD (Line Printer

Daenon) i npl enent ati ons.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunment and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCRED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPGCSE.

Intellectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.orgl/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nmay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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