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Thi s docunment defines an Experinmental protocol for the Internet
community. The | ESG expects that a revised version of this protoco
wi Il be published as Proposed Standard protocol. The Proposed

St andard, when published, is expected to change fromthe protoco
defined in this meno. |In particular, it is expected that the
standards-track version of the protocol wll incorporate strong

aut hentication and privacy features, and that an "ipp:" URL type will
be defined which supports those security neasures. Oher changes to
the protocol are also possible. Inplementors are warned that future
versions of this protocol may not interoperate with the version of

| PP defined in this docunent, or if they do interoperate, that sone
protocol features may not be avail abl e.

The |1 ESG encour ages experinentation with this protocol, especially in
combination with Transport Layer Security (TLS) [RFC 2246], to help
determ ne how TLS nmay effectively be used as a security layer for

| PP.
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Abst ract

This docunment is one of a set of docunents, which together describe
all aspects of a new Internet Printing Protocol (IPP). IPPis an
application level protocol that can be used for distributed printing
using Internet tools and technol ogies. This docunent describes a
simplified nmodel consisting of abstract objects, their attributes,
and their operations that is independent of encoding and transport.
The nmodel consists of a Printer and a Job object. A Job optionally
supports nultiple docunents. |IPP 1.0 senantics allow end-users and
operators to query printer capabilities, submt print jobs, inquire
about the status of print jobs and printers, and cancel print jobs.
Thi s docunent al so addresses security, internationalization, and
directory issues.

The full set of | PP docunents includes:

Design Goals for an Internet Printing Protocol [RFC2567]

Rationale for the Structure and Mbdel and Protocol for the Internet
Printing Protocol [RFC2568]

Internet Printing Protocol/1.0: Mdel and Semantics (this docunent)

Internet Printing Protocol/1.0: Encoding and Transport [ RFC2565]

Internet Printing Protocol/1.0: Inplementer’s CQuide [ipp-iidg]

Mappi ng between LPD and | PP Protocols [ RFC2569]

The "Design Goals for an Internet Printing Protocol" document takes a
broad | ook at distributed printing functionality, and it enumerates
real -life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirenents for three types of users: end users, operators, and

adm nistrators. It calls out a subset of end user requirenents that
are satisfied in IPP/1.0. Operator and adm ni strator requirenents
are out of scope for version 1.0.

The "Rationale for the Structure and Mbdel and Protocol for the
Internet Printing Protocol" docunent describes |IPP froma high |eve
vi ew, defines a roadmap for the various docunents that formthe suite
of I PP specifications, and gives background and rationale for the

| ETF wor ki ng group’s maj or deci sions.

The "Internet Printing Protocol/1.0: Encoding and Transport" docunent
is a formal mapping of the abstract operations and attributes defined
in the nodel docunent onto HTTP/1.1. It defines the encoding rules
for a new Internet nedia type called "application/ipp".

The "Internet Printing Protocol/1.0: Inplenenter’s Guide" docunent

gives insight and advice to inplenmenters of IPP clients and | PP
objects. It is intended to help themunderstand | PP/ 1.0 and sone of
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the considerations that may assist themin the design of their client

and/ or | PP object inplementations. For exanple, a typical

order of

processing requests is given, including error checking. Mdtivation

for sone of the specification decisions is also included.

The "Mappi ng between LPD and | PP Protocol s" docunent gives sone
advice to inplenmenters of gateways between | PP and LPD (Line Printer

Daenon) i npl enent ati ons.
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job-priority (integer(1:100))

j ob-hol d-until (type3 keyword | name (MAX))
j ob-sheets (type3 keyword | nane( MAX))
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1.

I nt roducti on

The Internet Printing Protocol (IPP) is an application |evel protoco
that can be used for distributed printing using Internet tools and
technol ogies. |PP version 1.0 (I PP/ 1.0) focuses only on end user
functionality. This docunment is just one of a suite of docunments
that fully define IPP. The full set of |IPP docunents includes:

Design Goals for an Internet Printing Protocol [RFC2567]

Rationale for the Structure and Mbdel and Protocol for the Internet
Printing Protocol [RFC2568]

Internet Printing Protocol/1.0: Mdel and Semantics (this docunment)

Internet Printing Protocol/1.0: Encoding and Transport [ RFC2565]

Internet Printing Protocol/1.0: Inplementer’s GQuide [ipp-iidg]

Mappi ng between LPD and | PP Protocols [ RFC2569]

Anyone readi ng these docunents for the first time is strongly
encouraged to read the I PP docunments in the above order.

This docunent is laid out as foll ows:

- The rest of Section 1 is an introduction to the IPP sinplified
nodel for distributed printing.

- Section 2 introduces the object types covered in the nodel with
their basic behaviors, attributes, and interactions.

- Section 3 defines the operations included in IPP/1.0. |IPP
operations are synchronous, therefore, for each operation, there
is a both request and a response.

- Section 4 defines the attributes (and their syntaxes) that are
used in the nodel

- Sections 5 - 6 sunmmarizes the inplenentation confornmance
requirenents for objects that support the protocol and | ANA
consi derations, respectively.

- Sections 7 - 11 cover the Internationalization and Security
consi derations as well as References, Author contact information,
and Formats for Registration Proposals.

- Sections 12 - 14 are appendi ces that cover Term nol ogy, Status
Codes and Messages, and "nedi a" keyword val ues.

deBry, et al. Experi ment al [ Page 8]
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Not e: This document uses terns such as "attributes”
"keywords", and "support". These terns have specia
meani ng and are defined in the nodel termnology section
12.2. Capitalized terns, such as MJUST, MJST NOT, REQUI RED
SHOULD, SHOULD NOT, MAY, NEED NOT, and OPTI ONAL, have
special nmeaning relating to conformance. These terns are
defined in section 12.1 on confornance termnol ogy, nost of
which is taken from RFC 2119 [ RFC2119].

- Section 15 is an appendix that helps to clarify the effects of
interactions between related attributes and their val ues.

- Section 16 is an appendi x that enunmerates the subset of Printer
attributes that forma generic directory schema. These
attributes are useful when registering a Printer so that a
client can find the Printer not just by name, but by filtered
searches as wel |l

- Section 17 is an appendi x that provides a Change History
sunmari zing the clarification and changes that night affect an
i mpl erent ati on since the June 30, 1998 draft.

1.1 Sinmplified Printing Mde

In order to achieve its goal of realizing a workable printing
protocol for the Internet, the Internet Printing Protocol (IPP) is
based on a sinplified printing nodel that abstracts the nmany
components of real world printing solutions. The Internet is a

di stributed conputing environment where requesters of print services
(clients, applications, printer drivers, etc.) cooperate and interact
with print service providers. This nodel and semantics docunent
describes a sinple, abstract nodel for |PP even though the underlying
configurations may be conplex "n-tier" client/server systems. An
important sinplifying step in the PP nodel is to expose only the key
objects and interfaces required for printing. The nodel described in
t hi s nodel docunent does not include features, interfaces, and

rel ati onships that are beyond the scope of the first version of |IPP
(IPP/1.0). IPP/1.0 incorporates many of the relevant ideas and

| essons | earned from ot her specification and devel opment efforts
[HTPP] [1SOL0175] [LDPA] [P1387.4] [PSIS] [RFCL179] [SWP]. IPPis
heavily influenced by the printing nodel introduced in the Docunent
Printing Application (DPA) [I1S0L0175] standard. Although DPA
specifies both end user and admi nistrative features, |PP version 1.0
(IPP/1.0) focuses only on end user functionality.

The 1 PP/ 1.0 nodel encapsul ates the inportant conponents of
distributed printing into two object types:

- Printer (Section 2.1)
- Job (Section 2.2)
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Each object type has an associated set of operations (see section 3)
and attributes (see section 4).

It is inmportant, however, to understand that in real system

i mpl ementations (which Iie underneath the abstracted | PP/ 1.0 nodel),
there are other conponents of a print service which are not
explicitly defined in the IPP/1.0 nodel. The follow ng figure
illustrates where IPP/1.0 fits with respect to these other
conponents.

Fommm e +
| Application |
o] oL [
\ |/ | Spool er |
/I \ oo [ S +
End- User | Print Driver |---|] File [
LT + 4----- + 4o Fomme - I SIS TR
| Browser | | GU | [ [
[ [ + - - 4--+ | |
I I I I
| B +---+ |
N D S | [ | PP Client [------------ +
o | E | o R +
T R C | |
I E U |
F C R ----mmmmam--- Transport ------------------
I T |
cC O T [ -+
A R Y e e +
T Y | PP Server |
| Fommmm e s B + |
o I I
N S R + | IPP Printer
| Print Service | |
Ny +
| --+
L T +
| Qutput Device(s)]
e e e e e oo - +

An | PP Printer object encapsulates the functions nornally associated
wi t h physical output devices along with the spooling, scheduling and
mul ti pl e devi ce managenent functions often associated with a print
server. Printer objects are optionally registered as entries in a
directory where end users find and sel ect them based on sone sort of
filtered and context based searchi ng nechani sm (see section 16). The
directory is used to store relatively static information about the
Printer, allowing end users to search for and find Printers that
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match their search criteria, for exanple: name, context, printer
capabilities, etc. The nore dynanmic information, such as state,
currently | oaded and ready nedia, nunmber of jobs at the Printer
errors, warnings, and so forth, is directly associated with the
Printer object itself rather than with the entry in the directory
which only represents the Printer object.

IPP clients inplenment the | PP protocol on the client side and give
end users (or prograns running on behalf of end users) the ability to
query Printer objects and submit and nmanage print jobs. An |PP
server is just that part of the Printer object that inplenments the
server-side protocol. The rest of the Printer object inplenents (or
gateways into) the application semantics of the print service itself.
The Printer objects nmay be enbedded in an output device or may be

i npl emented on a host on the network that conmuni cates with an out put
devi ce.

When a job is submitted to the Printer object and the Printer object
validates the attributes in the subm ssion request, the Printer

obj ect creates a new Job object. The end user then interacts with
this new Job object to query its status and nonitor the progress of
the job. End users nmay al so cancel the print job by using the Job
obj ect’s Cancel -Job operation. The notification service is out of
scope for I PP/ 1.0, but using such a notification service, the end
user is able to register for and receive Printer specific and Job
specific events. An end user can query the status of Printer objects
and can follow the progress of Job objects by polling using the Get-
Printer-Attributes, Get-Jobs, and Get-Job-Attributes operations.

2. | PP bjects

The 1 PP/ 1.0 nodel introduces objects of type Printer and Job. Each
type of object nodels rel evant aspects of a real-world entity such as
a real printer or real print job. Each object type is defined as a
set of possible attributes that may be supported by instances of that
obj ect type. For each object (instance), the actual set of supported
attributes and val ues describe a specific inplementation. The
object’s attributes and values describe its state, capabilities,
realizable features, job processing functions, and default behaviors
and characteristics. For exanple, the Printer object type is defined
as a set of attributes that each Printer object potentially supports.
In the same manner, the Job object type is defined as a set of
attributes that are potentially supported by each Job object.

Each attribute included in the set of attributes defining an object
type is | abel ed as:
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"REQUI RED"': each object MJST support the attribute.
- "OPTIONAL": each object MAY support the attribute.

There is no such sinmlar |abeling of attribute values. However, if
an i npl enmentation supports an attribute, it MJST support at |east one
of the possible values for that attribute.

2.1 Printer (bject

The maj or conponent of the IPP/1.0 nodel is the Printer object. A
Printer object inplenments the server-side of the IPP/1.0 protocol
Using the protocol, end users nmay query the attributes of the Printer
obj ect and submit print jobs to the Printer object. The actua

i mpl ement ati on conponents behind the Printer abstraction may take on
different fornms and different configurations. However, the node
abstraction allows the details of the configuration of rea
conponents to remai n opaque to the end user. Section 3 describes
each of the Printer operations in detail.

The capabilities and state of a Printer object are described by its
attributes. Printer attributes are divided into two groups:

- "job-tenplate" attributes: These attributes describe supported
j ob processing capabilities and defaults for the Printer object.
(See section 4.2)

- "printer-description" attributes: These attributes describe the
Printer object’s identification, state, |ocation, references to
other sources of information about the Printer object, etc. (see
section 4.4)

Since a Printer object is an abstraction of a generic docunment out put
device and print service provider, a Printer object could be used to
represent any real or virtual device with semantics consistent with
the Printer object, such as a fax device, an inmmger, or even a CD
witer.

Sone exanpl es of configurations supporting a Printer object include:

1) An output device with no spooling capabilities
2) An output device with a built-in spooler
3) A print server supporting PP with one or nore associ ated out put
devi ces
3a) The associ ated output devices may or may not be capabl e of
spool i ng j obs
3b) The associ ated output devices may or may not support |PP

deBry, et al. Experi ment al [ Page 12]



RFC 2566 | PP/ 1. 0: Model and Senantics April 1999

The followi ng figures show sone exanples of how Printer objects can
be realized on top of various distributed printing configurations.
The enbedded case bel ow represents configurations 1 and 2. The hosted
and fan-out figures bel ow represent configurations 3a and 3b.

Legend:

##### indicates a Printer object which is
ei ther enbedded in an output device or is
hosted in a server. The Printer object
m ght or might not be capabl e of queui ng/spooling.

any i ndi cates any network protocol or direct

connect, including IPP

enbedded printer
out put devi ce

T +
O +-------- + | HH#HHARRHYT |
[|\ | client |------------ IPP-------m--- ># Printer # |
A R + | # oject # |
| H#HHHHARRRHHE |
o e oo +
hosted printer:
Fom e e e oo +
O +-------- + H [ [
[|\ | client |--1PP--># Printer #-any->| output device
A R + # Qoject # [ [
HARBHEHH ] S +
o e oo +
fan out | |
+-->| output device
any/ | |
O +-------- + Hi#RRHHHHTRE ] LR +
[1\ | client |-IPP-># Printer #--*
A R + # Cbject # \ S R +

HEHH#RHH AR any)\ [
+-->| output device
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2.2 Job nject

A Job object is used to nodel a print job. A Job object contains
docunents. The information required to create a Job object is sent
in a create request fromthe end user via an IPP Client to the
Printer object. The Printer object validates the create request, and
if the Printer object accepts the request, the Printer object creates
the new Job object. Section 3 describes each of the Job operations
in detail.

The characteristics and state of a Job object are described by its
attributes. Job attributes are grouped into two groups as follows:

- "job-tenplate" attributes: These attributes can be supplied by
the client or end user and include job processing instructions
which are intended to override any Printer object defaults and/or
i nstructions enbedded within the docunent data. (See section 4.2)

- "job-description" attributes: These attributes describe the Job
object’s identification, state, size, etc. The client supplies
some of these attributes, and the Printer object generates others.
(See section 4.3)

An i npl enentati on MJST support at |east one docunent per Job object.
An i npl enentati on MAY support multiple docunments per Job object. A
docunent is either:

- a stream of docunent data in a format supported by the Printer
object (typically a Page Description Language - PDL), or
- a reference to such a stream of docunent data

In IPP/1.0, a docunent is not nodeled as an | PP object, therefore it
has no object identifier or associated attributes. Al job
processing instructions are nodel ed as Job object attributes. These
attributes are called Job Tenplate attributes and they apply equally
to all docunents within a Job object.

2.3 bj ect Relationships

| PP objects have rel ationships that are maintai ned persistently al ong
with the persistent storage of the object attributes.

A Printer object can represent either one or nore physical output
devices or a logical device which "processes" jobs but never actually
uses a physical output device to put marks on paper. Exanples of

| ogi cal devices include a Wb page publisher or a gateway into an
onl i ne docunent archive or repository. A Printer object contains
zero or nore Job objects.
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A Job object is contained by exactly one Printer object, however the
i dentical document data associated with a Job object could be sent to
either the same or a different Printer object. |In this case, a
second Job object would be created which would be al nost identical to
the first Job object, however it would have new (different) Job
object identifiers (see section 2.4).

A Job object is either enpty (before any docunents have been added)
or contains one or nore documents. |If the contained docunent is a
stream of docunent data, that stream can be contained in only one
docunent. However, there can be identical copies of the streamin
ot her docunents in the same or different Job objects. |If the
cont ai ned docunent is just a reference to a stream of docunent data,
ot her documents (in the sanme or different Job object(s)) may contain
the sane reference

2.4 bject ldentity

Al Printer and Job objects are identified by a Uniform Resource
Identifier (URI) [RFC2396] so that they can be persistently and

unamnbi guously referenced. The notion of a URl is a useful concept,
however, until the notion of URl is nore stable (i.e., defined nore
compl etely and depl oyed nore widely), it is expected that the URI's
used for I PP objects will actually be URLs [ RFC2396]. Since every
URL is a specialized formof a URI, even though the nore generic term
URI is used throughout the rest of this docunent, its usage is
intended to cover the nore specific notion of URL as well.

An admi ni strator configures Printer objects to either support or not
support authentication and/ or nessage privacy using SSL3 [SSL] (the
mechani sm for security configuration is outside the scope of
IPP/1.0). 1In sone situations, both types of connections (both

aut henti cated and unaut henti cated) can be established using a single
conmmmuni cati on channel that has sonme sort of negotiation nechani sm
In other situations, nultiple communication channels are used, one
for each type of security configuration. Section 8 provides a ful
description of all security considerations and configurations.

If a Printer object supports nore than one communi cati on channel

sonme or all of those channels night support and/or require different
security nechanisns. In such cases, an administrator coul d expose

t he sinultaneous support for these multiple comunication channels as
multiple URIs for a single Printer object where each URI represents
one of the comunication channels to the Printer object. To support
this flexibility, the IPP Printer object type defines a nulti-val ued
identification attribute called the "printer-uri-supported"”
attribute. It MJST contain at |east one URI. It MAY contain nore
than one URI. That is, every Printer object will have at |east one
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URI that identifies at |east one comunication channel to the Printer
object, but it may have nore than one URI where each URI identifies a
di fferent conmuni cati on channel to the Printer object. The
"printer-uri-supported" attribute has a conpanion attribute, the
"uri-security-supported" attribute, that has the sane cardinality as

"printer-uri-supported". The purpose of the "uri-security-supported"
attribute is to indicate the security nechanisns (if any) used for
each URI listed in "printer-uri-supported". These two attributes are

fully described in sections 4.4.1 and 4. 4. 2.

When a job is submitted to the Printer object via a create request,
the client supplies only a single Printer object URI. The client
supplied Printer object URI MJUST be one of the values in the
"printer-uri-supported” Printer attribute.

Note: |PP/1.0 does not specify how the client obtains the client
supplied URI, but it is RECOMMENDED that a Printer object be
registered as an entry in a directory service. End-users and
prograns can then interrogate the directory searching for Printers.
Section 16 defines a generic schema for Printer object entries in the
directory service and describes how the entry acts as a bridge to the
actual IPP Printer object. The entry in the directory that
represents the I PP Printer object includes the possibly many URIs for
that Printer object as values in one its attributes.

When a client submits a create request to the Printer object, the
Printer object validates the request and creates a new Job object.
The Printer object assigns the new Job object a URI which is stored
inthe "job-uri" Job attribute. This URI is then used by clients as
the target for subsequent Job operations. The Printer object
generates a Job URI based on its configured security policy and the
URI used by the client in the create request.

For exanple, consider a Printer object that supports both a

communi cati on channel secured by the use of SSL3 (using HITP over
SSL3 with an "https" schened URI) and another open communication
channel that is not secured with SSL3 (using a sinple "http" schened
URI). If aclient were to submit a job using the secure URI, the
Printer object would assign the new Job object a secure URI as well.
If aclient were to subnmit a job using the open-channel URI, the
Printer would assign the new Job object an open-channel URI.

In addition, the Printer object also populates the Job object’s
"job-printer-uri" attribute. This is a reference back to the Printer
object that created the Job object. |If a client only has access to a
Job object’s "job-uri" identifier, the client can query the Job’s
"job-printer-uri" attribute in order to determ ne which Printer

obj ect created the Job object. |If the Printer object supports nore
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than one URI, the Printer object picks the one URl supplied by the
client when creating the job to build the value for and to popul ate
the Job’s "job-printer-uri” attribute.

Al'l owi ng Job objects to have URIs allows for flexibility and
scalability. For exanple, in sone inplenentations, the Printer

obj ect might create Jobs that are processed in the sane |oca
environnment as the Printer object itself. |In this case, the Job UR
m ght just be a conposition of the Printer’s URI and some uni que
conmponent for the Job object, such as the unique 32-bit positive

i nteger nmentioned later in this paragraph. 1In other inplenentations,
the Printer object nmight be a central clearing-house for validating
all Job object creation requests, but the Job object itself might be
created in sonme environment that is remote fromthe Printer object.
In this case, the Job object’s URI may have no physical -1 ocation
relationship at all to the Printer object’s URI. Again, the fact
that Job objects have URIs allows for flexibility and scalability,
however, many existing printing systens have | ocal nodels or
interface constraints that force print jobs to be identified using
only a 32-bit positive integer rather than an independent URI. This
nuneric Job IDis only unique within the context of the Printer
object to which the create request was originally submtted.
Therefore, in order to allow both types of client access to | PP Job
obj ects (either by Job URI or by nuneric Job ID), when the Printer
obj ect successfully processes a create request and creates a new Job
object, the Printer object MJST generate both a Job URI and a Job ID
The Job ID (stored in the "job-id" attribute) only has neaning in the
context of the Printer object to which the create request was
originally submtted. This requirenment to support both Job URIs and
Job IDs allows all types of clients to access Printer objects and Job
objects no matter the | ocal constraints inposed on the client

i mpl enent at i on.

In addition to identifiers, Printer objects and Job objects have
nanes ("printer-nane" and "job-nane"). An object nane NEED NOT be
uni que across all instances of all objects. A Printer object’s name
is chosen and set by an administrator through some nechani sm out si de
the scope of IPP/1.0. A Job object’s nane is optionally chosen and
supplied by the IPP client subnmitting the job. |If the client does
not supply a Job object name, the Printer object generates a nane for
the new Job object. In all cases, the nane only has |ocal neaning.

To summari ze

- Each Printer object is identified with one or nore URIs. The
Printer’s "printer-uri-supported" attribute contains the URI(s).
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3.

- The Printer object’s "uri-security-supported" attribute
identifies the comruni cati on channel security protocols that may
or may not have been configured for the various Printer object
URIs (e.g., 'ssl3 or 'none').

- Each Job object is identified with a Job URI. The Job’s "job-uri"
attribute contains the URl.

- Each Job object is also identified with Job ID which is a 32-bit,
positive integer. The Job’s "job-id" attribute contains the Job
ID. The Job IDis only unique within the context of the Printer
obj ect which created the Job object.

- Each Job object has a "job-printer-uri" attribute which contains
the URI of the Printer object that was used to create the Job
object. This attribute is used to determ ne the Printer object
that created a Job object when given only the URI for the Job
object. This linkage is necessary to determ ne the |anguages,
charsets, and operations which are supported on that Job (the
basis for such support cones fromthe creating Printer object).

- Each Printer object has a nane (which is not necessarily unique).
The adni ni strator chooses and sets this nane through sone
mechani sm out si de the scope of IPP/1.0 itself. The Printer
object’s "printer-nanme” attribute contains the nane.

- Each Job object has a nane (which is not necessarily unique). The
client optionally supplies this nane in the create request. |If
the client does not supply this nane, the Printer object generates
a nane for the Job object. The Job object’s "job-nane" attribute
contai ns the nane.

| PP Qperations

| PP obj ects support operations. An operation consists of a request
and a response. \Wen a client comunicates with an | PP object, the
client issues an operation request to the URI for that object.
Operation requests and responses have paraneters that identify the
operation. Operations also have attributes that affect the run-tine
characteristics of the operation (the intended target, l|localization
information, etc.). These operation-specific attributes are called
operation attributes (as conpared to object attributes such as
Printer object attributes or Job object attributes). Each request
carries along with it any operation attributes, object attributes,
and/ or docunent data required to performthe operation. Each request
requires a response fromthe object. Each response indicates success
or failure of the operation with a status code as a response
paraneter. The response contains any operation attributes, object
attributes, and/or status nessages generated during the execution of
the operation request.
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This section describes the senmantics of the | PP operations, both
requests and responses, in terns of the parameters, attributes, and
other data associated with each operation

The PP/ 1.0 Printer operations are:

Print-Job (section 3.2.1)

Print-URl (section 3.2.2)

Val i dat e-Job (section 3.2.3)
Create-Job (section 3.2.4)
Get-Printer-Attributes (section 3.2.5)
Get-Jobs (section 3.2.6)

The Job operations are:

Send- Docunent (section 3.3.1)
Send- URI (section 3.3.2)
Cancel - Job (section 3.3.3)
Get-Job-Attributes (section 3.3.4)

The Send- Docunent and Send- URI Job operations are used to add a new
docunent to an existing nmulti-docunent Job object created using the
Creat e-Job operation

3.1 Common Semantics

Al'l 1 PP operations require sone conmon paramneters and operation
attributes. These comon el enents and their semantic characteristics
are defined and described in nore detail in the follow ng sections.

3.1.1 Required Paramneters
Every operation request contains the foll owi ng REQU RED par aneters:

- a "version-nunber",

- an "operation-id",

- a "request-id", and

the attributes that are REQUI RED for that type of request.

Every operation response contains the foll ow ng REQJU RED par anet ers:

- a "version-nunber",

- a "status-code",

- the "request-id" that was supplied in the correspondi ng request,
and

the attributes that are REQU RED for that type of response.
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The encodi ng and transport docunment [RFC2565] defines special rules
for the encoding of these parameters. Al other operation el enments
are represented using the nore generic encoding rules for attributes
and groups of attributes.

3.1.2 Operation I Ds and Request |Ds

Each | PP operation request includes an identifying "operation-id"
value. Valid values are defined in the "operations-supported"
Printer attribute section (see section 4.4.13). The client specifies
whi ch operation is being requested by supplying the correct
"operation-id" val ue.

In addition, every invocation of an operation is identified by a
"request-id" value. For each request, the client chooses the
"request-id" which MIST be an integer (possibly unique depending on
client requirenents) in the range from1 to 2**31 - 1 (inclusive).
This "request-id" allows clients to manage multipl e outstandi ng
requests. The receiving | PP object copies all 32-bits of the client-
supplied "request-id" attribute into the response so that the client
can match the response with the correct outstanding request, even if
the "request-id" is out of range. |If the request is term nated
before the conmplete "request-id" is received, the | PP object rejects
the request and returns a response with a "request-id" of O.

Note: In some cases, the transport protocol underneath |IPP mght be a
connection oriented protocol that would make it inpossible for a
client to receive responses in any order other than the order in

whi ch the correspondi ng requests were sent. In such cases, the
"request-id" attribute would not be essential for correct protoco
operation. However, in other nmappings, the operation responses can
come back in any order. In these cases, the "request-id" would be
essenti al

3.1.3 Attributes

Operation requests and responses are both conmposed of groups of
attributes and/or docunent data. The attributes groups are:

- Qperation Attributes: These attributes are passed in the
operation and affect the | PP object’s behavior while processing
the operation request and may affect other attributes or groups
of attributes. Some operation attributes describe the docunent
data associated with the print job and are associated with new
Job objects, however nost operation attributes do not persist
beyond the life of the operation. The description of each
operation attribute includes confornmance statenents indicating
whi ch operation attributes are REQU RED and whi ch are OPTI ONAL
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for an | PP object to support and which attributes a client MJST
supply in a request and an | PP object MJST supply in a response.

- Job Tenplate Attributes: These attributes affect the processing
of ajob. A client OPTIONALLY supplies Job Tenplate Attributes
in a create request, and the receiving object MIST be prepared to
receive all supported attributes. The Job object can | ater be
queried to find out what Job Tenplate attributes were originally
requested in the create request, and such attributes are returned
in the response as Job Object Attributes. The Printer object can
be queried about its Job Tenplate attributes to find out what
type of job processing capabilities are supported and/or what the
default job processing behaviors are, though such attributes are
returned in the response as Printer Object Attributes. The
"ipp-attribute-fidelity" operation attribute affects processing
of all client-supplied Job Tenplate attributes (see section 15
for a full description of "ipp-attribute-fidelity" and its
relationship to other attributes).

- Job Object Attributes: These attributes are returned in response
to a query operation directed at a Job object.

- Printer hject Attributes: These attributes are returned in
response to a query operation directed at a Printer object.

- Unsupported Attributes: In a create request, the client supplies
a set of Operation and Job Tenplate attributes. |f any of these
attributes or their values is unsupported by the Printer object,
the Printer object returns the set of unsupported attributes in
the response. Section 15 gives a full description of how Job
Tenpl ate attributes supplied by the client in a create request
are processed by the Printer object and how unsupported
attributes are returned to the client. Because of extensibility,
any | PP object mght receive a request that contains new or
unknown attributes or values for which it has no support. In such
cases, the | PP object processes what it can and returns the
unsupported attributes in the response.

Later in this section, each operation is formally defined by
identifying the all owed and expected groups of attributes for each
request and response. The nodel identifies a specific order for each
group in each request or response, but the attributes w thin each
group may be in any order, unless specified otherw se.

Each attribute specification includes the attribute's nane foll owed
by the name of its attribute syntax(es) in parenthesizes. In
addition, each 'integer’ attribute is followed by the allowed range
in parentheses, (mn), for values of that attribute. Each "text’ or
"name’ attribute is followed by the maxi num size in octets in

par ent heses, (size), for values of that attribute. For nore details
on attribute syntax notation, see the descriptions of these
attributes syntaxes in section 4.1
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Not e: Docunent data included in the operation is not strictly an
attribute, but it is treated as a special attribute group for
ordering purposes. The only operations that support supplying the
docunent data within an operation request are Print-Job and Send-
Docunent. There are no operation responses that include docunent
dat a.

Not e: Sone operations are REQUI RED for | PP objects to support; the
others are OPTIONAL (see section 5.2.2). Therefore, before using an
OPTI ONAL operation, a client SHOULD first use the REQU RED Get -
Printer-Attributes operation to query the Printer’s "operations-
supported" attribute in order to deternine which OPTIONAL Printer and
Job operations are actually supported. The client SHOULD NOT use an
OPTI ONAL operation that is not supported. Wen an | PP object
receives a request to performan operation it does not support, it
returns the 'server-error-operation-not-supported status code (see
section 13.1.5.2). An IPP object is non-conformant if it does not
support a REQUI RED operation

3.1.4 Character Set and Natural Language Operation Attributes

Sone Job and Printer attributes have values that are text strings and
nanes i ntended for human understandi ng rather than nmachine
understandi ng (see the "text’ and 'nanme’ attribute syntax
descriptions in section 4.1). The follow ng sections describe two
special Operation Attributes called "attributes-charset” and
"attributes-natural -l anguage”. These attributes are always part of
the Qperation Attributes group. For nobst attribute groups, the order
of the attributes within the group is not inportant. However, for
these two attributes within the Operation Attributes group, the order
is critical. The "attributes-charset” attribute MUST be the first
attribute in the group and the "attri butes-natural -l anguage"
attribute MJST be the second attribute in the group. |In other words,
these attributes MJST be supplied in every I PP request and response,
they MUST cone first in the group, and MJUST cone in the specified
order. For job creation operations, the PP Printer inplenentation
saves these two attributes with the new Job object as Job Description
attributes. For the sake of brevity in this docunent, these
operation attribute descriptions are not repeated with every
operation request and response, but have a reference back to this
section instead.

3.1.4.1 Request Operation Attributes
The client MJST supply and the Printer object MJST support the

foll owi ng REQUI RED operation attributes in every |PP/1.0 operation
request:
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"attributes-charset" (charset):

This operation attribute identifies the charset (coded character
set and encodi ng nethod) used by any 'text’ and ’nane’
attributes that the client is supplying in this request. It
also identifies the charset that the Printer object MJST use (if
supported) for all 'text’ and 'nane’ attributes and status
messages that the Printer object returns in the response to this
request. See Sections 4.1.1 and 4.1.2 for the specification of
the "text’ and 'nane’ attribute syntaxes.

Al'l clients and | PP objects MJST support the 'utf-8 charset

[ RFC2279] and MAY support additional charsets provided that they
are registered with |ANA [IANA-CS]. If the Printer object does
not support the client supplied charset value, the Printer

obj ect MJST reject the request, set the "attributes-charset” to
"utf-8 in the response, and return the 'client-error-charset-
not - supported’ status code and any 'text’ or 'nane’ attributes
using the 'utf-8 charset. The Printer object MJST indicate the
charset (s) supported as the values of the "charset-supported”
Printer attribute (see Section 4.4.15), so that the client can
query to determ ne which charset(s) are supported

Note to client inplenenters: Since | PP objects are only required
to support the 'utf-8 charset, in order to maximn ze
interoperability with multiple |IPP object inplementations, a
client may want to supply 'utf-8 in the "attributes-charset”
operation attribute, even though the client is only passing and
able to present a sinpler charset, such as US-ASCI| or |SO
8859-1. Then the client will have to filter out (or charset
convert) those characters that are returned in the response that
it cannot present to its user. On the other hand, if both the
client and the I PP objects also support a charset in comon
besides utf-8, the client may want to use that charset in order
to avoi d charset conversion or data | oss.

See the 'charset’ attribute syntax description in Section 4.1.7
for the syntax and semantic interpretation of the values of this
attribute and for exanple val ues.

"attributes-natural -1 anguage" (natural Language):

deBry,

This operation attribute identifies the natural |anguage used by
any 'text’ and 'nane’ attributes that the client is supplying in
this request. This attribute also identifies the natura

| anguage that the Printer object SHOULD use for all "text’ and’
nane’ attributes and status nessages that the Printer object
returns in the response to this request.
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There are no REQUI RED natural |anguages required for the Printer
object to support. However, the Printer object’s "generated-
nat ur al -1 anguage- supported” attribute identifies the natura

| anguages supported by the Printer object and any contai ned Job
objects for all text strings generated by the I PP object. A
client MAY query this attribute to determ ne which natura

| anguage(s) are supported for generated messages.

For any of the attributes for which the Printer object generates
text, i.e., for the "job-state-nessage", "printer-state-
message", and status nessages (see Section 3.1.6), the Printer
obj ect MJUST be able to generate these text strings in any of its
supported natural |anguages. |If the client requests a natura

| anguage that is not supported, the Printer object MJST return
these generated nessages in the Printer’s configured natura

| anguage as specified by the Printer’s "natural -1 anguage-
configured" attribute" (see Section 4.4.16).

For other 'text’ and 'name’ attributes supplied by the client,
aut henti cati on system operator, system adm nistrator, or

manuf acturer (i.e., for "job-originating-user-nanme", "printer-
nane" (nane), "printer-location" (text), "printer-info" (text),
and "printer-nmake-and-nodel" (text)), the Printer object is only
required to support the configured natural |anguage of the
Printer identified by the Printer object’s "natural -l anguage-
configured" attribute, though support of additional natura

| anguages for these attributes is permtted.

For any 'text’ or 'nane’ attribute in the request that is in a
different natural |anguage than the value supplied in the
"attributes-natural -l anguage" operation attribute, the client
MUST use the Natural Language Override nechani sm (see sections
4.1.1.2 and 4.1.2.2) for each such attribute val ue suppli ed.
The client MAY use the Natural Language Override nmechani sm
redundantly, i.e., use it even when the value is in the sane
natural |anguage as the value supplied in the "attributes-

nat ur al -1 anguage" operation attribute of the request.

The |1 PP object MUST accept any natural |anguage and any Natural
Language Override, whether the | PP object supports that natura
| anguage or not (and independent of the value of the "ipp-
attribute-fidelity" Operation attribute). That is the |PP

obj ect accepts all client supplied values no matter what the
values are in the Printer object’s "generated-natural -1 anguage-
supported” attribute. That attribute, "generated-natural-

| anguage- supported”, only applies to generated nessages,
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not client supplied nmessages. The | PP object MJST renmenber that
natural |anguage for all client-supplied attributes, and when
returning those attributes in response to a query, the IPP

obj ect MJST indicate that natural |anguage.

Each val ue whose attribute syntax type is "text’ or 'nane’ (see
sections 4.1.1 and 4.1.2) has an Associ ated Natural - Language.
Thi s docunment does not specify how this association is stored in
a Printer or Job object. Wen such a value is encoded in a
request or response, the natural |anguage is either inplicit or
explicit:

- In the inplicit case, the value contains only the
text/name val ue, and the | anguage is specified by the
"attributes-natural -l anguage” operation attribute in the
request or response (see sections 4.1.1.1
t ext Wt hout Language and 4.1. 2.1 naneW t hout Language) .

- In the explicit case (also known as the Natural - Language
Override case), the value contains both the | anguage and
the text/nane val ue (see sections 4.1.1.2
text Wt hLanguage and 4. 1. 2.2 naneWt hLanguage).

For exanple, the "job-name" attribute MAY be supplied by the
client in a create request. The text value for this attribute
will be in the natural |anguage identified by the "attribute-
nat ural -1 anguage” attribute, or if different, as identified by
the Natural Language Override nmechanism |f supplied, the IPP
object will use the value of the "job-nane" attribute to

popul ate the Job object’s "job-nane" attribute. Wenever any
client queries the Job object’s "job-name" attribute, the | PP
object returns the attribute as stored and uses the Natura
Language Override nechanismto specify the natural |anguage, if
it is different fromthat reported in the "attributes-natural -
| anguage" operation attribute of the response. The |IPP object
MAY use the Natural Language Override nmechani smredundantly,
i.e., use it even when the value is in the sanme natural | anguage
as the value supplied in the "attributes-natural-1anguage"
operation attribute of the response.

An | PP object MJUST NOT reject a request based on a supplied
natural |anguage in an "attributes-natural-|anguage" Operation
attribute or in any attribute that uses the Natural Language
Overri de.

See the 'natural Language’ attribute syntax description in

section 4.1.8 for the syntax and senantic interpretation of the
val ues of this attribute and for exanpl e val ues.
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Clients SHOULD NOT supply 'text’ or 'nane’ attributes that use an
illegal conbination of natural |anguage and charset. For exanple,
suppose a Printer object supports charsets "utf-8, ’'iso0-8859-1', and
"1s0-8859-7". Suppose also, that it supports natural |anguages 'en
(English), "fr’ (French), and 'el’ (Greek). Although the Printer

obj ect supports the charset 'iso-8859-1" and natural |anguage ’el

it probably does not support the conbination of Geek text strings
using the 'iso-8859-1" charset. The Printer object handles this
apparent inconpatibility differently depending on the context in
which it occurs

- In a create request: If the client supplies a text or nane
attribute (for exanple, the "job-nane" operation attribute) that
uses an apparently inconpatible conmbination, it is a client
choi ce that does not affect the Printer object or its correct
operation. Therefore, the Printer object sinply accepts the
client supplied value, stores it with the Job object, and
responds back with the sanme conbi nati on whenever the client (or
any client) queries for that attribute.

- In a query-type operation, like Get-Printer-Attributes: If the
client requests an apparently inconpatible conbination, the
Printer object responds (as described in section 3.1.4.2) using
the Printer’s configured natural |anguage rather than the natura
| anguage requested by the client.

In either case, the Printer object does not reject the request
because of the apparent inconpatibility. The potential incomnpatible
conbi nation of charset and natural |anguage can occur either at the
gl obal operation |evel or at the Natural Language Override
attribute-by-attribute level. |In addition, since the response al ways
i ncludes explicit charset and natural |anguage information, there is
never any question or anbiguity in howthe client interprets the
response.

3.1. 4.2 Response Operation Attributes

The Printer object MJST supply and the client MJST support the
foll owi ng REQUI RED operation attributes in every |PP/1.0 operation
response:

"attributes-charset" (charset):
This operation attribute identifies the charset used by any
text’ and 'nane’ attributes that the Printer object is returning
in this response. The value in this response MJIST be the same
value as the "attributes-charset" operation attribute supplied
by the client in the request. |If this is not possible
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(i.e., the charset requested is not supported), the request
woul d have been rejected. See "attributes-charset"” described in
Section 3.1.4.1 above.

If the Printer object supports nore than just the 'utf-8
charset, the Printer object MJST be able to code convert between
each of the charsets supported on a highest fidelity possible
basis in order to return the "text’ and 'name’ attributes in the
charset requested by the client. However, sone information |oss
MAY occur during the charset conversion depending on the
charsets involved. For exanple, the Printer object nmay convert
froma UTF-8 'a’ to a USSASCII "a' (with no | oss of

information), froman | SO Latin 1 CAPI TAL LETTER A W TH ACUTE
ACCENT to US-ASCII 'A (losing the accent), or froma UTF-8
Japanese Kanji character to some |1SO Latin 1 error character

i ndi cation such as '?', decinal code equivalent, or to the
absence of a character, depending on inplenentation

Not e: Whether an inplenentation that supports nore than one
charset stores the data in the charset supplied by the client or
code converts to one of the other supported charsets, depends on
i npl ementation. The strategy should try to mnimze | oss of

i nformati on during code conversion. On each response, such an

i mpl ement ation converts fromits internal charset to that

request ed.

"attributes-natural -1 anguage” (natural Language):
This operation attribute identifies the natural |anguage used by
any 'text’ and 'nane’ attributes that the | PP object is
returning in this response. Unlike the "attributes-charset"
operation attribute, the | PP object NEED NOT return the sane
val ue as that supplied by the client in the request. The IPP
obj ect MAY return the natural |anguage of the Job object or the
Printer’s configured natural |anguage as identified by the
Printer object’s "natural -l anguage-configured" attribute, rather
than the natural |anguage supplied by the client. For any
text’ or 'name’' attribute or status nessage in the response that
isin a different natural |anguage than the value returned in
the "attributes-natural -l anguage” operation attribute, the IPP
obj ect MJST use the Natural Language Override nechani sm (see
sections 4.1.1.2 and 4.1.2.2) on each attribute val ue returned.
The | PP object MAY use the Natural Language Overri de nechani sm
redundantly, i.e., use it even when the value is in the sane
natural | anguage as the value supplied in the "attributes-
nat ur al -1 anguage” operation attribute of the response.
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3.1.5 Operation Targets

Al'l 1 PP operations are directed at | PP objects. For Printer
operations, the operation is always directed at a Printer object
using one of its URIs (i.e., one of the values in the Printer
object’s "printer-uri-supported" attribute). Even if the Printer
obj ect supports nore than one URI, the client supplies only one URI
as the target of the operation. The client identifies the target
obj ect by supplying the correct URl in the "printer-uri (uri)"
operation attribute.

For Job operations, the operation is directed at either

- The Job object itself using the Job object’s URI. In this case,
the client identifies the target object by supplying the correct
URI in the "job-uri (uri)" operation attribute.

- The Printer object that created the Job object using both the
Printer objects URI and the Job object’s Job ID. Since the
Printer object that created the Job object generated the Job |ID
it MUST be able to correctly associate the client supplied Job ID
with the correct Job object. The client supplies the Printer
object’s URI in the "printer-uri (uri)" operation attribute and
the Job object’s Job IDin the "job-id (integer(1l: MAX))"
operation attribute.

If the operation is directed at the Job object directly using the Job
object’s URI, the client MJUST NOT include the redundant "job-id"
operation attribute.

The operation target attributes are REQUI RED operation attributes
that MJUST be included in every operation request. Like the charset
and natural |anguage attributes (see section 3.1.4), the operation
target attributes are specially ordered operation attributes. In al
cases, the operation target attributes i mediately follow the
"attributes-charset” and "attributes-natural -1 anguage" attributes
within the operation attribute group, however the specific ordering
rules are:

- In the case where there is only one operation target attribute
(i.e., either only the "printer-uri" attribute or only the "job-
uri" attribute), that attribute MJST be the third attribute in
the operation attributes group

- In the case where Job operations use two operation target
attributes (i.e., the "printer-uri" and "job-id" attributes), the
"printer-uri" attribute MJST be the third attribute and the
"job-id" attribute MJUST be the fourth attribute.
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In all cases, the target URIs contained within the body of |PP
operation requests and responses nust be in absolute format rather
than relative format (a relative URL identifies a resource with the
scope of the HTTP server, but does not include schene, host or port).

The following rules apply to the use of port nunmbers in URI s that
identify | PP objects:

1. If the URl schene allows the port nunber to be explicitly
included in the URI string, and a port nunber is specified
within the URI, then that port nunber MJST be used by the client
to contact the | PP object.

2. If the URI schenme allows the port number to be explicitly
included in the URI string, and a port nunber is not specified
within the URI, then default port nunber inplied by that UR
schene MJST be used by the client to contact the | PP object.

3. If the URI schenme does not allow an explicit port nunber to be
specified within the URI, then the default port nunmber inplied
by that URI MUST be used by the client to contact the |IPP
obj ect.

Note: The | PP encodi ng and transport docunent [RFC2565] shows a
mappi ng of I PP onto HTTP/ 1.1 and defines a new default port nunber
for using | PP over HITP/1.1.

3.1.6 Operation Status Codes and Messages

Every operation response includes a REQU RED "st at us-code" paraneter
and an OPTI ONAL "stat us-nmessage" operation attribute. The "status-
code" provides information on the processing of a request. A
"status-nmessage” attribute provides a short textual description of
the status of the operation. The status code is intended for use by
automata, and the status nessage is intended for the human end user
If a response does include a "status-nessage" attribute, an | PP
client NEED NOT exam ne or display the nmessage, however it SHOULD do
so in sone inplenmentation specific nmanner.

The "status-code" value is a nuneric value that has semantic neaning.
The "status-code" syntax is simlar to a "type2 enunt (see section
4.1 on "Attribute Syntaxes") except that values can range only from
0x0000 to Ox7FFF. Section 13 describes the status codes, assigns the
nuneric val ues, and suggests a correspondi ng status nmessage for each
status code. The "status-nessage" attribute’'s syntax is "text(255)".
A client inplenentation of | PP SHOULD convert status code values into
any |l ocalized nessage that has semantic neaning to the end user
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If the Printer object supports the "status-nmessage" operation
attribute, the Printer object MIST be able to generate this nmessage
in any of the natural |anguages identified by the Printer object’s
"gener at ed- nat ur al - | anguage- supported" attribute (see the
"attributes-natural -l anguage" operation attribute specified in
section 3.1.4.1). As described in section 3.1.4.1 for any returned
text’ attribute, if there is a choice for generating this nessage,
the Printer object uses the natural |anguage indicated by the val ue
of the "attributes-natural-language” in the client request if
supported, otherwi se the Printer object uses the value in the Printer
object’s own "natural -l anguage-configured" attribute. |f the Printer
obj ect supports the "status-nmessage" operation attribute, it SHOULD
use the REQU RED 'utf-8 charset to return a status message for the
followi ng error status codes (see section 13): ’'client-error-bad-

request’, 'client-error-charset-not-supported , ’'server-error-
internal -error’, 'server-error-operation-not-supported , and
server-error-version-not-supported’. In this case, it MJST set the

value of the "attributes-charset" operation attribute to 'utf-8 in
the error response.

3.1.7 Versions

Each operation request and response carries with it a "version-
nunber" paraneter. Each value of the "version-nunber" is in the form
"X. Y where X is the major version nunber and Y is the mnor version
nunber. By including a version nunber in the client request, it
allows the client to identify which version of IPP it is interested
inusing. |If the IPP object does not support that version, the

obj ect responds with a status code of 'server-error-version-not-
supported’ along with the closest version nunber that is supported
(see section 13.1.5.4).

There is no version negotiation per se. However, if after receiving
a ’'server-error-version-not-supported’ status code froman |IPP
object, there is nothing that prevents a client fromtrying again
with a different version nunber. In order to conformto IPP/1.0, an
i mpl enent ati on MUST support at |east version '1.0

There is only one notion of "version nunber” that covers both | PP
Model and | PP Protocol changes. Thus the version nunber MJST change
when i ntroduci ng a new version of the Mddel and Semantics docunent
[ RFC2566] or a new version of the Encoding and Transport docunent

[ RFC2565] .

Changes to the major version nunber indicate structural or syntactic
changes that nmake it inpossible for older version of IPP clients and
Printer objects to correctly parse and process the new or changed
attributes, operations and responses. |f the nmajor version nunber
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changes, the minor version nunbers is set to zero. As an exanple,
adding the "ipp-attribute-fidelity" attribute (if it had not been
part of version '1.0"), would have required a change to the mgjor
version nunber. Itens that might affect the changing of the ngjor
versi on nunber include any changes to the Mbdel and Semantics
document [ RFC2566] or the Encodi ng and Transport [RFC2565] itself,
such as:

- reordering of ordered attributes or attribute sets

- changes to the syntax of existing attributes

- changing Operation or Job Tenplate attributes from OPTIONAL to
REQUI RED and vi ce versa

- adding REQUI RED (for an | PP object to support) operation
attributes

- adding REQUI RED (for an | PP object to support) operation
attribute groups

- adding values to existing operation attributes

- addi ng REQUI RED oper ati ons

Changes to the nminor version nunber indicate the addition of new
features, attributes and attribute values that may not be understood
by all | PP objects, but which can be ignored if not understood.
Itens that might affect the changing of the m nor version nunber

i nclude any changes to the nodel objects and attributes but not the
encodi ng and transport rules [ RFC2565] (except adding attribute

synt axes). Exanples of such changes are

- grouping all extensions not included in a previous version into
a new version

- adding new attribute val ues

- addi ng new object attributes

- adding OPTIONAL (for an | PP object to support) operation
attributes (i.e., those attributes that an | PP object can ignore
wi t hout confusing clients)

- adding OPTIONAL (for an | PP object to support) operation
attribute groups (i.e., those attributes that an | PP object can
i gnore wi thout confusing clients)

- adding new attribute syntaxes

- addi ng OPTI ONAL operations

- changing Job Description attributes or Printer Description
attributes from OPTIONAL to REQUI RED or vice versa

The encodi ng of the "operation-id", the "version-nunber", the
"status-code", and the "request-id" MJST NOT change over any version
nunber (either major or mnor). This rule guarantees that all future
versions will be backwards conpatible with all previous versions (at

| east for checking the "operation-id", the "version-nunber", and the
"request-id"). In addition, any protocol elenments (attributes, error
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codes, tags, etc.) that are not carried forward fromone version to
the next are deprecated so that they can never be reused with new
semanti cs.

| npl enent ati ons that support a certain nmajor version NEED NOT support
ALL previous versions. As each new major version is defined (through
the rel ease of a new specification), that major version will specify
whi ch previous major versions MJST be supported in conpliant

i mpl enent ati ons.

3.1.8 Job Creation Operations

In order to "subnit a print job" and create a new Job object, a
client issues a create request. A create request is any one of
foll owi ng three operation requests:

- The Print-Job Request: A client that wants to subnit a print job
with only a single docunent uses the Print-Job operation. The
operation allows for the client to "push" the docunent data to
the Printer object by including the docunent data in the request
itself.

- The Print-URI Request: A client that wants to subnit a print job
with only a single docunent (where the Printer object "pulls" the
docunment data instead of the client "pushing" the data to the
Printer object) uses the Print-URl operation. In this case, the
client includes in the request only a URI reference to the
docunent data (not the docunent data itself).

- The Create-Job Request: A client that wants to subnit a print job
with multiple documents uses the Create-Job operation. This
operation is followed by an arbitrary nunber of Send-Docunent
and/ or Send- URI operations (each creating another docunent for
the newly create Job object). The Send-Docunent operation
i ncludes the docunent data in the request (the client "pushes"
the docunent data to the printer), and the Send-URl operation
includes only a URI reference to the docunent data in the request
(the Printer "pulls" the document data fromthe referenced
| ocation). The |last Send-Docunent or Send-URlI request for a
gi ven Job object includes a "last-docunent” operation attribute
set to 'true’ indicating that this is the last request.

Throughout this nodel specification, the term"create request" is
used to refer to any of these three operation requests.

A Create-Job operation followed by only one Send-Docunent operation

is semantically equivalent to a Print-Job operation, however, for
performance reasons, the client SHOULD use the Print-Job operation
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for all single docunent jobs. Also, Print-Job is a REQU RED
operation (all inplenmentations MJST support it) whereas Create-Job is
an OPTI ONAL operation, hence sone inplenentations m ght not support
it.

Job subnission tinme is the point in time when a client issues a
create request. The initial state of every Job object is the’

pendi ng’ or ’'pending-held state. Later, the Printer object begins
processing the print job. At this point in tine, the Job object’s
state noves to 'processing’. This is known as job processing tine.
There are validation checks that nust be done at job subnission tine
and others that nmust be perforned at job processing tine.

At job submission time and at the tinme a Validate-Job operation is
received, the Printer MJST do the foll ow ng:

1. Process the client supplied attributes and either accept or
reject the request

2. Validate the syntax of and support for the schenme of any client
supplied UR

At job submission tine the Printer object MJST validate whether or
not the supplied attributes, attribute syntaxes, and val ues are
supported by matching themwi th the Printer object’s correspondi ng
"XXX-supported" attributes. See section 3.2.1.2 for details. [ipp-
iig] presents suggested steps for an | PP object to either accept or
reject any request and additional steps for processing create
requests.

At job subnission time the Printer object NEED NOT performthe
val i dation checks reserved for job processing tine such as:

1. Validating the docunent data
2. Validating the actual contents of any client supplied UR
(resolve the reference and follow the link to the docunent data)

At job subnmission time, these additional job processing tine
val i dati on checks are essentially useless, since they require
actually parsing and interpreting the docunent data, are not
guaranteed to be 100% accurate, and MJST be done, yet again, at job
processing time. Also, in the case of a URI, checking for
availability at job submission tinme does not guarantee availability
at job processing tine. In addition, at job processing tinme, the
Printer object mght discover any of the follow ng conditions that
were not detectable at job subm ssion tine:

- runtime errors in the docunent data,
- nested docunent data that is in an unsupported fornat,
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- the URI reference is no longer valid (i.e., the server hosting
the docunent m ght be down), or
- any other job processing error

At job processing tinme, since the Printer object has already
responded with a successful status code in the response to the create
request, if the Printer object detects an error, the Printer object
is unable to informthe end user of the error with an operation
status code. In this case, the Printer, depending on the error, can
set the "job-state", "job-state-reasons", or "job-state-nessage"

attributes to the appropriate value(s) so that |later queries can
report the correct job status.

Not e: Asynchronous notification of events is outside the scope of
| PP/ 1. 0.

3.2 Printer Operations

Al Printer operations are directed at Printer objects. A client
MUST al ways supply the "printer-uri" operation attribute in order to
identify the correct target of the operation

3.2.1 Print-Job Qperation

This REQUI RED operation allows a client to subnmit a print job with
only one docunent and supply the docunent data (rather than just a
reference to the data). See Section 15 for the suggested steps for

processing create operations and their Operation and Job Tenpl ate
attributes

3.2.1.1 Print-Job Request

The follow ng groups of attributes are supplied as part of the
Print-Job Request:

Goup 1: Operation Attributes

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.1. The Printer object
MUST copy these values to the correspondi ng Job Description
attributes described in sections 4.3.23 and 4. 3. 24.

Target:

The "printer-uri™ (uri) operation attribute which is the target
for this operation as described in section 3.1.5.
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Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be
supplied by the client as described in section 8. 3.

"j ob-name" (nanme( MAX)):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. It contains the client
supplied Job name. If this attribute is supplied by the client,
its value is used for the "job-nane" attribute of the newy
created Job object. The client MAY automatically include any
information that will help the end-user distinguish anongst
hi s/ her jobs, such as the nane of the application program al ong
with information fromthe docunent, such as the document nane,
docunent subject, or source file nane. If this attribute is not
supplied by the client, the Printer generates a nane to use in
the "job-nane" attribute of the newy created Job object (see
Section 4.3.5).

"ipp-attribute-fidelity" (bool ean):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. The value 'true’ indicates
that total fidelity to client supplied Job Tenplate attributes
and values is required, else the Printer object MJST reject the
Print-Job request. The value 'false’ indicates that a
reasonabl e attenpt to print the Job object is acceptable and the
Printer object MJST accept the Print-job request. If not
supplied, the Printer object assumes the value is "false . A
Printer objects MJST support both types of job processing. See
section 15 for a full description of "ipp-attribute-fidelity"
and its relationship to other attributes, especially the Printer
object’s "pdl-override-supported" attribute.

"docunent - nane" (nane( MAX)):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. It contains the client
suppl i ed docunent name. The docunent nane MAY be different than
the Job nanme. Typically, the client software autonmatically
suppl i es the docunent name on behalf of the end user by using a
file name or an application generated nane. |If this attribute
is supplied, its value can be used in a manner defined by each
i npl ementation. Exanples include: printed along with the Job
(job start sheet, page adornnents, etc.), used by accounting or
resource tracki ng managenent tools, or even stored along wth
the docunent as a docunent |evel attribute. [|PP/1.0 does not
support the concept of docunent |evel attributes.
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"docunent-format" (m meMedi aType) :
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. The value of this attribute
identifies the format of the supplied docunent data. |If the
client does not supply this attribute, the Printer object
assunmes that the document data is in the format defined by the

Printer object’s "docunent-format-default" attribute. |If the
client supplies this attribute, but the value is not supported
by the Printer object, i.e., the value is not one of the val ues

of the Printer object’s "docunent-format-supported" attribute,
the Printer object MJUST reject the request and return the ’
client-error-docunent-fornmat-not-supported status code.

"docunent - nat ur al -1 anguage" (natural Language):
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute. This attribute
specifies the natural |anguage of the docunent for those
docunent-formats that require a specification of the natura
| anguage in order to i mage the document unanmbi guously. There are
no particular values required for the Printer object to support.

"conpression" (type3 keyword)
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute and the "conpression-
supported" attribute (see section 4.4.29). The client supplied
"conpression" operation attribute identifies the conpression

al gorithm used on the docunent data. |If the client omts this
attribute, the Printer object MJUST assune that the data is not
compressed. |If the client supplies the attribute and the

Printer object supports the attribute, the Printer object uses
t he correspondi ng deconpression algorithmon the docunent data.
If the client supplies this attribute, but the value is not
supported by the Printer object, i.e., the value is not one of
the values of the Printer object’s "conpression-supported”
attribute, the Printer object MJUST copy the attribute and its
val ue to the Unsupported Attributes response group, reject the
request, and return the 'client-error-attributes-or-val ues-not-
supported’ status code.

"job-k-octets" (integer(0:MAX))
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute and the "job-k-
octets-supported” attribute (see section 4.4.30). The client
supplied "job-k-octets" operation attribute identifies the tota
size of the docunent(s) in K octets being submtted (see section
4,.3.17 for the conplete semantics). |If the client supplies the
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attribute and the Printer object supports the attribute, the
value of the attribute is used to popul ate the Job object’s
"job-k-octets" Job Description attribute.

Note: For this attribute and the following two attributes
("job-inpressions", and "job-nedi a-sheets"), if the client
supplies the attribute, but the Printer object does not support
the attribute, the Printer object ignores the client-supplied
value. If the client supplies the attribute and the Printer
supports the attribute, and the value is within the range of the
corresponding Printer object’s "xxx-supported" attribute, the
Printer object MJST use the value to populate the Job object’s
"xxx" attribute. |If the client supplies the attribute and the
Printer supports the attribute, but the value is outside the
range of the corresponding Printer object’s "xxx-supported"
attribute, the Printer object MJUST copy the attribute and its
value to the Unsupported Attributes response group, reject the
request, and return the 'client-error-attributes-or-val ues-not-
supported’ status code. |If the client does not supply the
attribute, the Printer object MAY choose to popul ate the
correspondi ng Job object attribute dependi ng on whether the
Printer object supports the attribute and is able to calcul ate
or discern the correct val ue.

"j ob-inpressions” (integer(0: MAX))
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute and the "job-
i mpr essi ons-supported” attribute (see section 4.4.31). The
client supplied "job-inpressions" operation attribute identifies
the total size in nunmber of inpressions of the document(s) being
subnitted (see section 4.3.18 for the conplete semantics).

See note under "job-k-octets”

"j ob-nedi a- sheets" (i nteger(0: MAX))
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute and the "job-nedi a-
sheet s-supported” attribute (see section 4.4.32). The client
supplied "job-nedia-sheets” operation attribute identifies the
total nunber of nedia sheets to be produced for this job (see
section 4.3.19 for the conplete semantics).

See note under "job-k-octets".
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G oup 2: Job Tenplate Attributes

The client OPTIONALLY supplies a set of Job Tenplate attributes
as defined in section 4.2. If the client is not supplying any

Job Tenplate attributes in the request, the client SHOULD onit

G oup 2 rather than sending an enpty group. However, a Printer
obj ect MJUST be able to accept an enpty group

G oup 3: Document Content
The client MJST supply the docunent data to be processed.

Note: In addition to the MANDATCRY paraneters required for every
operation request, the sinplest Print-Job Request consists of just
the "attributes-charset” and "attributes-natural -1 anguage” operation
attributes; the "printer-uri" target operation attribute; the
Docunent Content and nothing else. In this sinple case, the Printer
obj ect:

- creates a new Job object (the Job object contains a single
docunent),

- stores a generated Job nane in the "job-nane" attribute in the
nat ural | anguage and charset requested (see Section 3.1.4.1) (if
those are supported, otherwi se using the Printer object’s default
nat ural |anguage and charset), and

- at job processing tine, uses its correspondi ng default val ue
attributes for the supported Job Tenplate attributes that were
not supplied by the client as IPP attribute or enbedded
instructions in the document data.

3.2.1.2 Print-Job Response

The Printer object MIST return to the client the follow ng sets
of attributes as part of the Print-Job Response:

Goup 1: Operation Attributes

St at us Message:
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nessage"
(text) operation attribute as described in sections 14 and
3.1.6. If the client supplies unsupported or conflicting Job
Tenpl ate attributes or values, the Printer object MJST reject or
accept the Print-Job request depending on the whether the client
supplied a "true’ or 'false’ value for the "ipp-attribute-
fidelity" operation attribute. See the Inplenenter’s Quide
[Tpp-iig] for a conplete description of the suggested steps for
processing a create request.
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Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.2

Group 2: Unsupported Attributes

This is a set of Qperation and Job Tenplate attributes supplied
by the client (in the request) that are not supported by the
Printer object or that conflict with one another (see the

I npl enenter’s Guide [ipp-iig]). |If the Printer object is not
returning any Unsupported Attributes in the response, the
Printer object SHOULD onmit Goup 2 rather than sending an enpty
group. However, a client MJST be able to accept an enpty group

Unsupported attributes fall into three categories:

1. The Printer object does not support the supplied attribute
(no matter what the attribute syntax or val ue).

2. The Printer object does support the attribute, but does not
support some or all of the particular attribute syntaxes or
val ues supplied by the client (i.e., the Printer object does
not have those attribute syntaxes or values in its
correspondi ng "xxx-supported" attribute).

3. The Printer object does support the attributes and val ues
supplied, but the particular values are in conflict with one
anot her, because they violate a constraint, such as not being
abl e to staple transparencies.

In the case of an unsupported attribute name, the Printer object
returns the client-supplied attribute with a substituted "out-
of - band" val ue of ’unsupported’ indicating no support for the
attribute itself (see the beginning of section 4.1).

In the case of a supported attribute with one or nore
unsupported attribute syntaxes or values, the Printer object
sinply returns the client-supplied attribute with the
unsupported attribute syntaxes or values as supplied by the
client. This indicates support for the attribute, but no
support for that particular attribute syntax or value. |If the
client supplies a nulti-valued attribute with nore than one
val ue and the Printer object supports the attribute but only
supports a subset of the client-supplied attribute syntaxes or
val ues, the Printer object MIST return only those attribute
synt axes or values that are unsupport ed.

In the case of two (or nore) supported attribute values that are

in conflict with one another (although each is supported
i ndependently, the values conflict when requested together
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within the sane job), the Printer object MJST return all the
values that it ignores or substitutes to resolve the conflict,
but not any of the values that it is still using. The choice
for exactly how to resolve the conflict is inplenentation
dependent. See The Inplenenter’'s Quide [ipp-iig] for an
exanpl e.

In these three cases, the value of the "ipp-attribute-fidelity"
supplied by the client does not affect what the Printer object
returns. The value of "ipp-attribute-fidelity" only affects
whet her the Print-Job operation is accepted or rejected. If the
job is accepted, the client nay query the job using the Get-
Job- Attributes operation requesting the unsupported attributes
that were returned in the create response to see which
attributes were ignored (not stored on the Job object) and which
attributes were stored with other (substituted) val ues.

Goup 3: Job Object Attributes

"job-uri" (uri):

The Printer object MJST return the Job object’s URI by returning
the contents of the REQUI RED "job-uri" Job object attribute.
The client uses the Job object’s URI when directing operations
at the Job object. The Printer object always uses its
configured security policy when creating the new URI. However
if the Printer object supports nore than one URI, the Printer
obj ect al so uses information about which URI was used in the
Print-Job Request to generated the new URI so that the new URI
references the correct access channel. |In other words, if the
Print-Job Request cones in over a secure channel, the Printer
obj ect MJST generate a Job URI that uses the secure channel as
wel | .

"job-id" (integer(1l: MAX)):

The Printer object MJUST return the Job object’s Job ID by
returning the REQUI RED "job-id" Job object attribute. The
client uses this "job-id" attribute in conjunction with the
"printer-uri" attribute used in the Print-Job Request when
directing Job operations at the Printer object.

"job-state":

deBry,

The Printer object MJUST return the Job object’s REQU RED "j ob-
state" attribute. The value of this attribute (along with the
val ue of the next attribute "job-state-reasons") is taken froma
"snapshot” of the new Job object at sone neaningful point in
tinme (inplenentation defined) between when the Printer object
receives the Print-Job Request and when the Printer object
returns the response.
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"j ob-state-reasons":
The Printer object OPTIONALLY returns the Job object’s OPTI ONAL
"job-state-reasons” attribute. |If the Printer object supports
this attribute then it MJST be returned in the response. |If
this attribute is not returned in the response, the client can
assune that the "job-state-reasons" attribute is not supported
and will not be returned in a subsequent Job object query.

"j ob-state-nessage":
The Printer object OPTIONALLY returns the Job object’s OPTI ONAL
"job-state-nessage" attribute. |If the Printer object supports
this attribute then it MJST be returned in the response. |If
this attribute is not returned in the response, the client can
assune that the "job-state-nessage" attribute is not supported
and will not be returned in a subsequent Job object query.

"nunber - of -i nt er veni ng-j obs"
The Printer object OPTIONALLY returns the Job object’s OPTI ONAL

"nunber-of -i nterveni ng-jobs" attribute. |If the Printer object
supports this attribute then it MJST be returned in the
response. |If this attribute is not returned in the response,

the client can assune that the "nunber-of-intervening-jobs"
attribute is not supported and will not be returned in a
subsequent Job object query.

Note: Since any printer state information which affects a job's
state is reflected in the "job-state" and "job-state-reasons”
attributes, it is sufficient to return only these attributes and
no specific printer status attributes.

Note: In addition to the MANDATCRY paraneters required for every
operation response, the sinplest response consists of the just the
"attributes-charset” and "attributes-natural -1 anguage” operation
attributes and the "job-uri", "job-id", and "job-state" Job hject
Attributes. In this sinplest case, the status code is "successful -
ok" and there is no "status-nessage" operation attribute.

3.2.2 Print-URI Cperation

This OPTIONAL operation is identical to the Print-Job operation
(section 3.2.1) except that a client supplies a URI reference to the
docunent data using the "document-uri" (uri) operation attribute (in
G oup 1) rather than including the docunent data itself. Before
returning the response, the Printer MJUST validate that the Printer
supports the retrieval method (e.g., http, ftp, etc.) inplied by the
URI, and MJST check for valid URI syntax. |If the client-supplied UR
schene is not supported, i.e. the value is not in the Printer
object’s "referenced-uri-schenme-supported" attribute, the Printer
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obj ect MJUST reject the request and return the 'client-error-uri-
schene- not - supported’ status code. See The Inplenmenter’s Cuide

[ipp-iig] for suggested additional checks. The Printer NEED NOT
follow the reference and validate the contents of the reference.

If the Printer object supports this operation, it MJST support the
"reference-uri-schenes-supported” Printer attribute (see section
4. 4.24).

It is uptothe IPP object to interpret the URI and subsequently
"pul " the docunment fromthe source referenced by the URl string.

3.2.3 Validate-Job Operation

This REQUI RED operation is simlar to the Print-Job operation
(section 3.2.1) except that a client supplies no docunent data and
the Printer allocates no resources (i.e., it does not create a new
Job object). This operation is used only to verify capabilities of a
printer object against whatever attributes are supplied by the client
in the Validate-Job request. By using the Validate-Job operation a
client can validate that an identical Print-Job operation (with the
docunent data) would be accepted. The Validate-Job operation al so
perforns the sane security negotiation as the Print-Job operation
(see section 8), so that a client can check that the client and
Printer object security requirenents can be net before performng a
Print-Job operation

Not e: The Val i date-Job operation does not accept a "docunent-uri"
attribute in order to allow a client to check that the sanme Print-UR
operation will be accepted, since the client doesn’t send the data
with the Print-URl operation. The client SHOULD just issue the
Print-URl request.

The Printer object returns the sane status codes, Operation
Attributes (Group 1) and Unsupported Attributes (Goup 2) as the
Print-Job operation. However, no Job Cbject Attributes (Goup 3) are
returned, since no Job object is created.

3.2.4 Create-Job Operation

This OPTIONAL operation is simlar to the Print-Job operation
(section 3.2.1) except that in the Create-Job request, a client does
not supply docunent data or any reference to docunent data. Al so,
the client does not supply any of the "document-nane", "docunent-
format", "conpression”, or "docunent-natural-language" operation
attributes. This operation is followed by one or nore Send-Docunent
or Send-URI operations. 1n each of those operation requests, the
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client OPTIONALLY supplies the "docunent-nane", "document-formt",
and "docunent - natural -1 anguage" attributes for each docunent in the
mul ti - docunent Job obj ect.

If a Printer object supports the Create-Job operation, it MJST al so
support the Send- Docunent operation and al so MAY support the Send-UR
operati on.

If the Printer object supports this operation, it MJST support the
"mul tiple-operation-tine-out” Printer attribute (see section 4.4.28).

3.2.5 Get-Printer-Attributes Operation

This REQUI RED operation allows a client to request the values of the

attributes of a Printer object. In the request, the client supplies
the set of Printer attribute names and/or attribute group nanes in
which the requester is interested. In the response, the Printer

object returns a corresponding attribute set with the appropriate
attribute values filled in.

For Printer objects, the possible nanes of attribute groups are:

- 'job-tenplate’: all of the Job Tenplate attributes that apply to
a Printer object (the last two columms of the table in Section
4.2).

- 'printer-description’: the attributes specified in Section 4.4.

- "all’: the special group 'all’ that includes all supported
attributes

Since a client MAY request specific attributes or named groups, there
is a potential that there is sone overlap. For exanple, if a client

requests, 'printer-name’ and 'all’, the client is actually requesting
the "printer-nane" attribute twice: once by nanming it explicitly, and
once by inclusion in the "all’ group. |In such cases, the Printer

obj ect NEED NOT return each attribute only once in the response even
if it is requested nultiple times. The client SHOULD NOT request the
same attribute in multiple ways.

It is NOT REQU RED that a Printer object support all attributes

bel onging to a group (since sone attributes are OPTIONAL). However,
it is REQU RED that each Printer object support all group nanes.
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3.2.5.1 Get-Printer-Attributes Request

The following sets of attributes are part of the Get-Printer-
Attributes Request:

Goup 1: Operation Attributes

Nat ural Language and Character Set:
attributes-charset” and "attributes-natural -1anguage” butes as
described in section 3.1.4.1.

Tar get:
The "printer-uri” (uri) operation attribute which is the target
for this operation as described in section 3.1.5.

Requesting User Nane:
The "requesting-user-name" (name(MAX)) attribute SHOULD be
supplied by the client as described in section 8. 3.

"requested-attributes" (1lsetOf keyword)
The client OPTIONALLY supplies a set of attribute names and/or
attribute group nanes in whose val ues the requester is
interested. The Printer object MJST support this attribute. |If
the client omits this attribute, the Printer MIST respond as if
this attribute had been supplied with a value of "all’.

"docunent-format” (m meMedi aType)
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. This attribute is usefu
for a Printer object to determ ne the set of supported attribute
values that relate to the requested docunent format. The
Printer object MJUST return the attributes and values that it
uses to validate a job on a create or Validate-Job operation in
whi ch this docunent format is supplied. The Printer object
SHOULD return only (1) those attributes that are supported for
the specified format and (2) the attribute values that are
supported for the specified docunment format. By specifying the
docunent format, the client can get the Printer object to
elimnate the attributes and val ues that are not supported for a
specific docunent format. For exanple, a Printer object night
have nmultiple interpreters to support both ’
application/postscript’ (for PostScript) and "text/plain’ (for
text) documents. However, for only one of those interpreters
m ght the Printer object be able to support "number-up" with
values of 1", "2, and "4’. For the other interpreter it mght
be able to only support "nunber-up" with a value of '1'. Thus a
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client can use the Get-Printer-Attributes operation to obtain
the attributes and values that will be used to accept/reject a
create job operation.

If the Printer object does not distinguish between different
sets of supported values for each different docunent fornmat when
validating jobs in the create and Validate-Job operations, it
MUST NOT di stingui sh between different docunment formats in the
Get-Printer-Attributes operation. If the Printer object does

di stingui sh between different sets of supported val ues for each
di fferent docunent fornmat specified by the client, this
specialization applies only to the followi ng Printer object
attributes

Printer attributes that are Job Tenplate attributes ("xxx-
default" "xxx-supported”, and "xxx-ready" in the Table in
Section 4.2),

- "pdl -overri de-supported",

- "conpression-supported”,

- "job-k-octets-supported",

- "job-inpressions-support ed,

- "j ob-nmedi a- sheet s- supported"”

- "printer-driver-installer",

- "col or-supported", and

- "reference-uri-schenes-supported"

The values of all other Printer object attributes (including
"docunent -fornat -supported”) remmin invariant with respect to
the client supplied docunent fornmat (except for new Printer
description attribute as registered according to section 6.2).

If the client omits this "docunment-format" operation attribute,
the Printer object MJST respond as if the attribute had been
supplied with the value of the Printer object’s "docunent-
format-default" attribute. It is reconmended that the client
al ways supply a value for "docunment-format", since the Printer
obj ect’s "docunent-format-default" may be ’'application/octet-
stream, in which case the returned attributes and val ues are
for the union of the document formats that the Printer can
automatically sense. For nore details, see the description of
the 'm neMedi aType’ attribute syntax in section 4.1.9.

If the client supplies a value for the "docunent-format”
Qperation attribute that is not supported by the Printer, i.e.
is not among the values of the Printer object’s "docunent-
format-supported” attribute, the Printer object MJIST reject the
operation and return the 'client-error-docunent-fornat-not-
supported’ status code.

deBry, et al. Experi ment al [ Page 45]



RFC 2566 | PP/ 1. 0: Model and Senantics April 1999

3.2.5.2 Get-Printer-Attributes Response

The Printer object returns the follow ng sets of attributes as part
of the Get-Printer-Attributes Response:

Goup 1: Operation Attributes

St at us Message:
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nessage"
(text) operation attribute as described in section 3.1.6.

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.2

Group 2: Unsupported Attributes

This is a set of Qperation attributes supplied by the client (in
the request) that are not supported by the Printer object or
that conflict with one another (see sections 3.2.1.2 and 16).
The response NEED NOT contain the "requested-attributes”
operation attribute with any supplied values (attribute
keywords) that were requested by the client but are not
supported by the I PP object. |If the Printer object is not
returni ng any Unsupported Attributes in the response, the
Printer object SHOULD omit G oup 2 rather than sending an enpty
group. However, a client MJUST be able to accept an enpty group

Goup 3: Printer Object Attributes

This is the set of requested attributes and their current
values. The Printer object ignores (does not respond with) any
requested attribute which is not supported. The Printer object
MAY respond with a subset of the supported attributes and

val ues, depending on the security policy in force. However, the
Printer object MJUST respond with the 'unknown’ value for any
supported attribute (including all REQU RED attributes) for

whi ch the Printer object does not know the value. Also the
Printer object MJST respond with the 'no-value for any
supported attribute (including all REQU RED attributes) for

whi ch the system admi ni strator has not configured a value. See
the description of the "out-of-band" values in the begi nning of
Section 4. 1.

deBry, et al. Experi ment al [ Page 46]



RFC 2566 | PP/ 1. 0: Model and Senantics April 1999

3.2.6 Get-Jobs Qperation

This REQUI RED operation allows a client to retrieve the Iist of Job
objects belonging to the target Printer object. The client may al so
supply a list of Job attribute nanmes and/or attribute group names. A
group of Job object attributes will be returned for each Job object
that is returned.

This operation is simlar to the Get-Job-Attributes operation, except
that this Get-Jobs operation returns attributes from possibly nore
than one object (see the description of Job attribute group nanes in
section 3.3.4).

3.2.6.1 CGet-Jobs Request
The client subnmits the Get-Jobs request to a Printer object.
The followi ng groups of attributes are part of the Get-Jobs Request:
G oup 1: COperation Attributes
Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.1.
Target:
The "printer-uri™ (uri) operation attribute which is the target
for this operation as described in section 3.1.5.
Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be

supplied by the client as described in section 8. 3.

mt" (integer(1: MAX)):

The client OPTIONALLY supplies this attribute. The Printer

obj ect MJST support this attribute. It is an integer val ue that
indicates a limt to the nunmber of Job objects returned. The
limt is a "stateless linmit" in that if the value supplied by
the client is "N, then only the first 'N jobs are returned in
the Get-Jobs Response. There is no nechanismto allow for the
next 'M jobs after the first "N jobs. |If the client does not
supply this attribute, the Printer object responds with al
appl i cabl e j obs.

"requested-attributes” (lsetO keyword):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. It is a set of Job
attribute nanmes and/or attribute groups names in whose val ues
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the requester is interested. This set of attributes is returned
for each Job object that is returned. The allowed attribute
group nanes are the sane as those defined in the Get-Job-

Attributes operation in section 3.3.4. |If the client does not
supply this attribute, the Printer MIST respond as if the client
had supplied this attribute with two values: ’'job-uri’ and’
job-id .

"whi ch-jobs" (type2 keyword):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. It indicates which Job
obj ects MJUST be returned by the Printer object. The val ues for
this attribute are:

"conpl eted’: This includes any Job object whose state is

"conpl eted’, 'canceled’, or 'aborted

"not-conpleted : This includes any Job object whose state is
pendi ng’, 'processing , 'processing-stopped , or ’'pending-
hel d'.

A Printer object MJST support both values. However, if the
ment ati on does not keep jobs in the 'conpleted’, ’canceled , '’
aborted’ states, then it returns no jobs when the 'conpleted
val ue is suppli ed.

If a client supplies sone other value, the Printer object MJST
copy the attribute and the unsupported value to the Unsupported
Attributes response group, reject the request, and return the
client-error-attributes-or-val ues-not-supported status code.

If the client does not supply this attribute, the Printer object
MUST respond as if the client had supplied the attribute with a
val ue of ’not-conpleted

"ny-jobs" (bool ean):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. It indicates whether al
jobs or just the jobs subnmtted by the requesting user of this
request MJIST be returned by the Printer object. If the client
does not supply this attribute, the Printer object MJST respond
as if the client had supplied the attribute with a value of '’
false’, i.e., all jobs. The neans for authenticating the
requesting user and matching the jobs is described in section 8.

deBry, et al. Experi ment al [ Page 48]



RFC 2566 | PP/ 1. 0: Model and Senantics April 1999

3.2.6.2 Cet-Jobs Response

The Printer object returns all of the Job objects that match the
criteria as defined by the attribute values supplied by the client in
the request. It is possible that no Job objects are returned since
there nmay literally be no Job objects at the Printer, or there may be
no Job objects that match the criteria supplied by the client. |If
the client requests any Job attributes at all, there is a set of Job
bject Attributes returned for each Job object.

Group 1: Operation Attributes

St at us Message:
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nmessage"”
(text) operation attribute as described in sections 14 and
3.1.6.

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.2

Group 2: Unsupported Attributes

This is a set of Qperation attributes supplied by the client (in
the request) that are not supported by the Printer object or
that conflict with one another (see sections 3.2.1.2 and the

I npl enenter’s GQuide [ipp-iig]). The response NEED NOT contain
the "requested-attributes" operation attribute with any supplied
val ues (attribute keywords) that were requested by the client

but are not supported by the IPP object. |If the Printer object
is not returning any Unsupported Attributes in the response, the
Printer object SHOULD omit G oup 2 rather than sending an enpty
group. However, a client MJUST be able to accept an enpty group

Goups 3 to N Job hject Attributes

The Printer object responds with one set of Job Object
Attributes for each returned Job object. The Printer object

i gnores (does not respond with) any requested attribute or val ue
which is not supported or which is restricted by the security
policy in force, including whether the requesting user is the
user that submitted the job (job originating user) or not (see
section 8). However, the Printer object MJST respond with the
unknown’ val ue for any supported attribute (including all

REQUI RED attributes) for which the Printer object does not know
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the value, unless it would violate the security policy. See the
description of the "out-of-band" values in the begi nning of
Section 4. 1.

Jobs are returned in the follow ng order

- If the client requests all ’'conpleted Jobs (Jobs in the’
compl eted’, 'aborted', or ’'canceled states), then the Jobs
are returned newest to oldest (with respect to actua
conpl etion tine)

- If the client requests all 'not-conpleted Jobs (Jobs in the
"pending’, 'processing’, 'pending-held , and ’'processing-
stopped’ states), then Jobs are returned in relative
chronol ogi cal order of expected time to conplete (based on
what ever scheduling algorithmis configured for the Printer
obj ect).

3.3 Job Qperations

Al'l Job operations are directed at Job objects. A client MJIST al ways
supply sone neans of identifying the Job object in order to identify
the correct target of the operation. That job identification MAY
either be a single Job URI or a conbination of a Printer URl with a
Job ID. The | PP object inplenentation MJST support both fornms of
identification for every job.

3.3.1 Send-Document Operation

This OPTIONAL operation allows a client to create a multi-docunent
Job object that is initially "enpty" (contains no docunents). |In the
Create-Job response, the Printer object returns the Job object’s UR
(the "job-uri" attribute) and the Job object’s 32-bit identifier (the
"job-id" attribute). For each new docunent that the client desires
to add, the client uses a Send-Docunent operation. Each Send-
Docunent Request contains the entire stream of docunent data for one
docunent .

Since the Create-Job and the send operations (Send-Docunment or Send-
URI operations) that follow could occur over an arbitrarily |ong
period of tinme for a particular job, a client MJUST send another send
operation within an IPP Printer defined mnimumtinme interval after
the receipt of the previous request for the job. If a Printer object
supports nultiple docunent jobs, the Printer object MJST support the
"mul tiple-operation-tine-out” attribute (see section 4.4.28). This
attribute indicates the m ni mum nunber of seconds the Printer object
will wait for the next send operation before taking sone recovery
action.
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An | PP object MJST recover froman errant client that does not supply
a send operation, sonetinme after the mnimumtinme interval specified
by the Printer object’s "nultiple-operation-tine-out” attribute.

Such recovery MAY include any of the follow ng or other recovery
actions:

1. Assune that the Job is an invalid job, start the process of
changing the job state to "aborted’, add the ’aborted-by-systemn
value to the job’s "job-state-reasons” attribute (see section
4.3.8), if supported, and clean up all resources associated with
the Job. In this case, if another send operation is finally
received, the Printer responds with an "client-error-not-
possi bl e" or "client-error-not-found® dependi ng on whether or
not the Job object is still around when the send operation
finally arrives

2. Assune that the |last send operation received was in fact the
| ast docunent (as if the "last-docunent" flag had been set to '’
true’), close the Job object, and proceed to process it (i.e.
nove the Job’s state to ’'pending’).

3. Assune that the | ast send operation received was in fact the
| ast docunent, close the Job, but nove it to the ’pending-hel d’
and add the ’'submi ssion-interrupted’ value to the job’s "job-
state-reasons" attribute (see section 4.3.8), if supported.

This action allows the user or an operator to determ ne whether
to continue processing the Job by noving it back to the
pendi ng’ state or to cancel the job.

Each inplenentation is free to decide the "best" action to take
dependi ng on | ocal policy, whether any docunents have been added,

whet her the inplenmentation spools jobs or not, and/or any other piece
of information available to it. |If the choice is to abort the Job
object, it is possible that the Job object nay al ready have been
processed to the point that sonme nedia sheet pages have been printed.

3.3. 1.1 Send-Docunent Request
The following attribute sets are part of the Send-Docunment Request:
G oup 1: Operation Attributes
Nat ural Language and Character Set:

The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.1.
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Target:
Either (1) the "printer-uri" (uri) plus "job-id"
(integer(1: MAX))or (2) the "job-uri™ (uri) operation
attribute(s) which define the target for this operation as
described in section 3.1.5.

Requesting User Nane:
"requesting-user-nane" (name(MAX)) attribute SHOULD be supplied
by the client as described in section 8.3.

"docunent - nanme" (nane( MAX)):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. It contains the client
suppl i ed docunment nanme. The docunent nane MAY be different than
the Job nanme. It might be hel pful, but NEED NOT be uni que
across nultiple docunents in the sane Job. Typically, the
client software automatically supplies the docunent nane on
behal f of the end user by using a file nanme or an application
generated nane. See the description of the "docunent-nane"
operation attribute in the Print-Job Request (section 3.2.1.1)
for more information about this attribute

"docunent-format" (m meMedi aType):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. The value of this attribute
identifies the format of the supplied docunment data. |If the
client does not supply this attribute, the Printer object
assunes that the docunment data is in the fornmat defined by the

Printer object’s "docunent-fornmat-default” attribute. If the
client supplies this attribute, but the value is not supported
by the Printer object, i.e., the value is not one of the val ues

of the Printer object’s "document-format-supported” attribute,
the Printer object MJST reject the request and return the ’
client-error-docunent-fornmat-not-supported status code.

"docunent - nat ur al -1 anguage" (natural Language):
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute. This attribute
specifies the natural |anguage of the document for those
docunent-formats that require a specification of the natura
| anguage in order to i mage the docunent unanbi guously. There
are no particular values required for the Printer object to
support.

"conpression" (type3 keyword)
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute and the "conpression-
supported" attribute (see section 4.4.29). The client supplied
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"conpression" operation attribute identifies the conpression

al gorithm used on the docunent data. |If the client onmts this
attribute, the Printer object MJST assune that the data is not
compressed. If the client supplies the attribute and the

Printer object supports the attribute, the Printer object MJST
use the correspondi ng deconpression al gorithmon the docunent
data. If the client supplies this attribute, but the value is
not supported by the Printer object, i.e., the value is not one
of the values of the Printer object’s "conpression-supported”
attribute, the Printer object MJUST copy the attribute and its
value to the Unsupported Attributes response group, reject the
request, and return the 'client-error-attributes-or-val ues-not-
supported’ status code.

"| ast - document " (bool ean):
The client MUST supply this attribute. The Printer object MJST
support this attribute. It is a boolean flag that is set to
true’ if this is the last docunment for the Job, 'false
ot herw se.

G oup 2: Docunment Content

The client MJST supply the docunent data if the "last-docunent"”
flag is set to "false’. However, since a client m ght not know
that the previous docunment sent with a Send- Docunment (or Send-
URI) operation was the |ast document (i.e., the "last-docunent”
attribute was set to "false’), it is legal to send a Send-
Docunent request with no docunent data where the "l ast-docunent™
flag is set to "true’. Such a request MJST NOT increnent the
val ue of the Job object’s "nunber-of-docunents" attribute, since
no real docunent was added to the job.

3.3. 1.2 Send-Docunent Response

The following sets of attributes are part of the Send-Docunent
Response:

G oup 1: COperation Attributes

St at us Message:
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nmessage"
(text) operation attribute as described in sections 14 and
3.1.6.

Nat ural Language and Character Set:

The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.2
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G oup 2: Unsupported Attributes

This is a set of Qperation attributes supplied by the client (in
the request) that are not supported by the Printer object or
that conflict with one another (see sections 3.2.1.2 and the

I mpl ementer’s Guide [ipp-iig]). |If the Printer object is not
returning any Unsupported Attributes in the response, the
Printer object SHOULD omit G oup 2 rather than sending an enpty
group. However, a client MJST be able to accept an enpty group

Goup 3: Job Object Attributes

This is the sane set of attributes as described in the Print-Job
response (see section 3.2.1.2).

3.3.2 Send-URI Qperation

Thi s OPTI ONAL operation is identical to the Send-Docunent operation
(see section 3.3.1) except that a client MJST supply a URl reference
("docunent-uri" operation attribute) rather than the docunent data
itself. If a Printer object supports this operation, clients can use
bot h Send- URI or Send-Docunent operations to add new docunents to an
exi sting nmulti-docunent Job object. However, if a client needs to

i ndi cate that the previous Send-URl or Send-Docunent was the | ast
docunment, the client MJUST use the Send-Docunent operation with no
docunent data and the "l ast-docunent” flag set to 'true’ (rather than
using a Send-URI operation with no "docunment-uri" operation
attribute).

If a Printer object supports this operation, it MJST al so support the
Print-URl operation (see section 3.2.2).

The Printer object MJST validate the syntax and URI scheme of the
supplied URI before returning a response, just as in the Print-UR
operati on.

3.3.3 Cancel -Job Operation

This REQUI RED operation allows a client to cancel a Print Job from
the tine the job is created up to the tinme it is conpleted, cancel ed,
or aborted. Since a Job night already be printing by the tine a
Cancel -Job is received, sonme nedia sheet pages m ght be printed
before the job is actually termninated.

3.3.3.1 Cancel -Job Request

The followi ng groups of attributes are part of the Cancel -Job
Request :
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G oup 1: COperation Attributes

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.1.

Target:
Either (1) the "printer-uri" (uri) plus "job-id"
(integer(1: MAX))or (2) the "job-uri™ (uri) operation
attribute(s) which define the target for this operation as
described in section 3.1.5.

Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be
supplied by the client as described in section 8. 3.

"message" (text(127)):
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTIONALLY supports this attribute. It is a nessage to
the operator. This "nessage" attribute is not the sane as the
"j ob-message-fromoperator” attribute. That attribute is used
to report a nessage fromthe operator to the end user that
queries that attribute. This "nessage" operation attribute is
used to send a nessage fromthe client to the operator al ong

with the operation request. It is an inplenmentation decision of
how or where to display this nmessage to the operator (if at
all).

3.3.3.2 Cancel -Job Response
The following sets of attributes are part of the Cancel-Job Response:
G oup 1: Operation Attributes

St at us Message

In addition to the REQUI RED status code returned in every

response, the response OPTIONALLY includes a "status-nmessage"

(text) operation attribute as described in sections 14 and

3.1.6.

If the job is already in the 'conpleted’, 'aborted , or '’
cancel ed’ state, or the 'process-to-stop-point’ value is set in
the Job’'s "job-state-reasons" attribute, the Printer object MJST
reject the request and return the ’'client-error-not-possible’
error status code
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Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.2

Group 2: Unsupported Attributes

This is a set of Qperation attributes supplied by the client (in
the request) that are not supported by the Printer object or
that conflict with one another (see section 3.2.1.2 and the

I npl enenter’s Guide [ipp-iig]). |If the Printer object is not
returning any Unsupported Attributes in the response, the
Printer object SHOULD onmit Goup 2 rather than sending an enpty
group. However, a client MJST be able to accept an enpty group

Once a successful response has been sent, the inplenentation
guarantees that the Job will eventually end up in the ’'cancel ed
state. Between the tinme of the Cancel -Job operation is accepted and
when the job enters the 'canceled job-state (see section 4.3.7), the
"j ob-state-reasons" attribute SHOULD contain the ’processing-to-
stop-point’ value which indicates to later queries that although the
Job might still be ’"processing, it will eventually end up in the’
cancel ed’ state, not the 'conpleted state.

3.3.4 Get-Job-Attributes Operation

This REQUI RED operation allows a client to request the val ues of
attributes of a Job object and it is alnost identical to the Get-
Printer-Attributes operation (see section 3.2.5). The only
differences are that the operation is directed at a Job object rather
than a Printer object, there is no "docunment-format" operation
attribute used when querying a Job object, and the returned attribute
group is a set of Job object attributes rather than a set of Printer
object attributes.

For Jobs, the possible nanes of attribute groups are:

"job-tenplate’: all of the Job Tenplate attributes that apply to a
Job object (the first colum of the table in Section 4.2).
"job-description’: all of the Job Description attributes specified
in Section 4.3.

- "all’: the special group 'all’ that includes all supported
attributes

Since a client MAY request specific attributes or named groups, there
is a potential that there is sonme overlap. For exanple, if a client
requests, 'job-nane’ and 'job-description’, the client is actually
requesting the "job-nane" attribute once by naming it explicitly, and
once by inclusion in the 'job-description’ group. In such cases, the

deBry, et al. Experi ment al [ Page 56]



RFC 2566 | PP/ 1. 0: Model and Senantics April 1999

Printer object NEED NOT return the attribute only once in the
response even if it is requested nultiple times. The client SHOULD
NOT request the sane attribute in nultiple ways.

It is NOT REQUI RED that a Job object support all attributes bel onging
to a group (since sone attributes are OPTIONAL). However it is
REQUI RED t hat each Job object support all group nanes.

3.3.4.1 CGet-Job-Attributes Request

The followi ng groups of attributes are part of the Get-Job-Attributes
Request when the request is directed at a Job object:

G oup 1: COperation Attributes

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.1.

Target:
Either (1) the "printer-uri" (uri) plus "job-id"
(integer(1: MAX)) or (2) the "job-uri™ (uri) operation
attribute(s) which define the target for this operation as
described in section 3.1.5.

Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be
supplied by the client as described in section 8. 3.

"requested-attributes" (1lsetO keyword)
The client OPTIONALLY supplies this attribute. The |IPP object
MUST support this attribute. It is a set of attribute nanes
and/ or attribute group nanes in whose val ues the requester is
interested. |If the client omts this attribute, the | PP object
MUST respond as if this attribute had been supplied with a val ue
of "all’.

3.3.4.2 CGet-Job-Attributes Response

The Printer object returns the following sets of attributes as part
of the Get-Job-Attributes Response:
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G oup 1: COperation Attributes

St at us Message:
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nessage"
(text) operation attribute as described in sections 14 and
3.1.6.

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.2. The "attributes-
nat ur al -1 anguage" MAY be the natural |anguage of the Job object,
rat her than the one requested.

G oup 2: Unsupported Attributes

This is a set of Qperation attributes supplied by the client (in
the request) that are not supported by the Printer object or
that conflict with one another (see sections 3.2.1.2 and the

I mpl enenter’s GQuide [ipp-iig]). The response NEED NOT contain
the "requested-attributes” operation attribute with any supplied
val ues (attribute keywords) that were requested by the client

but are not supported by the IPP object. |If the Printer object
is not returning any Unsupported Attributes in the response, the
Printer object SHOULD omit Goup 2 rather than sending an enpty
group. However, a client MJST be able to accept an enpty group

G oup 3: Job Ohject Attributes

This is the set of requested attributes and their current

val ues. The | PP object ignores (does not respond with) any
requested attribute or value which is not supported or which is
restricted by the security policy in force, including whether
the requesting user is the user that submtted the job (job
originating user) or not (see section 8). However, the |IPP

obj ect MJST respond with the 'unknown’ val ue for any supported
attribute (including all RED butes) for which the | PP object
does not know the value, s it would violate the security policy.
See the description e "out-of-band" values in the begi nning of
Section 4.1.

4. bject Attributes

This section describes the attributes with their correspondi ng

attribute syntaxes and values that are part of the I PP nodel. The
sections bel ow show the objects and their associated attributes which
are included within the scope of this protocol. Many of these

attributes are derived fromother relevant specifications:
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- Docunent Printing Application (DPA) [1SOL0175]
- RFC 1759 Printer M B [ RFC1759]

Each attribute is uniquely identified in this docunment using a
"keyword" (see section 12.2.1) which is the nane of the attribute.
The keyword is included in the section header describing that
attribute.

Note: Not only are keywords used to identify attributes, but one of
the attribute syntaxes described belowis "keyword" so that sone
attributes have keyword values. Therefore, these attributes are
defined as having an attribute syntax that is a set of keywords.

4.1 Attribute Syntaxes

This section defines the basic attribute syntax types that all clients
and | PP obj ects MJST be able to accept in responses and accept in
requests, respectively. Each attribute description in sections 3 and
4 includes the name of attribute syntax(es) in the heading (in

parent heses). A conforming inplenentation of an attribute MJST

i nclude the semantics of the attribute syntax(es) so identified.
Section 6.3 describes how the protocol can be extended with new
attribute syntaxes.

The attribute syntaxes are specified in the foll ow ng sub-sections,
where the sub-section heading is the keyword nane of the attribute

syntax inside the single quotes. |In operation requests and responses
each attribute value MUST be represented as one of the attribute
syntaxes specified in the sub-section heading for the attribute. In

addition, the value of an attribute in a response (but not in a
request) MAY be one of the "out-of-band" values. Standard
"out - of - band" val ues are:

"unknown’ : The attribute is supported by the | PP object, but the
val ue is unknown to the | PP object for sone reason

"unsupported’: The attribute is unsupported by the IPP object. This
val ue MJST be returned only as the value of an attribute in the
Unsupported Attributes G oup.

"no-value’: The attribute is supported by the Printer object, but
the system admi ni strator has not yet configured a val ue.

The Encodi ng and Transport specification [ RFC2565] defines nmechani sns
for passing "out-of-band" values. Al attributes in a request MJST
have one or nore values as defined in Sections 4.2 to 4.4. Thus
clients MUST NOT supply attributes with "out-of-band" values. Al
attribute in a response MJST have one or nore values as defined in
Sections 4.2 to 4.4 or a single "out-of-band" val ue.
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Most attributes are defined to have a single attribute syntax.
However, a few attributes (e.g., "job-sheet", "nedia", "job-hold-
until") are defined to have several attribute syntaxes, depending on
the value. These multiple attribute syntaxes are separated by the
"|" character in the sub-section heading to indicate the choice.

Si nce each value MJUST be tagged as to its attribute syntax in the

protocol, a single-valued attribute instance may have any one of its
attribute syntaxes and a nulti-valued attribute instance may have a
m xture of its defined attribute syntaxes.

4.1.1 'text’

A text attribute is an attribute whose value is a sequence of zero or
nmore characters encoded in a maxi num of 1023 (' MAX' ) octets. MAX is
the maxi mum |l ength for each value of any text attribute. However, if
an attribute will always contain val ues whose maxi num | ength is nuch
I ess than MAX, the definition of that attribute will include a
qualifier that defines the maximumlength for values of that
attribute. For exanple: the "printer-location" attribute is
specified as "printer-location (text(127))". 1In this case, text

val ues for "printer-location" MJST NOT exceed 127 octets; if supplied
with a longer text string via sone external interface (other than the
protocol), inplenmentations are free to truncate to this shorter
length limtation.

In this specification, all text attributes are defined using the’
text’ syntax. However, ’'text’ is used only for brevity; the fornal
interpretation of '"text’' is: 'textWthoutlLanguage

text Wt hLanguage’. That is, for any attribute defined in this
specification using the "text’ attribute syntax, all |PP objects and
clients MJUST support both the 'textWthoutlLanguage and '’

text Wt hLanguage’ attribute syntaxes. However, in actual usage and
prot ocol execution, objects and clients accept and return only one of
the two syntax per attribute. The syntax 'text’ never appears "on-
the-wire".

Both 'text Wthout Language’ and ’'textWthLanguage’ are needed to
support the real world needs of interoperability between sites and
systens that use different natural |anguages as the basis for human
communi cation. Cenerally, one natural |anguage applies to all text
attributes in a given request or response. The |anguage is indicated
by the "attributes-natural -1 anguage" operation attribute defined in
section 3.1.4 or "attributes-natural -1 anguage” job attribute defined
in section 4.3.24, and there is no need to identify the natura

| anguage for each text string on a val ue-by-value basis. |In these
cases, the attribute syntax 'textWthoutlLanguage' is used for text
attributes. In other cases, the client needs to supply or the
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Printer object needs to return a text value in a natural | anguage
that is different fromthe rest of the text values in the request or
response. In these cases, the client or Printer object uses the
attribute syntax 'text WthLanguage' for text attributes (this is the
Nat ural Language Override nechani sm described in section 3.1.4).

The ' text Wt hout Language’ and 'text Wt hLanguage' attribute syntaxes
are described in nore detail in the follow ng sections.

4.1.1.1 'text Wthout Language

The 'text Wt hout Language’ syntax indicates a value that is sequence
of zero or nore characters. Text strings are encoded using the rules
of some charset. The Printer object MJST support the UTF-8 charset

[ RFC2279] and NMAY support additional charsets to represent 'text’

val ues, provided that the charsets are registered with | ANA [ ANA-
CS]. See Section 4.1.7 for the specification of the ’'charset’
attribute syntax, including restricted semantics and exanpl es of
charsets.

4.1.1.2 ’text Wt hLanguage

The 'text Wt hLanguage' attribute syntax is a conmpound attribute
syntax consisting of two parts: a 'textWthoutlLanguage' part plus an
addi tional ’natural Language’ (see section 4.1.8) part that overrides
the natural |anguage in force. The 'natural Language’ part explicitly
identifies the natural |anguage that applies to the text part of that
val ue and that value alone. For any give text attribute, the’

text Wt hout Language’ part is limted to the maxi nrum | ength defined
for that attribute, but the 'natural Language’ part is always limted
to 63 octets. Using the 'textWthLanguage' attribute syntax rather
than the normal ’'textWthoutlLanguage' syntax is the so-called Natura
Language Override nechani sm and MJST be supported by all |PP objects
and clients.

If the attribute is multi-valued (1lsetOf text), then the '’

text Wt hLanguage’ attribute syntax MJST be used to explicitly specify
each attribute val ue whose natural | anguage needs to be overridden

O her values in a multi-valued "text’ attribute in a request or a
response revert to the natural |anguage of the operation attribute.

In a create request, the Printer object MJST accept and store with
the Job object any natural |anguage in the "attributes-natural -

| anguage" operation attribute, whether the Printer object supports
that natural |anguage or not. Furthernore, the Printer object MJST
accept and store any 'text WthLanguage’ attribute val ue, whether the
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Printer object supports that natural |anguage or not. These
requi renents are independent of the value of the "ipp-attribute-
fidelity" operation attribute that the client MAY supply.

Exanple: If the client supplies the "attributes-natural -1 anguage"
operation attribute with the value: 'en’ indicating English, but the
val ue of the "job-name" attribute is in French, the client MJST use
the 'text WthLanguage’ attribute syntax with the follow ng two

val ues:

"fr': Natural Language Override indicating French
"Rapport Mensuel’: the job name in French

See the Encodi ng and Transport docunent [RFC2565] for a detail ed
exanpl e of the ’'textWthLanguage' attribute syntax.

4.1.2 ’nane

This syntax type is used for user-friendly strings, such as a Printer
nane, that, for humans, are nore neaningful than identifiers. Nanes
are never translated fromone natural |anguage to another. The "’
nane’ attribute syntax is essentially the same as 'text’, including
the REQUI RED support of UTF-8 except that the sequence of characters
is limted so that its encoded form MUST NOT exceed 255 (MAX) octets.

Also like "text’, "nane’ is really an abbreviated notation for either
"nameW t hout Language’ or ’'naneWthLanguage' . That is, all IPP

obj ects and clients MJST support both the 'nanmeWthout Language’ and
naneW t hLanguage' attribute syntaxes. However, in actual usage and
prot ocol execution, objects and clients accept and return only one of
the two syntax per attribute. The syntax 'nane’ never appears "on-
the-wire".

Note: Only the "text’ and 'nane’ attribute syntaxes pernit the
Nat ural Language Overri de nechani sm

Sone attributes are defined as 'type3 keyword | nanme’. These
attributes support values that are either type3 keywords or nanes.
Thi s dual - syntax mechani sm enables a site administrator to extend
these attributes to legally include values that are locally defined
by the site administrator. Such nanmes are not registered with | ANA

4.1.2.1 'naneW t hout Language
The ' nameW t hout Language’ syntax indicates a value that is sequence

of zero or nore characters so that its encoded form does not exceed
MAX oct ets.
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4.1.2.2 'naneW t hLanguage

The ' nameWt hLanguage’ attribute syntax is a conmpound attribute
syntax consisting of two parts: a 'naneWthout Language’ part plus an
addi ti onal ’'natural Language’ (see section 4.1.8) part that overrides
the natural |anguage in force. The ’natural Language’ part explicitly
identifies the natural |anguage that applies to that nanme val ue and
that nanme val ue al one.

The ' naneWt hLanguage’ attribute syntax behaves the sane as the
text Wt hLanguage’ syntax. |If a nane is in a language that is
different than the rest of the object or operation, then this '’
nameW t hLanguage’ syntax is used rather than the generic '’
naneW t hout Language’ synt ax.

Exanple: If the client supplies the "attributes-natural -1 anguage”
operation attribute with the value: 'en' indicating English, but the
"printer-name" attribute is in German, the client MJST use the’
naneW t hLanguage’ attribute syntax as foll ows:

"de’: Natural Language Override indicating German
"Farbdrucker’: the Printer name in Gernan

4.1.2.3 Matching 'nane’ attribute val ues

For purposes of matching two 'name’ attribute values for equality,
such as in job validation (where a client-supplied value for
attribute "xxx" is checked to see if the value is anong the val ues of
the Printer object’s correspondi ng "xxx-supported" attribute), the
foll owing match rul es apply:

1. 'keyword' val ues never match ’'nane’ val ues.

2. 'nane’ (nameWt hout Language and naneWt hLanguage) val ues
match if (1) the nane parts match and (2) the Associated
Nat ural - Language parts (see section 3.1.4.1) match. The
mat chi ng rul es are:

a. the nane parts match if the two nanes are identica
character by character, except it is RECOMVENDED t hat case
be ignored. For exanple: 'A ax-letter-head-white MJIST
match * Aj ax-l etter-head-white’ and SHOULD match ' aj ax-

| etter-head-white' and ' AJAX- LETTER- HEAD- VHI TE’

b. the Associ ated Natural -Language parts match if the
shorter of the two neets the syntactic requirenents of RFC
1766 [ RFC1766] and matches byte for byte with the | onger
For exanple, 'en' matches 'en’, 'en-us' and 'en-gb’, but
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mat ches neither "fr’' nor 'e'.

4.1.3 ' keyword’

The 'keyword' attribute syntax is a sequence of characters, length: 1
to 255, containing only the US-ASCII [ASCII] encoded val ues for

| owercase letters ("a" - "z"), digits ("0" - "9"), hyphen ("-"), dot
("."), and underscore ("_"). The first character MJST be a | owercase
letter. Furthernore, keywords MJST be in U S English

This syntax type is used for enunerating semantic identifiers of
entities in the abstract protocol, i.e., entities identified in this
docunent. Keywords are used as attribute names or val ues of
attributes. Unlike 'text’ and 'nane’ attribute val ues, ’keyword’

val ues MUST NOT use the Natural Language Override nechani sm since
they MUST al ways be US-ASCI1 and U.S. English

Keywords are for use in the protocol. A user interface will likely
provi de a mappi ng between protocol keywords and di spl ayabl e user-
friendly words and phrases which are localized to the natura

| anguage of the user. Wile the keywords specified in this docunent
MAY be displayed to users whose natural |anguage is U S. English
they MAY be mapped to other U.S. English words for U S. English
users, since the user interface is outside the scope of this
docunent .

In the definition for each attribute of this syntax type, the ful
set of defined keyword values for that attribute are |isted.

When a keyword is used to represent an attribute (its nane), it MJST
be unique within the full scope of all I PP objects and attri butes.
When a keyword is used to represent a value of an attribute, it MJST
be unique just within the scope of that attribute. That is, the sane
keyword MJST NOT be used for two different values within the sane
attribute to mean two different semantic ideas. However, the sane
keyword MAY be used across two or nore attributes, representing
different semantic ideas for each attribute. Section 6.1 describes
how t he protocol can be extended with new keyword val ues. Exanpl es
of attribute name keywords:

"j ob- name"
"attri butes-charset"”

Note: This docunment uses "typel", "type2", and "type3" prefixes to

the "keyword" basic syntax to indicate different |levels of review for
ext ensi ons (see section 6.1).
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4.1.4 ' enum
The "enunmi attribute syntax is an enunerated integer value that is in
the range from1 to 2**31 - 1 (MAX). Each val ue has an associ ated
keyword’ nanme. |In the definition for each attribute of this syntax

type, the full set of possible values for that attribute are |isted.
This syntax type is used for attributes for which there are enum

val ues assigned by other standards, such as SNMP M Bs. A nunber of
attribute enumvalues in this specification are al so used for
corresponding attributes in other standards [RFCL759]. This syntax
type is not used for attributes to which the system adm ni strator nay
assign values. Section 6.1 describes how the protocol can be
extended with new enum val ues.

Enum val ues are for use in the protocol. A user interface wll
provi de a nmappi ng between protocol enum val ues and di spl ayabl e user-
friendly words and phrases which are localized to the natura

| anguage of the user. VWhile the enum synbols specified in this
docunment MAY be di splayed to users whose natural |anguage is U S
English, they MAY be nmapped to other U S. English words for U'S
English users, since the user interface is outside the scope of this
docunent .

Note: SNMP M Bs use '2' for 'unknown’ which corresponds to the | PP
"out - of - band" val ue ' unknown’. See the description of the "out-of-
band" val ues at the beginning of Section 4.1. Therefore, attributes
of type "enunm start at '3

Note: This docunent uses "typel"”, "type2", and "type3" prefixes to
the "enunt' basic syntax to indicate different |levels of review for
extensions (see section 6.1).

4.1.5 "uri’

The "uri’ attribute syntax is any valid Uniform Resource ldentifier
or URI [RFC2396]. Most often, URIs are sinply Uniform Resource
Locators or URLs. The maxi mumlength of URI's used as val ues of |PP
attributes is 1023 octets. Although nost other IPP attribute syntax
types allow for only | ower-cased values, this attribute syntax type
conforns to the case-sensitive and case-insensitive rules specified
in [ RFC2396] .

4.1.6 'uri Schene’
The ’uri Scheme’ attribute syntax is a sequence of characters

representing a URI schene according to RFC 2396 [ RFC2396]. Though
RFC 2396 requires that the val ues be case-insensitive, |IPP requires
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all lower case values in IPP attributes to sinplify conparing by |IPP
clients and Printer objects. Standard values for this syntax type
are the foll ow ng keywords:

"http': for HITP schenmed URIs (e.g., "http:...")

"https’: for use with HTTPS schened URIs (e.g., "https:...")
(not on | ETF standards track)

"ftp': for FTP schenmed URIs (e.g., "ftp:...")

"mailto’: for SMIP schened URIs (e.g., "mailto:...")

"file: for file schemed URIs (e.g., "file:...")

A Printer object MAY support any URI 'schene’ that has been
registered with 1ANA [I ANA-MI]. The maxi mum | ength of URI ’schene’
val ues used to represent IPP attribute values is 63 octets.

4.1.7 'charset

The 'charset’ attribute syntax is a standard identifier for a
charset. A charset is a coded character set and encodi ng schene.
Charsets are used for labeling certain document contents and ’'text’
and 'name’ attribute values. The syntax and semantics of this
attribute syntax are specified in RFC 2046 [ RFC2046] and contained in
the 1 ANA character-set Registry [I ANA-CS] according to the | ANA
procedures [ RFC2278]. Though RFC 2046 requires that the val ues be
case-insensitive US-ASCII, IPP requires all |ower case values in |IPP
attributes to sinplify conparing by IPP clients and Printer objects.
When a character-set in the 1 ANA registry has nore than one nane
(alias), the nane | abeled as "(preferred MME nane)", if present,
MJUST be used.

The maxi mum | ength of 'charset’ values used to represent |PP
attribute values is 63 octets.

Sone exanpl es are:

"utf-8: 1SO 10646 Universal Miltiple-Cctet Coded Character Set
(UCS) represented as the UTF-8 [ RFC2279] transfer encoding
schene in which US-ASCI| is a subset charset.

"us-ascii’: 7-bit Anerican Standard Code for Information
I nterchange (ASCI1), ANSI X3.4-1986 [ASCII]. That standard
defines US-ASCI |, but RFC 2045 [ RFC2045] elimi nates nost of the
control characters from conformant usage in M ME and | PP

'is0-8859-1": 8-bit One-Byte Coded Character Set, Latin Al phabet
Nr 1 [1S08859-1]. That standard defines a coded character set
that is used by Latin |anguages in the Wstern Hem sphere and
Western Europe. US-ASCII is a subset charset.
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"i1s0-10646-ucs-2": |1SO 10646 Universal Miltiple-Cctet Coded
Character Set (UCS) represented as two octets (UCS-2), with the
hi gh order octet of each pair comng first (so-called Big Endian
i nteger).

Sone attribute descriptions MAY place additional requirements on
charset values that may be used, such as REQUI RED val ues that MJST be
supported or additional restrictions, such as requiring that the
charset have US-ASCI| as a subset charset.

4.1.8 'natural Language

The 'natural Language’ attribute syntax is a standard identifier for a
natural | anguage and optionally a country. The values for this
syntax type are defined by RFC 1766 [ RFC1766]. Though RFC 1766
requires that the values be case-insensitive US-ASCII, |PP requires
all lower case to sinplify conparing by IPP clients and Printer

obj ects. Exanpl es incl ude:

"en’: for English
"en-us’: for US English
"fr': for French

"de’: for Gernan

The maxi mum | ength of ’'natural Language’ val ues used to represent | PP
attribute values is 63 octets.

4.1.9 'm meMedi aType’

The ''m nmeMedi aType’ attribute syntax is the Internet Media Type
(sometines called M ME type) as defined by RFC 2046 [ RFC2046] and
regi stered according to the procedures of RFC 2048 [ RFC2048] for
identifying a docunent format. The value MAY include a charset

par aneter, depending on the specification of the Media Type in the

| ANA Registry [I ANA-MI]. Although nost other | PP syntax types all ow
for only | ower-cased values, this syntax type allows for m xed-case
val ues which are case-insensitive.

Exanpl es are:

"text/htm’: An HTM. docunent

"text/plain : A plain text docunent in US-ASCI|I (RFC 2046 indicates
that in the absence of the charset paraneter MJST nean US- ASC |
rat her than sinply unspecified) [RFC2046].

"text/plain; charset=US-ASCII1': A plain text docunment in US-ASCII
[52, 56].

"text/plain; charset=1S0-8859-1": A plain text docunment in |ISO
8859-1 (Latin 1) [IS08859-1].
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"text/plain; charset=utf-8: A plain text docunment in | SO 10646
represented as UTF-8 [ RFC2279]
"text/plain, charset=iso-10646-ucs-2": A plain text docunent in
| SO 10646 represented in two octets (UCS-2) [|SOL0646-1]
application/postscript’: A PostScript docunent [ RFC2046]
application/vnd. hp-PCL’: A PCL document [|ANA-MI] (charset escape
sequence enbedded in the docunent data)

"application/octet-streani: Auto-sense - see bel ow
One special type is "application/octet-streanmi. |f the Printer
obj ect supports this value, the Printer object MJST be capabl e of
aut o-sensing the format of the docunent data. |f the Printer

object’s default value attribute "docunent-format-default" is set to
"application/octet-streani, the Printer object not only supports

aut o-sensi ng of the docunent format, but will depend on the result of
appl ying its auto-sensing when the client does not supply the
"docunent-fornmat" attribute. |If the client supplies a docunent
format value, the Printer MIST rely on the supplied attribute, rather
than trust its auto-sensing algorithm To sunmari ze:

1. If the client does not supply a docunent format val ue, the
Printer MUST rely on its default value setting (which may be '’
application/octet-stream indicating an auto-sensing nechanisn

2. If the client supplies a value other than ’'application/octet-
stream, the client is supplying valid information about the
format of the document data and the Printer object MJST trust
the client supplied value nore than the outcone of applying an
automatic fornmat detection nechanism For exanple, the client
may be requesting the printing of a PostScript file as a
text/plain docunent. The Printer object MJST print a text
representation of the PostScript comuands rather than interpret
the stream of Post Script comrands and print the result.

3. If the client supplies a value of "application/octet-streani,
the client is indicating that the Printer object MJST use its
aut o- sensi ng nechani smon the client supplied docunent data
whet her auto-sensing is the Printer object’s default or not.

Note: Since the auto-sensing algorithmis probabilistic, if the
client requests both auto-sensing ("docunent-format" set to
application/octet-streami) and true fidelity ("ipp-attribute-
fidelity" set to "true’), the Printer object night not be able to
guar antee exactly what the end user intended (the auto-sensing

al gorithm m ght nistake one docunent format for another ), but it is
abl e to guarantee that its auto-sensing nechani smbe used.

The maxi mum | ength of a ’'m neMedi aType’ value to represent |PP
attribute values is 255 octets.
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4.1.10 ’'octetString

The 'octetString’ attribute syntax is a sequence of octets encoded in
a maxi mum of 1023 octets which is indicated in sub-section headers

using the notation: octetString(MAX). This syntax type is used for
opaque dat a.

4.1.11 ' bool ean’

The 'bool ean’ attribute syntax has only two values: ’'true' and
fal se’.

4.1.12 ’integer’

The "integer’ attribute syntax is an integer value that is in the
range from-2**31 (MN) to 2**31 - 1 (MAX). Each individua
attribute may specify the range constraint explicitly in sub-section
headers if the range is different fromthe full range of possible

i nteger values. For exanple: job-priority (integer(1:100)) for the
"job-priority" attribute. However, the enforcenment of that
additional constraint is up to the |IPP objects, not the protocol

4.1.13 'rangeCF | nt eger’

The 'rangeCf I nteger’ attribute syntax is an ordered pair of integers
that defines an inclusive range of integer values. The first integer
specifies the | ower bound and the second specifies the upper bound.
If a range constraint is specified in the header description for an
attribute in this docunent whose attribute syntax is 'rangeO | nteger’
(i.e., "XY indicating X as a mninumvalue and Y as a maxi mum

val ue), then the constraint applies to both integers.

4.1.14 ' dateTi ne’

The 'dateTine’ attribute syntax is a standard, fixed Iength, 11 octet
representation of the "DateAndTi ne" syntax as defined in RFC 2579

[ RFC2579]. RFC 2579 also identifies an 8 octet representation of a

" Dat eAndTi me" val ue, but | PP objects MJST use the 11 octet
representation. A user interface will provide a mapping between
protocol dateTine val ues and di spl ayabl e user-friendly words or
presentation val ues and phrases which are localized to the natura

| anguage and date format of the user.

4.1.15 'resolution’
The "resolution’ attribute syntax specifies a two-di nensi ona

resolution in the indicated units. It consists of 3 values: a cross
feed direction resolution (positive integer value), a feed direction
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resolution (positive integer value), and a units value. The
semantics of these three conponents are taken fromthe Printer MB
[ RFC1759] suggested values. That is, the cross feed direction
conmponent resol ution conponent is the sane as the

prt Mar ker Addr essabi | i tyXFeedDir object in the Printer MB, the feed
di rection conponent resolution conponent is the sane as the

prt Marker AddressabilityFeedDir in the Printer MB, and the units
component is the sane as the prtMarker AddressabilityUnit object in
the Printer MB (nanely, '3 indicates dots per inch and ' 4

i ndi cates dots per centineter). Al three values MJST be present
even if the first two values are the sane. Exanple: '300', ’'600
3’ indicates a 300 dpi cross-feed direction resolution, a 600 dp
feed direction resolution, since a '3 indicates dots per inch (dpi).

4.1.16 '1setOx X

The "1setOF X attribute syntax is 1 or nore values of attribute
syntax type X. This syntax type is used for nulti-valued attributes.
The syntax type is called '1setOf' rather than just 'setOf’ as a

rem nder that the set of values MJST NOT be enpty (i.e., a set of
size 0). Sets are normally unordered. However each attribute
description of this type may specify that the values MJUST be in a
certain order for that attribute.

4.2 Job Tenplate Attributes

Job Tenpl ate attributes describe job processing behavior. Support
for Job Tenplate attributes by a Printer object is OPTIONAL (see
section 13.2.3 for a description of support for OPTIONAL attri butes).
Al so, clients OPTIONALLY supply Job Tenplate attributes in create
requests.

Job Tenplate attributes conformto the following rules. For each Job
Tenpl ate attribute called "xxx":

1. If the Printer object supports "xxx" then it MJST support both a
"xxx-default" attribute (unless there is a "No" in the table
bel ow) and a "xxx-supported" attribute. |If the Printer object
doesn’t support "xxx", then it MJST support neither an "xxx-
default" attribute nor an "xxx-supported" attribute, and it MJST
treat an attribute "xxx" supplied by a client as unsupport ed.
An attribute "xxx" nmay be supported for sone docunment formats
and not supported for other docunent formats. For exanple, it
is expected that a Printer object would only support
"orientation-requested” for sone docunent formats (such as ’
text/plain or '"text/html’) but not others (such as
application/postscript’).
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2. "xxx" is OPTIONALLY supplied by the client in a create request.
If "xxx" is supplied, the client is indicating a desired job
processi ng behavior for this Job. When "xxx" is not supplied,
the client is indicating that the Printer object apply its
default job processing behavior at job processing tinme if the
docunment content does not contain an enbedded instruction
i ndi cating an xxx-rel ated behavi or.

Note: Since an admi nistrator MAY change the default val ue
attribute after a Job object has been submtted but before it
has been processed, the default val ue used by the Printer object
at job processing time may be different that the default val ue
in effect at job subnmission tine.

3. The "xxx-supported" attribute is a Printer object attribute that
descri bes which job processing behaviors are supported by that
Printer object. A client can query the Printer object to find
out what xxx-rel ated behaviors are supported by inspecting the
returned val ues of the "xxx-supported" attribute.

Not e: The "xxx" in each "xxx-supported" attribute nane is

singul ar, even though an "xxx-supported" attribute usually has

nore than one val ue, such as "job-sheet-supported", unless the

"xxx" Job Tenplate attribute is plural, such as "finishings" or

"sides". In such cases the "xxx-supported" attribute nanes are:

"fi ni shings-supported" and "sides-supported".

4. The "xxx-default" default value attribute describes what will be
done at job processing tine when no other job processing
information is supplied by the client (either explicitly as an
I PP attribute in the create request or inplicitly as an enbedded
instruction within the docunent data).

If an application wishes to present an end user with a |ist of
supported val ues fromwhich to choose, the application SHOULD query
the Printer object for its supported value attributes. The
application SHOULD al so query the default value attributes. |If the
application then limts selectable values to only those val ue that
are supported, the application can guarantee that the val ues supplied
by the client in the create request all fall within the set of
supported values at the Printer. Wen querying the Printer, the
client MAY enunerate each attribute by name in the Get-Printer-
Attributes Request, or the client MAY just nane the "job-tenpl ate”
group in order to get the conmplete set of supported attributes (both
supported and default attributes).
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The "finishings" attribute is an exanple of a Job Tenplate attribute.
It can take on a set of values such as 'staple’, ’punch’, and/or
cover’. Aclient can query the Printer object for the "finishings-
supported" attribute and the "finishings-default" attribute. The
supported attribute contains a set of supported values. The default
val ue attribute contains the finishing value(s) that will be used for
a new Job if the client does not supply a "finishings" attribute in
the create request and the docunent data does not contain any
correspondi ng finishing instructions. |If the client does supply the
"finishings" attribute in the create request, the | PP object
val i dates the value or values to nake sure that they are a subset of
the supported values identified in the Printer object’s "finishings-
supported" attribute. See section 3.2.1.2.

The table bel ow summari zes the names and rel ati onships for all Job
Tenpl ate attributes. The first colum of the table (labeled "Job
Attribute") shows the nane and syntax for each Job Tenplate attribute
in the Job object. These are the attributes that can optionally be
supplied by the client in a create request. The last two col ums
(labeled "Printer: Default Value Attribute" and "Printer: Supported
Val ues Attribute”) shows the name and syntax for each Job Tenpl ate
attribute in the Printer object (the default value attribute and the
supported values attribute). A "No" in the table nmeans the Printer
MUST NOT support the attribute (that is, the attribute is sinply not
applicable). For brevity in the table, the "text’ and 'nanme’ entries
do not show the maxi mum | ength for each attribute

+ + + +
| Job Attribute | Printer: Default Value| Printer: Supported |
| | Attribute | Val ues Attribute |
+ + + +
| job-priority | job-priority-default |job-priority-supported|
| (integer 1:100) | (integer 1:100) | (i nteger 1:100) |
S Fom e e e e oo Fom e e e e oo +
| job-hold-until | job-hold-until- | j ob-hol d-until - |
| (type3 keyword | | default | supported |
| nane) | (type3 keyword | | (1setOF |
| | nane) | type3 keyword | nane)|
B e e e e e e e e e e e e e e e e +
| job-sheets | job-sheets-default | j ob-sheet s-supported |
| (type3 keyword | | (type3 keyword | | (1set X |
| nane) | nane) | type3 keyword | nane)|
e e e e e +
| mul ti pl e-docunment- | nul tipl e-docunent - | mul ti pl e-docunent - |
| handling | handling-default | handl i ng- support ed |
| (type2 keyword) | (type2 keyword) | (1set O type2 keyword) |
oo oo oo +
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+ + + +
| Job Attribute | Printer: Default Value| Printer: Supported |
| | Attribute | Val ues Attribute |
+ + + +
| copies | copies-default | copi es-supported |
| (integer (1:MAX)) | (integer (1:MAX)) | (rangeCt | nt eger [
I I I (1: MAX) ) I
) o e e e e e e e e e oo o e e e e e e e e e oo +

| finishings
| (1setOXf type2 enum

| page-ranges

| (lsetOF

| rangeO | nt eger
| (1: MAX) )

| sides
| (type2 keyword)

nunber - up

(integer (1: MAX))

| orientation-
| requested

[ (type2 enun

medi a
(type3 keyword |
nane)

| printer-resolution|

| (resolution)

| print-quality
| (type2 enum

deBry, et al.

| finishings-default
| (1setOXf type2 enum

| sides-default
| (type2 keyword)

| nunber - up-def aul t
| (integer (1:MAX))
I
I
I

| ori ent ati on-request ed-
| default

| (type2 enum

medi a- def aul t
(type3 keyword |
nane)

printer-resol ution-
| default
| (resolution)

| print-quality-default
| (type2 enum

Experi ment al

| finishings-supported |
| (1setOXf type2 enum [

page- r anges-
supported (bool ean)

| sides-supported |
| (1set X type2 keyword) |

e e +
| nunber-up-supported |
| (1set O integer |
| (1:MAX) | I
| rangeO | nteger [
| (1:MAX)) I
e e +
| ori entation-requested-|
| supported |
| (lsetOF type2 enun) |
oo +
| medi a- supported [
| (1set OF [
| type3 keyword | nane)|
| |
| medi a-ready [
| (1set X |
| type3 keyword | nane)|
e e +
| printer-resolution- |
| supported
| (1set O resol ution) [
oo +
| print-quality- [
| supported |
| (1setOF type2 enun |
e e e e e e e e +
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4.2.1 job-priority (integer(1:100))

This attribute specifies a priority for scheduling the Job. A higher
val ue specifies a higher priority. The value 1 indicates the | owest
possible priority. The value 100 indicates the highest possible
priority. Among those jobs that are ready to print, a Printer MJST
print all jobs with a priority value of n before printing those with
a priority value of n-1 for all n.

If the Printer object supports this attribute, it MJST al ways support
the full range from1 to 100. No administrative restrictions are
permitted. This way an end-user can always nake full use of the
entire range with any Printer object. |If privileged jobs are

i mpl emented outside | PP/1.0, they MJST have priorities higher than
100, rather than restricting the range avail able to end-users.

If the client does not supply this attribute and this attribute is
supported by the Printer object, the Printer object MJST use the
value of the Printer object’s "job-priority-default” at job

submi ssion time (unlike nost Job Tenplate attributes that are used if
necessary at job processing tine).

The syntax for the "job-priority-supported" is also integer(1:100).
This single integer value indicates the nunber of priority levels
supported. The Printer object MJST take the val ue supplied by the
client and map it to the closest integer in a sequence of n integers
val ues that are evenly distributed over the range from1l to 100 using
the formul a:

roundToNear est | nt (( 100x+50)/ n)

where n is the value of "job-priority-supported” and x ranges fromO
t hrough n-1.

For exanple, if n=1 the sequence of values is 50; if n=2, the
sequence of values is: 25 and 75; if n = 3, the sequence of val ues
is: 17, 50 and 83; if n = 10, the sequence of values is: 5, 15, 25,
35, 45, 55, 65, 75, 85, and 95; if n = 100, the sequence of val ues
is: 1, 2, 3, . 100.

If the value of the Printer object’s "job-priority-supported" is 10
and the client supplies values in the range 1 to 10, the Printer
object maps themto 5, in the range 11 to 20, the Printer object maps
themto 15, etc.
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4.2.2 job-hold-until (type3 keyword | name (MAX))

This attribute specifies the nanmed tine period during which the Job
MUST becone a candidate for printing.

St andard keyword val ues for named tinme periods are:

"no-hold : imrediately, if there are not other reasons to hold the
j ob

"day-tine’: during the day

"eveni ng’: evening

"night’: night

"weekend’ : weekend

"second-shift’: second-shift (after close of business)

"third-shift’: third-shift (after mdnight)

An admi ni strator MJST associate allowable print tines with a naned

time period (by means outside IPP/1.0). An administrator is

encouraged to pick names that suggest the type of time period. An

adm ni strator MAY define additional values using the 'nane’ or '’

keyword’ attribute syntax, depending on inplenentation

If the value of this attribute specifies a tinme period that is in the
future, the Printer MJUST add the 'job-hold-until-specified value to
the job’s "job-state-reasons" attribute, nove the job to the

pendi ng-hel d’ state, and MJST NOT schedule the job for printing unti
the specified tine-period arrives. Wen the specified tinme period
arrives, the Printer MIST renove the 'job-hold-until-specified value
fromthe job’s "job-state-reason" attribute and, if there are no
other job state reasons that keep the job in the ’'pending-held

state, the Printer MJST consider the job as a candi date for
processing by nmoving the job to the ’'pending state.

If this job attribute value is the naned value 'no-hold’, or the
specified tinme period has already started, the job MJST be a
candi date for processing inmediately.

If the client does not supply this attribute and this attribute is
supported by the Printer object, the Printer object MIST use the
value of the Printer object’s "job-hold-until-default" at job
submission tine (unlike nost Job Tenplate attributes that are used if
necessary at job processing tine).

4.2.3 job-sheets (type3 keyword | nanme( MAX))

This attribute deternines which job start/end sheet(s), if any, MJST
be printed with a job.
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St andard keyword val ues are:

"none’: no job sheet is printed
"standard’: one or nore site specific standard job sheets are
printed, e.g. a single start sheet or both start and end sheet
is printed
An admi ni strator MAY define additional values using the 'nanme’ or ’
keyword’ attribute syntax, depending on inplenentation

Note: The effect of this attribute on jobs with nultiple docunents
MAY be affected by the "nul tipl e-docunent-handling" job attribute
(section 4.2.4), depending on the job sheet senantics.

4.2.4 mul tiple-docunent-handling (type2 keyword)

This attribute is relevant only if a job consists of two or nore
docunments. The attribute controls finishing operations and the

pl acenent of one or nore print-stream pages into inpressions and onto
medi a sheets. \Wen the value of the "copies" attribute exceeds 1, it
al so controls the order in which the copies that result from
processi ng the docunents are produced. For the purposes of this
explanations, if "a" represents an instance of docunent data, then
the result of processing the data in docunent "a" is a sequence of
medi a sheets represented by "a(*)".

St andard keyword val ues are:

"single-docunent’: |If a Job object has multiple docunents, say, the
docunment data is called a and b, then the result of processing
all the docunent data (a and then b) MJST be treated as a single
sequence of nedia sheets for finishing operations; that is,
finishing would be performed on the concatenation of the
sequences a(*),b(*). The Printer object MJUST NOT force the data
in each docunent instance to be formatted onto a new print-
stream page, nor to start a new inpression on a new nedi a sheet.
If more than one copy is made, the ordering of the sets of nedia
sheets resulting from processing the docunent data MJST be a(*),

b(*), a(*), b(*), ..., and the Printer object MJST force each
copy (a(*),b(*)) to start on a new nedia sheet.
' separ at e- docunent s-uncol | ated-copies’: |f a Job object has

mul ti pl e docunents, say, the docunent data is called a and b
then the result of processing the data in each docunment instance
MUST be treated as a single sequence of media sheets for
finishing operations; that is, the sets a(*) and b(*) would each
be finished separately. The Printer object MJST force each copy
of the result of processing the data in a single docunent to
start on a new nedia sheet. If nmore than one copy is nade, the
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ordering of the sets of nedia sheets resulting from processing

the docunent data MJST be a(*), a(*), ..., b(*), b(*) ... .
' separ at e-docunent s-col | ated-copies’: If a Job object has multiple
docunents, say, the docunent data is called a and b, then the
result of processing the data in each docunent instance MJST be
treated as a single sequence of nedia sheets for finishing
operations; that is, the sets a(*) and b(*) would each be
finished separately. The Printer object MJST force each copy of
the result of processing the data in a single docunent to start
on a new nedia sheet. |f nore than one copy is nade, the
ordering of the sets of nedia sheets resulting from processing
t he docunent data MJUST be a(*), b(*), a(*), b(*),
ngl e- docunent - new sheet’: Same as ’'singl e-docunment’, except
that the Printer object MJST ensure that the first inpression of
each docunent instance in the job is placed on a new nedi a
sheet. This value allows nultiple docunents to be stapled
together with a single staple where each docunent starts on a
new sheet.

S

The ' singl e-docunent’ value is the sane as ' separate-docunents-

col |l ated-copies’ with respect to ordering of print-stream pages, but
not nedi a sheet generation, since 'single-docunent’ wll put the
first page of the next docunent on the back side of a sheet if an odd
nunber of pages have been produced so far for the job, while

separ at e- docunent s- col | at ed-copi es’” al ways forces the next docunent
or docunment copy on to a new sheet. |In addition, if the "finishings"
attribute specifies 'staple’, then with ’single-docunent’, docunents
a and b are stapled together as a single docunent with no regard to
new sheets, with ’single-docunent-new sheet’, docunents a and b are
stapl ed together as a single docunent, but docunment b starts on a new
sheet, but with ’'separate-docunents-uncoll ated-copi es’ and

separ at e- docunent s- col | at ed- copi es’, docunents a and b are stapled
separately.

Not e: None of these val ues provide neans to produce uncol | ated sheets
within a docunent, i.e., where multiple copies of sheet n are
produced before sheet n+l of the same docunent.

The relationship of this attribute and the other attributes that
control docunent processing is described in section 15. 3.

4.2.5 copies (integer(1l: MAX))
This attribute specifies the nunber of copies to be printed.
On many devi ces the supported nunber of collated copies will be

limted by the nunber of physical output bins on the device, and nmay
be different fromthe nunber of uncollated copies which can be
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support ed.

Note: The effect of this attribute on jobs with nmultiple docunents is
controlled by the "nultiple-docunent-handling" job attribute (section
4.2.4) and the relationship of this attribute and the other
attributes that control document processing is described in section
15. 3.

4.2.6 finishings (1lsetO type2 enun

This attribute identifies the finishing operations that the Printer
uses for each copy of each printed docunent in the Job. For Jobs with
mul tiple docunments, the "nultiple-docunent-handling" attribute
determ nes what constitutes a "copy" for purposes of finishing.

St andard enum val ues are:
Val ue Synbolic Nanme and Descri ption

'3 "none’: Performno finishing

T "staple’: Bind the docunment(s) with one or nore staples.
The exact nunber and pl acenent of the staples is
si te-defined.

'5 "punch’: This value indicates that holes are required in
the finished docunent. The exact nunber and pl acenent
of the holes is site-defined The punch specification
MAY be satisfied (in a site- and inplenentation-

specific manner) either by drilling/punching, or by
substituting pre-drilled nedia.
"6 "cover’: This value is specified when it is desired to

sel ect a non-printed (or pre-printed) cover for the
docunent. This does not supplant the specification of
a printed cover (on cover stock nmedium by the
docunent itself.

T "bind': This value indicates that a binding is to be
applied to the docunent; the type and pl acenent of the
binding is site-defined."

Note: The effect of this attribute on jobs with nmultiple docunents is
controlled by the "nultiple-docunent-handling" job attribute (section
4.2.4) and the relationship of this attribute and the other
attributes that control document processing is described in section
15. 3.

If the client supplies a value of 'none’ along with any other

conbi nation of values, it is the sane as if only that other

conbi nation of values had been supplied (that is the 'none’ val ue has
no effect).
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4.2.7 page-ranges (1lsetO rangeO I nteger (1: MAX))

This attribute identifies the range(s) of print-stream pages that the
Printer object uses for each copy of each docunent which are to be
printed. Nothing is printed for any pages identified that do not

exi st in the docunent(s). Ranges MJST be in ascending order, for
exanple: 1-3, 5-7, 15-19 and MJUST NOT overlap, so that a non-spooling
Printer object can process the job in a single pass. |If the ranges
are not ascending or are overlapping, the | PP object MIST reject the
request and return the 'client-error-bad-request’ status code. The
attribute is associated with print-stream pages not application-
nurmber ed pages (for exanple, the page numbers found in the headers
and or footers for certain word processing applications).

For Jobs with multiple docunments, the "nultipl e-docunent-handling"
attribute determ nes what constitutes a "copy" for purposes of the
speci fied page range(s). Wen "nultiple-docunent-handling" is "’
singl e-docunent’, the Printer object MJST apply each supplied page
range once to the concatenation of the print-stream pages. For
exanple, if there are 8 docunents of 10 pages each, the page-range
41: 60’ prints the pages in the 5th and 6th docunents as a single
docunent and none of the pages of the other docunents are printed.
When "nul ti pl e-docunent - handl i ng" is 'separate-docunents-uncol | at ed-
copi es’ or ’'separate-docunents-collated-copies’, the Printer object
MUST apply each supplied page range repeatedly to each docunent copy.
For the sane job, the page-range '1:3, 10:10° would print the first 3
pages and the 10th page of each of the 8 docunents in the Job, as 8
separ ate docunents.

In nost cases, the exact pages to be printed will be generated by a
device driver and this attribute would not be required. However,
when printing an archived docunent which has al ready been fornmatted,
the end user may elect to print just a subset of the pages contained
in the docunent. 1In this case, if page-range = n.mis specified, the
first page to be printed will be page n. Al subsequent pages of the
docunent will be printed through and including page m

"page-ranges-supported” is a bool ean val ue indicating whether or not
the printer is capable of supporting the printing of page ranges.
This capability may differ fromone PDL to another. There is no
"page-ranges-default" attribute. |f the "page-ranges" attribute is
not supplied by the client, all pages of the docunent will be
printed.
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Note: The effect of this attribute on jobs with nultiple docunents is
controlled by the "nultiple-docunent-handling"” job attribute (section
4.2.4) and the relationship of this attribute and the other
attributes that control document processing is described in section
15. 3.

4.2.8 sides (type2 keyword)
This attribute specifies how print-stream pages are to be inmposed
upon the sides of an instance of a selected nmedium i.e., an
i mpr essi on

The standard keyword val ues are:

"one-sided’ : inposes each consecutive print-stream page upon the
sane side of consecutive nedia sheets.
"two- si ded-1 ong-edge’: inposes each consecutive pair of print-

stream pages upon front and back sides of consecutive nedia
sheets, such that the orientation of each pair of print-stream
pages on the medi um woul d be correct for the reader as if for
bi nding on the long edge. This inposition is sonetinmes called
dupl ex’ or ’'head-to-head’

"two- si ded-short-edge’: inposes each consecutive pair of print-
stream pages upon front and back sides of consecutive nedia
sheets, such that the orientation of each pair of print-stream
pages on the medi um woul d be correct for the reader as if for
bi nding on the short edge. This inposition is sonetinmes called
"tunbl e’ or 'head-to-toe’

"two- si ded-1 ong-edge’, 'two-sided-short-edge’, 'tunble’, and ’'duplex
all work the same for portrait or |andscape. However 'head-to-toe
is 'tunble’ in portrait but 'duplex’ in |landscape. 'head-to-head

al so switches between ’duplex’ and ’'tunbl e’ when using portrait and
| andscape nodes.

Note: The effect of this attribute on jobs with nultiple docunents is
controlled by the "nultiple-docunent-handling" job attribute (section
4.2.4) and the relationship of this attribute and the other
attributes that control document processing is described in section
15. 3.

4.2.9 nunber-up (integer(1l: MAX))
This attribute specifies the nunmber of print-stream pages to inpose

upon a single side of an instance of a selected medium For exanple,
if the value is:
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Val ue Description

s the Printer MJST place one print-stream page on a single
side of an instance of the sel ected nmedi um ( MAY add
some sort of translation, scaling, or rotation).

12 the Printer MJST place two print-stream pages on a single
side of an instance of the sel ected nmedi um ( MAY add
some sort of translation, scaling, or rotation).

T the Printer MJST place four print-stream pages on a single
side of an instance of the sel ected nmedi um ( MAY add
some sort of translation, scaling, or rotation).

This attribute primarily controls the translation, scaling and
rotation of print-stream pages.

Note: The effect of this attribute on jobs with nultiple docunents is
controlled by the "nultiple-docunent-handling" job attribute (section
4.2.4) and the relationship of this attribute and the other
attributes that control document processing is described in section
15. 3.

4.2.10 orientation-requested (type2 enun

This attribute indicates the desired orientation for printed print-
stream pages; it does not describe the orientation of the client-
supplied print-stream pages.

For some docunent formats (such as 'application/postscript’), the
desired orientation of the print-streampages is specified within the
docunment data. This information is generated by a device driver
prior to the submission of the print job. her document formats
(such as 'text/plain’) do not include the notion of desired
orientation within the docunent data. |In the latter case it is
possible for the Printer object to bind the desired orientation to
the docunent data after it has been submitted. It is expected that a
Printer object would only support "orientations-requested" for sone
docunent formats (e.g., 'text/plain’ or 'text/htm ') but not others
(e.g., "application/postscript’). This is no different than any
other Job Tenplate attribute since section 4.2, item1, points out
that a Printer object may support or not support any Job Tenpl ate
attribute based on the docunent fornmat supplied by the client.
However, a special mention is made here since it is very likely that
a Printer object will support "orientation-requested" for only a
subset of the supported document formats.
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St andard enum val ues are:

Val ue Synbolic Nanme and Description

'3 "portrait’: The content will be inmaged across the short
edge of the nedi um
4 "landscape’: The content will be imged across the I ong

edge of the nedium Landscape is defined to be a
rotation of the print-streampage to be imaged by +90
degrees with respect to the medium (i.e. anti-

cl ockwi se) fromthe portrait orientation. Note: The
+90 direction was chosen because sinple finishing on
the I ong edge is the same edge whether portrait or

| andscape

5 "reverse-landscape’: The content will be imged across the
| ong edge of the nedium Reverse-landscape is defined
to be a rotation of the print-stream page to be inaged
by - 90 degrees with respect to the nedium (i.e.
cl ockwi se) fromthe portrait orientation. Note: The '’
reverse-l andscape’ val ue was added because sone
applications rotate | andscape -90 degrees from
portrait, rather than +90 degrees.

"6’ "reverse-portrait’: The content will be inmaged across the
short edge of the nedium Reverse-portrait is defined
to be a rotation of the print-stream page to be inmaged
by 180 degrees with respect to the mediumfromthe
portrait orientation. Note: The ’'reverse-portrait’
val ue was added for use with the "finishings"
attribute in cases where the opposite edge is desired
for finishing a portrait docunent on sinple finishing
devi ces that have only one finishing position. Thus a
"text’'/plain portrait document can be stapled "on the
right" by a sinple finishing device as is conmon use
with sone mddle eastern | anguages such as Hebrew

Note: The effect of this attribute on jobs with nultiple docunents is
controlled by the "nultiple-docunent-handling" job attribute (section
4.2.4) and the relationship of this attribute and the other
attributes that control document processing is described in section
15. 3.

4.2.11 nmedia (type3 keyword | nane( MAX))

This attribute identifies the nediumthat the Printer uses for al
i mpressions of the Job.

The val ues for "nedia" include nmedi umnanes, nedi umsizes, input-
trays and electronic forms so that one attribute specifies the nmedia.
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If a Printer object supports a nediumname as a value of this
attribute, such a mediumnane inplicitly selects an input-tray that
contains the specified medium If a Printer object supports a nmedi um
size as a value of this attribute, such a nediumsize inplicitly
selects a nediumnane that in turn inplicitly selects an input-tray
that contains the mediumwi th the specified size. |If a Printer

obj ect supports an input-tray as the value of this attribute, such an
input-tray inplicitly selects the mediumthat is in that input-tray
at the tine the job prints. This case includes nmanual -feed input-
trays. |If a Printer object supports an electronic formas the val ue
of this attribute, such an electronic forminplicitly selects a

medi umnanme that in turn inplicitly selects an input-tray that
contains the medi um specified by the electronic form The electronic
formalso inplicitly selects an inmage that the Printer MJST nerge
with the docunent data as its prints each page

St andard keyword val ues are (taken from| SO DPA and the Printer M B)
and are listed in section 14. An adm nistrator MAY define additiona
val ues using the 'name’ or 'keyword' attribute syntax, depending on
i mpl enent at i on.

There is also an additional Printer attribute named "nedi a-ready"
which differs from "nedi a-supported” in that |egal values only

i nclude the subset of "nedia-supported" values that are physically

| oaded and ready for printing with no operator intervention required.
If an | PP object supports "medi a-supported", it NEED NOT support
"nmedi a-r eady".

The relationship of this attribute and the other attributes that
control docunent processing is described in section 15. 3.

4.2.12 printer-resolution (resol ution)

This attribute identifies the resolution that Printer uses for the
Job.

4.2.13 print-quality (type2 enum

This attribute specifies the print quality that the Printer uses for
the Job.

The standard enum val ues are:

Val ue Synbolic Name and Description

'3 "draft’: lowest quality available on the printer
4 "normal ’: normal or internediate quality on the printer
'5 "high': highest quality available on the printer
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4.3 Job Description Attributes

The attributes in this section formthe attribute group called "job-
description". The follow ng table sumuari zes these attributes. The
third columm indicates whether the attribute is a REQU RED attribute
that MUST be supported by Printer objects. |If it is not indicated as
REQUI RED, then it is OPTIONAL. The maxi mumsize in octets for 'text’
and 'name’ attributes is indicated in parenthesizes.

o e e e e e e e e e ao oo Fom e e e e oo e e e e
| Attribute | Synt ax | REQUI RED?

o e e e e e e e i o e e e e e e aa oo o a oo
| job-uri | uri | REQUI RED
B o e e e e e e e e e oo B
| job-id | integer(1: MAX) | REQUI RED

o e e e e e e e e e ao oo Fom e e e e oo e e e e
| job-printer-uri | wuri | REQUI RED

o e e e e e e e i o e e e e e e aa oo o a oo
| job-nore-info | uri [
B o e e e e e e e e e oo B
| job-nane | name (MAX) | REQUI RED

o e e e e e e e e e ao oo Fom e e e e oo e e e e
| job-originating-user-nane | nanme (MAX) | REQUI RED

o e e e e e e e i o e e e e e e aa oo o a oo
| job-state | typel enum | REQUI RED
B o e e e e e e e e e oo B
| job-state-reasons | 1lsetOF type2 keyword |

o e e e e e e e e e ao oo Fom e e e e oo e e e e
| job-state-nessage | text (MAX) |

o e e e e e e e i o e e e e e e aa oo o a oo
| nunber - of - docunent s | integer (0: MAX) [
B o e e e e e e e e e oo B
| out put-devi ce-assi gned | name (127) |

o e e e e e e e e e ao oo Fom e e e e oo e e e e
| tinme-at-creation | integer (0: MAX) |

o e e e e e e e i o e e e e e e aa oo o a oo
| tine-at-processing | integer (0: MAX) [
B o e e e e e e e e e oo B
| tinme-at-conpleted | integer (0: MAX) |

o e e e e e e e e e ao oo Fom e e e e oo e e e e
| nunber-of-intervening-jobs | integer (0:MAX) |

o e e e e e e e i o e e e e e e aa oo o a oo
| job-message-fromoperator | text (127) |
B o e e e e e e e e e oo B
| job-k-octets | integer (0: MAX) |

o e e e e e e e e e ao oo Fom e e e e oo e e e e
| job-inpressions | integer (0: MAX) |

o e e e e e e e i o e e e e e e aa oo o a oo
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e oo e e oo
| Attribute | Synt ax | REQUI RED?

o e e e e e e e e e e m o e e e e e e e e S
| job-nedi a-sheets | integer (0:MAX) [

o e e e S
| job-k-octets-processed | integer (0: MAX) |
e e e oo
| job-inpressions-conpleted | integer (0: MAX) |

o e e e e e e e e e e m o e e e e e e e e S
| job-nedi a-sheets-conpleted | integer (0:MAX) [

o e e e S
| attributes-charset | charset | REQUI RED

o e e e e oo
| attributes-natural -l anguage| natural Language | REQUI RED

o e e e e e e e e e e m o e e e e e e e e S

4.3.1 job-uri (uri)

This REQUI RED attribute contains the URI for the job. The Printer
object, on receipt of a new job, generates a URl which identifies the
new Job. The Printer object returns the value of the "job-uri"
attribute as part of the response to a create request. The precise
format of a Job URI is inplenmentation dependent. |If the Printer

obj ect supports nmore than one URI and there is some rel ationship
between the newy formed Job URI and the Printer object’s URI, the
Printer object uses the Printer URI supplied by the client in the
create request. For exanple, if the create request cones in over a
secure channel, the new Job URI MJST use the same secure channel
This can be guaranteed because the Printer object is responsible for
generating the Job URI and the Printer object is aware of its
security configuration and policy as well as the Printer URl used in
the create request.

For a description of this attribute and its relationship to "job-id"
and "job-printer-uri" attribute, see the discussion in section 2.4 on
"Cbject ldentity".

4.3.2 job-id (integer(1l: MAX))

This REQUI RED attribute contains the ID of the job. The Printer, on
recei pt of a new job, generates an ID which identifies the new Job on
that Printer. The Printer returns the value of the "job-id"
attribute as part of the response to a create request. The 0 val ue
is not included to allow for conpatibility with SNMP i ndex val ues

whi ch al so cannot be 0.
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For a description of this attribute and its relationship to "job-uri"
and "job-printer-uri" attribute, see the discussion in section 2.4 on
"Cbject ldentity".

4.3.3 job-printer-uri (uri)

This REQUI RED attribute identifies the Printer object that created
this Job object. When a Printer object creates a Job object, it

popul ates this attribute with the Printer object URI that was used in
the create request. This attribute permits a client to identify the
Printer object that created this Job object when only the Job
object’s URI is available to the client. The client queries the
creating Printer object to deternine which | anguages, charsets,
operations, are supported for this Job

For a description of this attribute and its relationship to "job-uri"
and "job-id" attribute, see the discussion in section 2.4 on "bject
| dentity"

4.3.4 job-nore-info (uri)

Simlar to "printer-nore-info", this attribute contains the URI
referencing some resource with nore infornmation about this Job
obj ect, perhaps an HTM. page containing informtion about the Job

4.3.5 job-nane (name(MAX))

This REQU RED attribute is the nane of the job. It is a nane that is
nmore user friendly than the "job-uri" attribute value. It does not
need to be uni que between Jobs. The Job’s "job-nane" attribute is
set to the value supplied by the client in the "job-nanme" operation
attribute in the create request (see Section 3.2.1.1). If, however,
the "job-nane" operation attribute is not supplied by the client in
the create request, the Printer object, on creation of the Job, MJST
generate a nane. The printer SHOULD generate the value of the Job's
"job-name" attribute fromthe first of the followi ng sources that
produces a value: 1) the "docunent-nane" operation attribute of the
first (or only) docunent, 2) the "document-URI" attribute of the
first (or only) docunment, or 3) any other piece of Job specific
and/ or Docunment Content information.

4.3.6 job-originating-user-nane (name(MX))
This REQUI RED attribute contains the nane of the end user that
submitted the print job. The Printer object sets this attribute to

the nost authenticated printable name that it can obtain fromthe
aut henti cation service over which the | PP operation was received.
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Only if such is not available, does the Printer object use the value
supplied by the client in the "requesting-user-name" operation
attribute of the create operation (see Section 8).

Note: The Printer object needs to keep an internal originating user
id of some form typically as a credential of a principal, with the
Job object. Since such an internal attribute is inplenentation-
dependent and not of interest to clients, it is not specified as a
Job Description attribute. This originating user id is used for

aut hori zation checks (if any) on all subsequent operation.

4.3.7 job-state (typel enun

This REQU RED attribute identifies the current state of the job.
Even though the I PP protocol defines eight values for job states,
i npl ementations only need to support those states which are
appropriate for the particular inplenmentation. In other words, a
Printer supports only those job states inplenented by the output
device and available to the Printer object inplenmentation

St andard enum val ues are:
Val ues Synbolic Nanme and Description

'3 "pending’: The job is a candidate to start processing, but
is not yet processing.

4 "pending-held’: The job is not a candidate for processing
for any nunber of reasons but will return to the
pendi ng’ state as soon as the reasons are no | onger
present. The job’s "job-state-reason" attribute MJST
i ndicate why the job is no |l onger a candidate for
processi ng.

'5’ "processing’: One or nore of:

1. the job is using, or is attenpting to use, one or
nmore purely software processes that are anal yzing,
creating, or interpreting a PDL, etc.

2. the job is using, or is attenpting to use, one or
nore hardware devices that are interpreting a PDL,
maki ng marks on a medium and/or perform ng finishing,
such as stapling, etc.,

3. the Printer object has nmade the job ready for
printing, but the output device is not yet printing
it, either because the job hasn't reached the output

deBry, et al. Experi ment al [ Page 87]



RFC 2566

161

171

deBry,

et al.

| PP/ 1. 0: Model and Senantics April 1999

devi ce or because the job is queued in the output
devi ce or sone ot her spooler, awaiting the output
device to print it.

When the job is in the 'processing’ state, the entire
job state includes the detailed status represented in
the printer’s "printer-state", "printer-state-
reasons", and "printer-state-nmessage" attributes.

| npl enent ati ons MAY, though they NEED NOT, i nclude
additional values in the job’'s "job-state-reasons"
attribute to indicate the progress of the job, such as
adding the 'job-printing’ value to indicate when the
out put device is actually making marks on paper and/or
the ' processing-to-stop-point’ value to indicate that
the PP object is in the process of canceling or
aborting the job. Mst inplenentations won't bother
with this nuance

" processi ng-stopped’: The job has stopped while processing

for any nunber of reasons and will return to the
processing’ state as soon as the reasons are no | onger
present.

The job’s "job-state-reason"” attribute MAY indicate
why the job has stopped processing. For exanple, if
the out put device is stopped, the ’printer-stopped

val ue MAY be included in the job’s "job-state-reasons”
attribute.

Note: When an output device is stopped, the device
usual ly indicates its condition in human readabl e form
locally at the device. A client can obtain nore

conpl ete device status renotely by querying the
Printer object’s "printer-state", "printer-state-
reasons" and "printer-state-nessage" attributes.

"canceled’: The job has been cancel ed by a Cancel - Job

operation and the Printer object has conpl eted
canceling the job and all job status attributes have
reached their final values for the job. Wile the
Printer object is canceling the job, the job renains
inits current state, but the job’s "job-state-
reasons" attribute SHOULD contain the 'processing-to-
stop-point’ value and one of the ’'cancel ed-by-user’
cancel ed- by-operator’, or 'cancel ed-at-device’ val ue.
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When the job noves to the ’'canceled state, the
processi ng-to-stop-point’ value, if present, MJST be

renoved, but the ’cancel ed-by-xxx', if present, MJIST
remai n.
'8 "aborted’: The job has been aborted by the system wusually

while the job was in the 'processing’ or 'processing-
stopped’ state and the Printer has conpl eted aborting
the job and all job status attributes have reached
their final values for the job. Wile the Printer
object is aborting the job, the job remains inits
current state, but the job’'s "job-state-reasons"
attribute SHOULD contain the ’processing-to-stop-

poi nt’ and ’'aborted-by-systeni values. Wen the job
moves to the "aborted state, the ’processing-to-
stop-point’ value, if present, MJST be renoved, but
the ' aborted-by-system value, if present, MJST
remai n.

o "conpleted’: The job has conpl eted successfully or with
war ni ngs or errors after processing and all of the job
medi a sheets have been successfully stacked in the
appropriate output bin(s) and all job status
attributes have reached their final values for the
job. The job’s "job-state-reasons" attribute SHOULD

contain one of: ’'conpleted-successfully’, ’
compl eted-wi t h-warnings’, or ’'conpleted-with-errors
val ues.

The final value for this attribute MJST be one of: 'conpleted,
canceled’, or 'aborted before the Printer renoves the job
altogether. The length of time that jobs remain in the 'canceled , ’
aborted’, and ’conpleted states depends on inplenentation.

The following figure shows the normal job state transitions.

+----> cancel ed
/
+----> pending -------- > processing --------- +------ > conpl et ed
| AN AN \
-4 | | +----> aborted
| % % /

+----> pendi ng- hel d processi ng- st opped ---+

Normally a job progresses fromleft to right. Oher state
transitions are unlikely, but are not forbidden. Not shown are the
transitions to the 'canceled’ state fromthe ’'pending’', ’'pending-
hel d’, and ’'processing-stopped’ states.
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Jobs reach one of the three terminal states: 'conpleted , 'cancel ed
or 'aborted’, after the jobs have conpleted all activity, including
stacki ng output nedia, after the jobs have conpleted all activity,
and all job status attributes have reached their final values for the
j ob.

Note: As with all other IPP attributes, if the inplenentation can not
determne the correct value for this attribute, it SHOULD respond
with the out-of-band val ue 'unknown’ (see section 4.1) rather than
try to guess at sone possibly incorrect value and give the end user
the wong inpression about the state of the Job object. For exanple,
if the inplenentation is just a gateway into sonme printing system
that does not provide detailed status about the print job, the I PP
Job object’s state might literally be ’'unknown’.

4.3.8 job-state-reasons (1lsetOf type2 keyword)

This attribute provides additional information about the job's
current state, i.e., information that augnments the value of the job’'s
"job-state" attribute.

I mpl enentati on of these values is OPTIONAL, i.e., a Printer NEED NOT
i mpl ement them even if (1) the output device supports the
functionality represented by the reason and (2) is available to the
Printer object inplenentation. These values MAY be used with any job
state or states for which the reason makes sense. Furthernore, when
i npl emented, the Printer MJST return these val ues when the reason
applies and MJUST NOT return them when the reason no | onger applies
whet her the value of the Job's "job-state" attribute changed or not.
Wien the Job does not have any reasons for being in its current
state, the value of the Job’s "job-state-reasons"” attribute MJST be
none’ .

Not e: Wil e values cannot be added to the 'job-state’ attribute

wi t hout inpacting deployed clients that take actions upon receiving
"job-state" values, it is the intent that additional "job-state-
reasons" val ues can be defined and registered wi thout inpacting such
depl oyed clients. In other words, the "job-state-reasons" attribute
is intended to be extensible.

The follow ng standard keyword val ues are defined. For ease of
under st andi ng, the values are presented in the order in which the
reasons are likely to occur (if inplenmented), starting with the

j ob-incom ng’ val ue:

"none’: There are no reasons for the job’s current state.

"job-incoming : The Create-Job operation has been accepted by the
Printer, but the Printer is expecting additional Send-Docunent
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and/ or Send-URI operations and/or is accessing/accepting
docunent dat a.

submi ssion-interrupted’: The job was not conpletely submtted for
some unforeseen reason, such as: (1) the Printer has crashed
before the job was closed by the client, (2) the Printer or the
docunent transfer method has crashed in sonme non-recoverabl e way
bef ore the docunent data was entirely transferred to the
Printer, (3) the client crashed or failed to close the job
before the tinme-out period. See section 4.4.28.

job-outgoing’: The Printer is transnmtting the job to the output
devi ce.

j ob-hol d-until-specified : The value of the job’s "job-hold-
until" attribute was specified with a time period that is stil

in the future. The job MJUST NOT be a candi date for processing
until this reason is renoved and there are no other reasons to

hol d the job.
resources-are-not-ready’': At |east one of the resources needed by
the job, such as nedia, fonts, resource objects, etc., is not

ready on any of the physical printer’s for which the job is a
candidate. This condition MAY be detected when the job is
accepted, or subsequently while the job is pending or
processi ng, depending on inplenentation. The job may remain in
its current state or be noved to the 'pending-held state,
dependi ng on inplenentation and/or job scheduling policy.

printer-stopped-partly’: The value of the Printer’s "printer-
state-reasons" attribute contains the value ’'stopped-partly’.
printer-stopped’: The value of the Printer’s "printer-state”

attribute is ’'stopped

job-interpreting’: Job is in the 'processing’ state, but nore
specifically, the Printer is interpreting the docunent data.

j ob-queued’: Job is in the 'processing’ state, but nore
specifically, the Printer has queued the docunent data.

job-transformng : Job is in the "processing state, but nore
specifically, the Printer is interpreting docunent data and
produci ng anot her el ectronic representation

job-printing’ : The output device is marking nedia. This value is
useful for Printers which spend a great deal of time processing
(1) when no marking is happening and then want to show t hat
mar ki ng i s now happening or (2) when the job is in the process
of being cancel ed or aborted while the job remains in the '’
processing’ state, but the marking has not yet stopped so that

i npression or sheet counts are still increasing for the job.
j ob-cancel ed-by-user’: The job was cancel ed by the owner of the
job using the Cancel -Job request, i.e., by a user whose

authenticated identity is the same as the value of the
originating user that created the Job object, or by sone other
aut hori zed end-user, such as a nenber of the job owner’s
security group.
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'j ob-cancel ed-by-operator’: The job was cancel ed by the operator
usi ng the Cancel -Job request, i.e., by a user who has been
aut henti cated as havi ng operator privileges (whether |ocal or
renote). |If the security policy is to allow anyone to cance
anyone's job, then this value nay be used when the job is
cancel ed by other than the owner of the job. For such a
security policy, in effect, everyone is an operator as far as
canceling jobs with I PP is concerned.

"job-cancel ed-at-device’': The job was canceled by an unidentified
| ocal user, i.e., a user at a console at the device.

"aborted-by-systemi: The job (1) is in the process of being
aborted, (2) has been aborted by the systemand placed in the
aborted’ state, or (3) has been aborted by the system and pl aced
in the 'pending-held state, so that a user or operator can
manual ly try the job again.

" processing-to-stop-point’: The requester has issued a Cancel -Job
operation or the Printer object has aborted the job, but is
still perfornming sone actions on the job until a specified stop

poi nt occurs or job term nation/cleanup is conpleted.

This reason is reconmended to be used in conjunction with the’
processing’ job state to indicate that the Printer object is
still perfornmng sone actions on the job while the job renmins
in the 'processing’ state. After all the job's job description
attributes have stopped increnmenting, the Printer object noves
the job fromthe ’'processing’ state to the ’'canceled or ’
aborted’ job states.

"service-off-line’': The Printer is off-line and accepting no jobs.
Al'l ’pending’ jobs are put into the ’pending-held state. This
situation could be true if the service's or docunent transforms
input is inpaired or broken

" j ob-conpl et ed-successfully’: The job conpl eted successfully.
"job-conpl eted-with-warnings’: The job conpleted w th warnings.
"job-conpleted-with-errors’: The job conpleted with errors (and

possi bl y warni ngs too0).
4.3.9 job-state-nessage (text(MAX))

This attribute specifies informati on about the "job-state" and "j ob-
state-reasons" attributes in human readable text. |If the Printer
obj ect supports this attribute, the Printer object MJUST be able to
generate this nessage in any of the natural |anguages identified by
the Printer’s "generated-natural -1 anguage-supported” attribute (see
the "attributes-natural -l anguage” operation attribute specified in
Section 3.1.4.1).
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Note: the value SHOULD NOT contain additional information not
contained in the values of the "job-state" and "job-states-reasons”
attributes, such as interpreter error information. Oherw se,
application prograns mght attenpt to parse the (localized text).

For such additional information such as interpreter errors for
appl i cation program consunption, a new attribute with keyword val ues,
needs to be devel oped and registered.

4. 3. 10 nunber - of -docunents (integer(0: MAX))

This attribute indicates the nunmber of docunments in the job, i.e.
t he nunber of Send-Document, Send-URI, Print-Job, or Print-UR
operations that the Printer has accepted for this job, regardl ess of
whet her the docunent data has reached the Printer object or not.

| npl enent ati ons supporting the OPTI ONAL Creat e-Job/ Send-
Docunent / Send- URI operati ons SHOULD support this attribute so that
clients can query the nunber of docunents in each job.

4.3.11 out put -devi ce-assi gned (nanme(127))

This attribute identifies the output device to which the Printer

obj ect has assigned this job. |f an output device inplenents an
enbedded Printer object, the Printer object NEED NOT set this
attribute. If a print server inplenents a Printer object, the value

MAY be enpty (zero-length string) or not returned until the Printer
obj ect assigns an output device to the job. This attribute is
particularly useful when a single Printer object support nultiple
devices (so called "fan-out").

4.3.12 time-at-creation (integer(0: MAX))

This attribute indicates the point in tine at which the Job object
was created. In order to populate this attribute, the Printer object
uses the value in its "printer-up-tine" attribute at the tine the Job
obj ect is created.

4.3.13 time-at-processing (integer(0: MAX))

This attribute indicates the point in tine at which the Job object
began processing. |In order to populate this attribute, the Printer
object uses the value in its "printer-up-tine" attribute at the tine
the Job object is noved into the 'processing’ state for the first
tinme.
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4.3.14 time-at-conpleted (integer(0: MAX))

This attribute indicates the point in tine at which the Job object
conpl eted (or was cancelled or aborted). |In order to populate this
attribute, the Printer object uses the value inits "printer-up-tinme"
attribute at the tine the Job object is noved into the 'conpleted or
"cancel ed’ or ’'aborted’ state.

4. 3. 15 nunber-of -i nterveni ng-jobs (integer(0: MAX))

This attribute indicates the nunber of jobs that are "ahead" of this
job in the relative chronol ogi cal order of expected tine to conplete
(i.e., the current schedul ed order). For efficiency, it is only
necessary to calculate this value when an operation is performnmed that
requests this attribute.

4.3.16 job-nessage-from operator (text(127))

This attribute provides a nessage from an operator, system

adm nistrator or "intelligent" process to indicate to the end user
the reasons for nodification or other managenent action taken on a
j ob.

4.3.17 job-k-octets (integer(0: MAX))

This attribute specifies the total size of the docunment(s) in K
octets, i.e., in units of 1024 octets requested to be processed in
the job. The value MJST be rounded up, so that a job between 1 and
1024 octets MJST be indicated as being 1, 1025 to 2048 MJST be 2
etc.

This value MJUST NOT include the nultiplicative factors contributed by
the nunber of copies specified by the "copies" attribute, independent
of whether the device can process nmultiple copies wthout making
mul ti pl e passes over the job or docunent data and i ndependent of

whet her the output is collated or not. Thus the value is independent
of the inplenentation and indicates the size of the docunent(s)
measured in K octets independent of the number of copies.

This value MUST al so not include the nultiplicative factor due to a

copi es instruction enbedded in the docunent data. |If the docunent
data actually includes replications of the docunent data, this val ue
will include such replication. In other words, this value is always

the size of the source docunent data, rather than a neasure of the
hardcopy out put to be produced.
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Note: This attribute and the following two attributes ("job-

i mpressions” and "job-nmedi a-sheets") are not intended to be counters;
they are intended to be useful routing and scheduling information if
known. For these three attributes, the Printer object may try to
conmpute the value if it is not supplied in the create request. Even
if the client does supply a value for these three attributes in the
create request, the Printer object MAY choose to change the value if
the Printer object is able to conpute a value which is nore accurate
than the client supplied value. The Printer object may be able to
deternmne the correct value for these three attributes either right
at job submission tine or at any later point in tine.

4.3.18 job-inpressions (integer(0: MAX))

This attribute specifies the total size in nunber of inpressions of
t he docunent (s) being submtted (see the definition of inpression in
section 13.2.5).

As with "job-k-octets", this value MJST NOT include the
multiplicative factors contributed by the nunber of copies specified
by the "copies" attribute, independent of whether the device can
process nultiple copies without making nmultiple passes over the job
or docunent data and i ndependent of whether the output is collated or
not. Thus the value is independent of the inplenentation and
reflects the size of the docunment(s) neasured in inpressions

i ndependent of the nunmber of copies.

As with "job-k-octets", this value MJIST al so not include the

mul tiplicative factor due to a copies instruction enbedded in the
docunment data. |f the docunent data actually includes replications
of the docunment data, this value will include such replication. In
other words, this value is always the nunber of inpressions in the
source docunent data, rather than a measure of the nunber of

i mpressions to be produced by the job.

See the Note in the "job-k-octets" attribute that also applies to
this attribute.

4.3.19 job-nedi a-sheets (integer(0: MAX))

This attribute specifies the total nunber of nedia sheets to be
produced for this job.

Unli ke the "job-k-octets" and the "job-inpressions" attributes, this
val ue MUST include the nmultiplicative factors contributed by the
nunber of copies specified by the "copies" attribute and a 'nunber of
copi es’ instruction enbedded in the docunent data, if any. This
difference allows the system adninistrator to control the | ower and
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upper bounds of both (1) the size of the docunent(s) with "job-k-
oct et s-supported” and "j ob-inpressions-supported” and (2) the size of
the job with "job-nmedi a- sheet s- supported”

See the Note in the "job-k-octets" attribute that also applies to
this attribute.

4.3.20 job-k-octets-processed (integer(0: MAX))

This attribute specifies the total nunber of octets processed in K
octets, i.e., in units of 1024 octets so far. The value MJST be
rounded up, so that a job between 1 and 1024 octets inclusive MIST be
i ndicated as being 1, 1025 to 2048 inclusive MJST be 2, etc.

For inplenmentations where nultiple copies are produced by the
interpreter with only a single pass over the data, the final value
MUST be equal to the value of the "job-k-octets" attribute. For

i mpl ement ati ons where nultiple copies are produced by the interpreter
by processing the data for each copy, the final value MIST be a
multiple of the value of the "job-k-octets" attribute.

Note: This attribute and the following two attributes ("job-

i mpr essi ons-conpl eted" and "j ob-sheets-conpleted") are intended to be
counters. That is, the value for a job that has not started
processing MJST be 0. Wen the job’s "job-state" is 'processing’ or

" processi ng-stopped’, this value is intended to contain the anmount of
the job that has been processed to the tinme at which the attributes
are request ed.

4.3.21 job-inpressions-conpleted (integer(0: MAX))
This job attribute specifies the nunber of inpressions conpleted for
the job so far. For printing devices, the inpressions conpleted
includes interpreting, marking, and stacking the output.

See the note in "job-k-octets-processed" which also applies to this
attribute.

4.3.22 job-nedi a-sheets-conpl eted (integer(0: MAX))
This job attribute specifies the nedi a-sheets conpl eted marki ng and
stacking for the entire job so far whether those sheets have been
processed on one side or on both.

See the note in "job-k-octets-processed” which also applies to this
attribute.
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4.3.23 attributes-charset (charset)

This REQUI RED attribute is popul ated using the value in the client
supplied "attributes-charset" attribute in the create request. It
identifies the charset (coded character set and encodi ng nethod) used
by any Job attributes with attribute syntax 'text’ and 'nane’ that
were supplied by the client in the create request. See Section 3.1.4
for a conplete description of the "attributes-charset" operation
attribute.

This attribute does not indicate the charset in which the ’text’ and
"nane’ values are stored internally in the Job object. The interna
charset is inplenmentation-defined. The |IPP object MJST convert from
what ever the internal charset is to that being requested in an
operation as specified in Section 3.1.4.

4.3.24 attributes-natural -1 anguage (natural Language)

This REQUI RED attribute is populated using the value in the client
supplied "attributes-natural -1 anguage” attribute in the create
request. It identifies the natural |anguage used for any Job
attributes with attribute syntax 'text’ and 'nane’ that were supplied
by the client in the create request. See Section 3.1.4 for a

conpl ete description of the "attributes-natural-1anguage" operation
attribute. See Sections 4.1.1.2 and 4.1.2.2 for how a Natura
Language Override may be supplied explicitly for each 'text’ and
nane’ attribute value that differs fromthe value identified by the
"attributes-natural -1 anguage" attribute.

4.4 Printer Description Attributes

These attributes formthe attribute group called "printer-
description”. The follow ng table summarizes these attributes, their
syntax, and whether or not they are REQU RED for a Printer object to
support. |If they are not indicated as REQU RED, they are OPTI ONAL.
The maxi mum size in octets for 'text’ and 'nane’ attributes is

i ndi cated in parenthesizes.

Note: How these attributes are set by an Administrator is outside the
scope of this specification
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o oo e e e a oo oo o e oo +
| Attribute | Synt ax | REQUI RED? |
o e e e e e e e e e e m o e e e e e e e e S +
| printer-uri-supported | 1setOf wuri | REQUI RED [
o m e e e e e e e i oo e e e e e e oo o e e oo +
| uri-security-supported | 1lsetO type2 keyword | REQUI RED |
o oo e e e a oo oo o e oo +
| printer-name | name (127) | REQUI RED |
o e e e e e e e e e e m o e e e e e e e e S +
| printer-1location | text (127) [ [
o m e e e e e e e i oo e e e e e e oo o e e oo +
| printer-info | text (127) [ [
o oo e e e a oo oo o e oo +
| printer-nore-info | uri | |
o e e e e e e e e e e m o e e e e e e e e S +
| printer-driver-installer | uri [ [
o m e e e e e e e i oo e e e e e e oo o e e oo +
| printer-nmake-and- nodel | text (127) | |
o oo e e e a oo oo o e oo +
| printer-nore-info- | uri | |
| manufacturer | | |
o e e e e e e e e e ao oo Fom e e e e oo e e e e +
| printer-state | typel enum | REQUI RED |
o e e e e e e e i o e e e e e e aa oo o a oo +
| printer-state-reasons | 1lsetOf type2 keyword | [
B o e e e e e e e e e oo B +
| printer-state-nessage | text (MAX) | |
o e e e e e e e e e ao oo Fom e e e e oo e e e e +
| operations-supported | 1setOf type2 enum | REQUI RED |
o e e e e e e e i o e e e e e e aa oo o a oo +
| charset-configured | charset | REQUI RED |
B o e e e e e e e e e oo B +
| charset-supported | 1lsetOF charset | REQUI RED |
o e e e e e e e e e ao oo Fom e e e e oo e e e e +
| natural -1 anguage-confi gured| natural Language | REQUI RED |
o e e e e e e e i o e e e e e e aa oo o a oo +
| generated-natural -1 anguage-| 1lsetOf | REQUI RED |
| supported | nat ur al Language | |
o e e e e e e e e e e m o e e e e e e e e S +
| docunent-format-defaul t | m neMedi aType | REQUI RED [
o m e e e e e e e i oo e e e e e e oo o e e oo +
| docunent-fornat - | 1lsetO | REQUI RED |
| support ed | m neMedi aType | |
B o e e e e e e e e e oo B +
| printer-is-accepting-jobs | bool ean | REQUI RED |
o e e e e e e e e e ao oo Fom e e e e oo e e e e +
| queued-j ob-count | integer (0: MAX) | RECOMMVENDED |
o e e e e e e e i o e e e e e e aa oo o a oo +
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o oo e e e a oo oo S
| Attribute | Synt ax | REQUI RED?
o e e e e e e e e e e m o e e e e e e e e Fom e e o
| printer-nmessage-from | text (127) [
| operator |
o e e e e e e e i o e e e e e e aa oo TS
| col or-supported | bool ean |
B o e e e e e e e e e oo s
| reference-uri-schenes- | 1setO uri Schene |
[ supported [ [

o m e e e e e e e i oo e e e e e e oo TS
| pdl-override-supported | type2 keyword | REQUI RED
o oo e e e a oo oo S
| printer-up-tinme | integer (1: MAX) | REQUI RED
o e e e e e e e e e e m o e e e e e e e e Fom e e o
| printer-current-tine | dateTine [
o m e e e e e e e i oo e e e e e e oo TS
| multiple-operation-tine-out| integer (1:MAX) |
o oo e e e a oo oo S
| conpression-supported | 1setOF type3 keyword |
o e e e e e e e e e e m o e e e e e e e e Fom e e o
| job-k-octets-supported | rangeO | nt eger [
I I (0: MAX) I
o e e e e e e e i o e e e e e e aa oo TS
| job-inpressions-supported | rangeCfInteger |

(0: MAX) |
o e e e e e e e e e e m o e e e e e e e e Fom e e o
| job-nedi a-sheets-supported | rangeC | nteger [
I I (0: MAX) I
o e e e e e e e i o e e e e e e aa oo TS

4.4.1 printer-uri-supported (1lsetOf uri)

This REQU RED Printer attribute contains at |east one URI for the
Printer object. |t OPTIONALLY contains nore than one URI for the

Printer object.

An admini strator deternmines a Printer object’s

1999

URI (s) and configures this attribute to contain those URIs by sone

means out side the scope of

| PP/ 1. 0.
is inplementation dependent and depends on the protocol.

The precise format of this URI
See the

next section for a description "uri-security-supported" which is the

REQUI RED conpani on attribute
attribute.
8.2 on security and URI's for

deBry, et al.

See section 2.4 on Printer object

Experi ment al

to this "printer-uri-supported"

nore information.

identity and section
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4.4.2 uri-security-supported (1lsetOf type2 keyword)

This REQUI RED Printer attribute MJUST have the same cardinality
(contain the sane nunber of values) as the "printer-uri-supported"
attribute. This attribute identifies the security nechani sns used
for each URI listed in the "printer-uri-supported" attribute. The "i
th" value in "uri-security-supported" corresponds to the "i th" value
in "printer-uri-supported” and it describes the security nechani sns
used for accessing the Printer object via that URI. The foll ow ng
standard val ues are defi ned:

"none’: There are no secure comuni cation channel protocols in use
for the given URI.

"ssl 3 : SSL3 [SSL] is the secure comuni cations channel protocol in
use for the given URl.

Consi der the following exanple. For a single Printer object, an
admi ni strator configures the "printer-uri-supported" and "uri-
security-supported” attributes as foll ows:
"printer-uri-supported": 'http://acne.com open-use-printer’, ’
http://acnme.comrestricted-use-printer’, '’
http://acnme.com private-printer’
"uri-security-supported": 'none’, 'none’, 'ssl|3

In this case, one Printer object has three URIs.

- For the first URI, 'http://acne.conf open-use-printer’, the val ue
"none’ in "uri-security-supported" indicates that there is no
secure channel protocol configured to run under HTTP. The nane
inplies that there is no Basic or Digest authentication being
used, but it is up to the client to determ ne that while using
HTTP underneath the | PP application protocol

- For the second URI, '"http://acne.comrestricted-use-printer’, the
value 'none’ in "uri-security-supported" indicates that there is
no secure channel protocol configured to run under HTTP. In

this case, although the nane does inply that there is some sort
of Basic or Digest authentication being used within HITP, it is
up to the client to determ ne that while using HITP and by
processing any '401 Unaut horized HTTP error nessages.

- For the third URI, "http://acnme.conlprivate-printer’, the value
ssl 3 in "uri-security-supported"” indicates that SSL3 is being
used to secure the channel. The client SHOULD be prepared to
use SSL3 fram ng to negotiate an acceptabl e ciphersuite to use
whil e communi cating with the Printer object. 1In this case, the
nane inplies the use of a secure comunications channel, but the
fact is made explicit by the presence of the 'ssl 3 value in
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"uri-security-supported". The client does not need to resort to
under st andi ng whi ch security it nust use by foll owi ng nam ng
conventions or by parsing the URI to determ ne which security
mechani sns are inplied.

It is expected that many | PP Printer objects will be configured to
support only one channel (either configured to use SSL3 access or
not), and will therefore only ever have one URl listed in the
"printer-uri-supported” attribute. No matter the configuration of
the Printer object (whether it has only one URI or nore than one
URI), a client MJUST supply only one URl in the target "printer-uri"
operation attribute.

4.4.3 printer-nane (nanme(127))

This REQUI RED Printer attribute contains the name of the Printer
object. It is a nane that is nore end-user friendly than a URI. An
adm nistrator determines a printer’s name and sets this attribute to
that nanme. This name may be the last part of the printer’s UR or it
may be unrelated. |n non-US-English |ocales, a name nmay contain
characters that are not allowed in a URI.

4.4.4 printer-location (text(127))

This Printer attribute identifies the location of the device. This
could include things like: "in Room 123A, second floor of building
XYZ" .

4.4.5 printer-info (text(127))

This Printer attribute identifies the descriptive information about
this Printer object. This could include things like: "This printer
can be used for printing color transparencies for HR presentations”
or "Qut of courtesy for others, please print only small (1-5 page)
jobs at this printer", or even "This printer is going away on July 1,
1997, please find a new printer"”.

4.4.6 printer-nmore-info (uri)

This Printer attribute contains a URl used to obtain nore information
about this specific Printer object. For exanple, this could be an
HTTP type URI referencing an HTM. page accessible to a Wb Browser.
The informati on obtained fromthis URI is intended for end user
consunption. Features outside the scope of |IPP can be accessed from
this URI. The information is intended to be specific to this printer
instance and site specific services (e.g. job pricing, services

of fered, end user assistance). The device manufacturer may initially
popul ate this attribute.
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4.4.7 printer-driver-installer (uri)

This Printer attribute contains a URI to use to | ocate the driver
installer for this Printer object. This attribute is intended for
consunption by automata. The nechanics of print driver installation
is outside the scope of IPP. The device manufacturer may initially
popul ate this attribute.

4.4.8 printer-nmake-and-nodel (text(127))

This Printer attribute identifies the nmake and nodel of the device.
The device nmanufacturer nay initially populate this attribute.

4.4.9 printer-nore-info-manufacturer (uri)

This Printer attribute contains a URl used to obtain nore information
about this type of device. The information obtained fromthis URl is
i ntended for end user consunption. Features outside the scope of |PP
can be accessed fromthis URl (e.g., latest firmmvare, upgrades, print
drivers, optional features available, details on color support). The
information is intended to be gernmane to this printer w thout regard
to site specific nodifications or services. The devi ce manufacturer
may initially populate this attribute.

4.4.10 printer-state (typel enum

This REQU RED Printer attribute identifies the current state of the
device. The "printer-state reasons" attribute augnments the
"printer-state" attribute to give nore detailed information about the
Printer in the given printer state.

A Printer object need only update this attribute before responding to
an operation which requests the attribute; the Printer object NEED
NOT update this attribute continually, since asynchronous event
notification is not part of IPP/1.0. A Printer NEED NOT i npl enent

all values if they are not applicable to a given inplenentation.

The follow ng standard enum val ues are defi ned:
Val ue Synbolic Nanme and Description

'3 "idle’: If a Printer receives a job (whose required
resources are ready) while in this state, such a job
MUST transit into the 'processing’ state inmediately.
If the "printer-state-reasons” attribute contains any
reasons, they MJUST be reasons that would not prevent a
job fromtransiting into the 'processing’ state
i medi ately, e.g., 'toner-low . Note: if a Printer
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controls nore than one out put device, the above
definition inplies that a Printer is "idle if at
| east one output device is idle.

"processing’: If a Printer receives a job (whose required

resources are ready) while in this state, such a job
MUST transit into the 'pending state inmrediately.
Such a job MUST transit into the ’'processing state
only after jobs ahead of it conplete. |If the
"printer-state-reasons” attribute contains any
reasons, they MJUST be reasons that do not prevent the
current job fromprinting, e.g. ’'toner-low. Note:
if a Printer controls nore than one output device, the
above definition inplies that a Printer is’
processing’ if at |east one output device is
processing, and none is idle.

"stopped’: If a Printer receives a job (whose required

resources are ready) while in this state, such a job
MUST transit into the 'pending state imrediately.
Such a job MJST transit into the ’processing’ state
only after sone human fixes the probl emthat stopped
the printer and after jobs ahead of it conplete
processing. |f supported, the "printer-state-reasons"
attribute MIST contain at |east one reason, e.g. '’

medi a-jam, which prevents it fromeither processing
the current job or transitioning a 'pending’ job to
the 'processing state.

Note: if a Printer controls nore than one out put
device, the above definition inplies that a Printer is
"stopped’ only if all output devices are stopped.

Also, it is tenpting to define 'stopped as when a
sufficient nunber of output devices are stopped and
leave it to an inplenentation to define the sufficient
nunber. But such a rule conplicates the definition of
"stopped’ and ’'processing’. For exanple, with this
alternate definition of "stopped’, a job can nove from
"pending’ to ’'processing wthout human intervention
even though the Printer is stopped.

4.4.11 printer-state-reasons (lsetOf type2 keyword)

This Printer attribute supplies additional detail about the device’'s
state.

deBry,
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Each keyword val ue MAY have a suffix to indicate its |evel of
severity. The three levels are: report (least severe), warning, and
error (nmost severe).

- "-report’: This suffix indicates that the reason is a "report".
An inmpl enentation may choose to onit some or all reports. Sone
reports specify finer granularity about the printer state;
others serve as a precursor to a warning. A report MJST contain
not hing that could affect the printed output.

- '-warning’: This suffix indicates that the reason is a "warning"
An inpl enentation may choose to onit sone or all warnings.
WAr ni ngs serve as a precursor to an error. A warning MJST
contain nothing that prevents a job from conpleting, though in
some cases the output may be of lower quality.

- '-error’: This suffix indicates that the reason is an "error"

An inplenentation MJST include all errors. If this attribute
contains one or nore errors, printer MJUST be in the stopped
st at e.

If the inplenmentation does not add any one of the three suffixes, all
parties MJST assune that the reason is an "error".

If a Printer object controls nore than one output device, each val ue

of this attribute MAY apply to one or nore of the output devices. An
error on one output device that does not stop the Printer object as a
whol e MAY appear as a warning in the Printer’s "printer-state-reasons
attribute”. |If the "printer-state" for such a Printer has a val ue of
"stopped’, then there MJST be an error reason anong the values in the
"printer-state-reasons" attribute.

The followi ng standard keyword val ues are defined:

"other’: The device has detected an error other than one listed in
t hi s docunent.

none’': There are not reasons. This state reason is semantically
equi valent to "printer-state-reasons" w thout any val ue.

"medi a-needed’: A tray has run out of nedia.

"medi a-j am : The device has a nmedia jam

" paused’ : Soneone has paused the Printer object. 1In this state, a
Printer MUST NOT produce printed output, but it MJST perform
other operations requested by a client. |If a Printer had been

printing a job when the Printer was paused, the Printer MJST
resunme printing that job when the Printer is no | onger paused
and | eave no evidence in the printed output of such a pause.
"shutdown’ : Soneone has renmpved a Printer object from service, and
the device nay be powered down or physically renoved. In this
state, a Printer object MJST NOT produce printed output, and
unl ess the Printer object is realized by a print server that is
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deBry,

still active, the Printer object MJST perform no other
operations requested by a client, including returning this
value. If a Printer object had been printing a job when it was
shutdown, the Printer NEED NOT resune printing that job when the
Printer is no | onger shutdown. If the Printer resunes printing
such a job, it may |eave evidence in the printed output of such
a shutdown, e.g. the part printed before the shutdown nmay be
printed a second tinme after the shutdown.

connecting-to-device': The Printer object has scheduled a job on
the out put device and is in the process of connecting to a
shared network out put device (and might not be able to actually
start printing the job for an arbitrarily long tine depending on
the usage of the output device by other servers on the network).

timed-out’: The server was able to connect to the output device
(or is always connected), but was unable to get a response from
t he out put devi ce.

stopping’: The Printer object is in the process of stopping the
device and will be stopped in a while. Wen the device is
stopped, the Printer object will change the Printer object’s
state to 'stopped’. The ’'stopping-warning’ reason is never an
error, even for a Printer with a single output device. Wen an
out put - devi ce ceases accepting jobs, the Printer will have this
reason while the output device conpletes printing.

stopped-partly’: Wien a Printer object controls nore than one
out put device, this reason indicates that one or nore out put
devices are stopped. |If the reason is a report, fewer than half
of the output devices are stopped. |If the reason is a warning,
fewer than all of the output devices are stopped.

toner-low : The device is | ow on toner

toner-enpty’: The device is out of toner

spool -area-full’: The limt of persistent storage allocated for
spool i ng has been reached.

cover-open’: One or nore covers on the device are open

interlock-open’: One or nore interlock devices on the printer are
unl ocked.

door-open’: One or nore doors on the device are open

input-tray-mssing’: One or nore input trays are not in the
devi ce.

medi a-low : At |east one input tray is | ow on nedia

medi a-enpty’: At least one input tray is enpty.

output-tray-nissing’: One or nore output trays are not in the
devi ce

out put-area-alnost-full’: One or nore output area is al nost ful
(e.g. tray, stacker, collator).
output-area-full’: One or nore output area is full. (e.g. tray,

stacker, collator)
mar ker - suppl y-1ow : The device is |ow on at |east one narker
supply. (e.g. toner, ink, ribbon)
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"mar ker-suppl y-enpty: The device is out of at |east one narker
supply. (e.g. toner, ink, ribbon)

" mar ker -wast e-al nost-full’: The device marker supply waste
receptacle is alnost full

"mar ker-waste-full’: The device marker supply waste receptacle is
full

"fuser-over-tenp' : The fuser tenperature is above nornal.

"fuser-under-tenp’: The fuser tenperature is bel ow normal.

"opc-near-eol’: The optical photo conductor is near end of life.

"opc-life-over’: The optical photo conductor is no |onger
functioni ng.

"devel oper-low : The device is | ow on devel oper

" devel oper-enpty: The device is out of devel oper

"interpreter-resource-unavailable’: An interpreter resource is
unavail able (i.e. font, form

4.4.12 printer-state-nessage (text(MAX))

This Printer attribute specifies the additional information about the
printer state and printer state reasons in human readable text. |If
the Printer object supports this attribute, the Printer object MIST
be able to generate this nessage in any of the natural |anguages
identified by the Printer’s "generated-natural -l anguage- support ed"
attribute (see the "attributes-natural -1anguage" operation attribute
specified in Section 3.1.4.1).

4.4.13 operations-supported (lsetO type2 enun

This REQU RED Printer attribute specifies the set of supported
operations for this Printer object and contai ned Job objects. Al
32-bit enumvalues for this attribute MJST NOT exceed Ox8FFF, since
these values are passed in two octets in each Protocol request

[ RFC2565] .

The follow ng standard enum and "operation-id" (see section 3.1.2)
val ues are defi ned:

Val ue Oper ati on Nane
0x0000 reserved, not used
0x0001 reserved, not used
0x0002 Print-Job

0x0003 Print - UR

0x0004 Val i dat e- Job
0x0005 Creat e-Job

0x0006 Send- Documnent
0x0007 Send- UR
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0x0008 Cancel - Job

0x0009 Get-Job-Attributes

0x000A Get - Jobs

0x000B Get-Printer-Attributes

0x000C- Ox3FFF reserved for future operations
0x4000- Ox8FFF reserved for private extensions

This allows for certain vendors to inplenent private extensions that
are guaranteed to not conflict with future registered extensions.
However, there is no guarantee that two or nore private extensions
will not conflict.

4.4.14 charset-configured (charset)

This REQU RED Printer attribute identifies the charset that the
Printer object has been configured to represent 'text’ and ’'nange’
Printer attributes that are set by the operator, system

adm nistrator, or manufacturer, i.e., for "printer-nane" (nane),
"printer-location" (text), "printer-info" (text), and "printer-make-
and- nodel " (text). Therefore, the value of the Printer object’s
"charset-configured" attribute MJST al so be anong the val ues of the
Printer object’s "charset-supported” attribute.

4.4.15 charset-supported (1lsetOX charset)

This REQU RED Printer attribute identifies the set of charsets that
the Printer and contained Job objects support in attributes with
attribute syntax 'text’ and 'nane’. At least the value 'utf-8 MJST
be present, since |IPP objects MJST support the UTF-8 [ RFC2279]
charset. If a Printer object supports a charset, it neans that for
all attributes of syntax 'text’ and 'name’ the |IPP object MJST (1)
accept the charset in requests and return the charset in responses as
needed.

If nore charsets than UTF-8 are supported, the | PP object MJST
perform charset conversion between the charsets as described in
Section 3.2.1.2.

4.4.16 natural -1 anguage-configured (natural Language)

This REQU RED Printer attribute identifies the natural |anguage that
the Printer object has been configured to represent 'text’ and 'nane’
Printer attributes that are set by the operator, system

adm nistrator, or manufacturer, i.e., for "printer-nane" (nane),
"printer-location" (text), "printer-info" (text), and "printer-nake-
and- nodel " (text). Wen returning these Printer attributes, the
Printer object MAY return themin the configured natural |anguage
specified by this attribute, instead of the natural |anguage
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requested by the client in the "attributes-natural -Ianguage"
operation attribute. See Section 3.1.4.1 for the specification of
the OPTIONAL nmultiple natural |anguage support. Therefore, the value
of the Printer object’s "natural-Ianguage-configured" attribute MJST
al so be anong the values of the Printer object’s "generated-natural -

| anguage- supported" attribute.

4.4.17 gener at ed-nat ural -1 anguage- supported (1lsetOf natural Language)

This REQU RED Printer attribute identifies the natural |anguage(s)
that the Printer object and contai ned Job objects support in
attributes with attribute syntax '"text’ and 'nane’. The natura

| anguage(s) supported depends on inplenentation and/or configuration
Unl i ke charsets, |PP objects MJUST accept requests with any natura

| anguage or any Natural Language Override whether the natura

| anguage i s supported or not.

If a Printer object supports a natural |anguage, it neans that for
any of the attributes for which the Printer or Job object generates
messages, i.e., for the "job-state-nmessage" and "printer-state-
message” attributes and Operation Messages (see Section 3.1.5) in
operation responses, the Printer and Job objects MJST be able to
generate nessages in any of the Printer’s supported natura

| anguages. See section 3.1.4 for the specification of 'text’ and
nane’ attributes in operation requests and responses.

Note: A Printer object that supports multiple natural |anguages,
often has separate catal ogs of nessages, one for each natura
| anguage support ed.

4.4.18 docunent-format-default (m neMedi aType)

This REQU RED Printer attribute identifies the docunment format that
the Printer object has been configured to assune if the client does
not supply a "docunent-format" operation attribute in any of the
operation requests that supply docunent data. The standard val ues
for this attribute are Internet Media types (sonetinmes called MM
types). For further details see the description of the

m neMedi aType’ attribute syntax in Section 4.1.9.

4.4.19 docunent-fornat-supported (lsetOdf mi neMedi aType)
This REQU RED Printer attribute identifies the set of docunent
formats that the Printer object and contai ned Job objects can
support. For further details see the description of the’
m neMedi aType’ attribute syntax in Section 4.1.9.

4.4.20 printer-is-accepting-jobs (bool ean)
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This REQUI RED Printer attribute indicates whether the printer is

currently able to accept jobs, i.e., is accepting Print-Job, Print-
URI, and Create-Job requests. |If the value is 'true’, the printer is
accepting jobs. If the value is '"false', the Printer object is
currently rejecting any jobs subnmitted to it. |In this case, the
Printer object returns the 'server-error-not-accepting-jobs’ status
code.

Note: This value is independent of the "printer-state” and "printer-
state-reasons" attributes because its value does not affect the
current job; rather it affects future jobs. This attribute may cause
the Printer to reject jobs when the "printer-state" is 'idle or it
may cause the Printer object to accepts jobs when the "printer-state"
is 'stopped

4.4.21 queued-job-count (integer(0: MAX))

This RECOMMENDED Printer attribute contains a count of the nunber of
jobs that are either ’'pending , ’'processing’, 'pending-held , or '’
processi ng-stopped’ and is set by the Printer object.

4.4.22 printer-nessage-fromoperator (text(127))

This Printer attribute provides a nessage from an operator, system
adm nistrator or "intelligent" process to indicate to the end user

information or status of the printer, such as why it is unavail able
or when it is expected to be avail abl e.

4.4.23 col or-supported (bool ean)

This Printer attribute identifies whether the device is capabl e of
any type of color printing at all, including highlight color. Al
docunent instructions having to do with color are enbedded within the
docunent PDL (none are external IPP attributes in |PP/1.0).

Note: end-users are able to determine the nature and details of the

col or support by querying the "printer-nore-info-mnufacturer”
Printer attribute.

4.4.24 reference-uri-schenes-supported (1lsetOf uri Schene)
This Printer attribute specifies which URI schenes are supported for
use in the "docunment-uri" operation attribute of the Print-URl or
Send- URI operation. |If a Printer object supports these optiona
operations, it MJST support the "reference-uri-schenes-supported”
Printer attribute with at least the followi ng schemed URl val ue:

"ftp’: The Printer object will use an FTP ’'get’ operation as
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defined in RFC 2228 [RFC2228] using FTP URLs as defined by
[ RFC2396] and[ RFC2316] .

The Printer object MAY OPTI ONALLY support other URI schenes (see
section 4.1.6).

4.4.25 pdl -override-supported (type2 keyword)

This REQUI RED Printer attribute expresses the ability for a
particular Printer inplenentation to either attenpt to override
docunment data instructions with | PP attributes or not.

This attribute takes on the follow ng val ues:

- "attenpted’': This value indicates that the Printer object
attenpts to nake the I PP attribute val ues take precedence over
enmbedded instructions in the docunent data, however there is no
guar ant ee

- 'not-attenpted’ : This value indicates that the Printer object
makes no attenpt to nake the I PP attribute values take precedence
over enbedded instructions in the docunent data.

Section 15 contains a full description of howthis attribute
interacts with and affects other IPP attributes, especially the
"ipp-attribute-fidelity" attribute.

4.4.26 printer-up-tine (integer(1l: MAX))
This REQU RED Printer attribute indicates the anount of tine (in

seconds) that this instance of this Printer inplenentation has been
up and running. This value is used to populate the Job attributes

"time-at-creation”, "time-at-processing”, and "time-at-conpleted"
These tinme values are all neasured in seconds and all have neaning
only relative to this attribute, "printer-up-tine". The value is a

nmonot oni cal ly increasing value starting from1 when the Printer
object is started-up (initialized, booted, etc.).

If the Printer object goes down at some value 'n’, and cones back up
the inplenmentation MNAY:

1. Know how long it has been down, and resunme at sonme val ue greater
than 'n', or

2. Restart from 1.
In the first case, the Printer SHOULD not tweak any existing rel ated

Job attributes ("tine-at-creation", "tinme-at-processing", and "ti ne-
at-conpleted"). In the second case, the Printer object SHOULD reset
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those attributes to 0. |If a client queries a tine-related Job
attribute and finds the value to be 0, the client MJUST assune that
the Job was submtted in sone |life other than the Printer’s current
life.

4.4.27 printer-current-tinme (dateTi ne)

This Printer attribute indicates the current absolute wall-clock
time. If an inplenmentation supports this attribute, then a client
could calcul ate the absolute wall-clock tine each Job’s "tine-at-
creation", "tine-at-processing", and "tine-at-conpleted" attributes
by using both "printer-up-tine" and this attribute, "printer-
current-time". |If an inplenentation does not support this attribute,
a client can only calculate the relative tine of certain events based
on the REQU RED "printer-up-tine" attribute.

4.4.28 mul tiple-operation-tinme-out (integer(1:MAX))

This Printer attributes identifies the mnimumtime (in seconds) that
the Printer object waits for additional Send-Docunent or Send- UR
operations to follow a still-open multi-document Job object before
taking any recovery actions, such as the ones indicated in section
3.3. 1.

It is RECOWENDED that vendors supply a value for this attribute that
is between 60 and 240 seconds. An inplenmentation MAY allow a system
adm nistrator to set this attribute. |If so, the system adm ni strator
MAY be able to set val ues outside this range.

4.4.29 conpression-supported (lsetOf type3 keyword)

This Printer attribute identifies the set of supported conpression
al gorithms for docunent data. Conpression only applies to the
docunent data; conpression does not apply to the encoding of the IPP
operation itself. The supported values are used to validate the
client supplied "conpression" operation attributes in Print-Job
Send- Docunent, and Send- URl requests.

St andard val ues are

"none’: no conpression is used.
"deflate’: ZIP public domain inflate/deflate) conpression
t echnol ogy

"gzip’ GNU zip conpression technol ogy described in RFC 1952
[ RFC1952] .
"conpress’: UN X conpression technol ogy

4.4.30 job-k-octets-supported (rangeC | nteger(0: MAX))
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This Printer attribute specifies the upper and | ower bounds of total
sizes of jobs in K octets, i.e., in units of 1024 octets. The
supported values are used to validate the client supplied "job-k-
octets" operation attributes in create requests. The corresponding
job description attribute "job-k-octets" is defined in section

4. 3.17.

4.4.31 job-inpressions-supported (rangeO | nt eger (0: MAX))

This Printer attribute specifies the upper and | ower bounds for the
nunber of inpressions per job. The supported values are used to
validate the client supplied "job-inpressions" operation attributes
in create requests. The corresponding job description attribute
"job-inpressions” is defined in section 4.3.18.

4.4.32 job-nedi a- sheet s-supported (rangeX | nteger (0: MAX))

This Printer attribute specifies the upper and | ower bounds for the
nunber of nedia sheets per job. The supported val ues are used to
validate the client supplied "job-nedia-sheets" operation attributes
in create requests. The corresponding Job attribute "job-nedi a-
sheets" is defined in section 4.3.19.

5. Conf or mance

This section describes conformance issues and requirenents. This
docunent introduces nodel entities such as objects, operations,
attributes, attribute syntaxes, and attribute values. These
conformance sections describe the confornmance requirenents which
apply to these nodel entities.

5.1 dient Confornmance Requirenents

A conformng client MJUST support all REQUI RED operations as defined
in this docunent. For each attribute included in an operation
request, a conformng client MJST supply a val ue whose type and val ue
syntax conforms to the requirenents of the Mddel docunent as
specified in Sections 3 and 4. A conformng client MAY supply any
regi stered extensions and/or private extensions in an operation
request, as long as they neet the requirenents in Section 6

O herwi se, there are no confornance requirenents placed on the user
interfaces provided by IPP clients or their applications. For
exanpl e, one application night not allow an end user to submnit
mul ti pl e docunments per job, while another does. One application

m ght first query a Printer object in order to supply a graphica
user interface (GU ) dialogue box with supported and default val ues
whereas a different inplenentation mght not.
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When sending a request, an I PP client NEED NOT supply any attributes
that are indicated as OPTI ONALLY supplied by the client.

A client MIST be able to accept any of the attribute syntaxes defined
in Section 4.1, including their full range, that nmay be returned to
it in aresponse froma Printer object. In particular for each
attribute that the client supports whose attribute syntax is "text’,
the client MJST accept and process both the ’'textWthoutlLanguage' and
"text Wt hLanguage’ forms. Simlarly, for each attribute that the
client supports whose attribute syntax is "nanme’, the client MJST
accept and process both the 'nanmeWt hout Language’ and ’
naneW t hLanguage' formnms. For presentation purposes, truncation of
long attribute values is not recomended. A reconmended approach
woul d be for the client inplenentation to allow the user to scrol
through long attribute val ues.

A query response may contain attribute groups, attributes, and val ues
that the client does not expect. Therefore, a client inplementation
MUST gracefully handl e such responses and not refuse to inter-operate
with a conformng Printer that is returning extended registered or
private attributes and/or attribute values that conformto Section 6.
Clients may choose to ignore any paraneters, attributes, or val ues
that they do not understand.

5.2 | PP bj ect Conformance Requirenents

This section specifies the conformance requirements for conformn ng
i npl ementations with respect to objects, operations, and attributes.

5.2.1 bjects

Conform ng inplementations MIST inplenment all of the nodel objects as
defined in this specification in the indicated sections:

Section 2.1 - Printer Object
Section 2.2 - Job Object

5.2.2 Qperations
Conform ng | PP object inplenmentations MJST i npl enment all of the
REQUI RED nodel operations, including REQU RED responses, as defined
inthis specification in the indicated sections:

For a Printer object:

Print-Job (section 3.2.1) REQUI RED
Print-URl (section 3.2.2) OPTI ONAL
Val i dat e-Job (section 3.2.3) REQUI RED
Create-Job (section 3.2.4) OPTI ONAL
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Get-Printer-Attributes (section 3.2.5) REQU RED

Get - Jobs (section 3.2.6) REQUI RED
For a Job object:

Send- Docunent (section 3.3.1) OPTI ONAL

Send- URI (section 3.3.2) OPTI ONAL

Cancel -Job (section 3.3.3) REQUI RED

Get-Job-Attributes (section 3.3.4) REQU RED

Conformng | PP objects MUST support all REQUI RED operation attributes
and all values of such attributes if so indicated in the description
Conforming | PP objects MJUST ignore all unsupported or unknown
operation attributes or operation attribute groups received in a
request, but MJST reject a request that contains a supported
operation attribute that contains an unsupported val ue.

The follow ng section on object attributes specifies the support
requi red for object attributes.

5.2.3 I PP hject Attributes

Conform ng | PP objects MJST support all of the REQUI RED obj ect
attributes, as defined in this specification in the indicated
secti ons.

If an object supports an attribute, it MJIST support only those val ues
specified in this docunent or through the extension nmechani sm
described in section 5.2.4. It MAY support any non-enpty subset of
these values. That is, it MJST support at |east one of the specified
val ues and at nost all of them

5. 2.4 Extensions

A conform ng | PP object MAY support regi stered extensions and private
extensions, as long as they neet the requirenents specified in
Section 6.

For each attribute included in an operation response, a conform ng
| PP obj ect MIUST return a val ue whose type and val ue syntax conforns
to the requirenment of the Mbdel docunent as specified in Sections 3
and 4.

deBry, et al. Experi ment al [ Page 114]



RFC 2566 | PP/ 1. 0: Model and Senantics April 1999

5.2.5 Attribute Syntaxes

An | PP object MJST be able to accept any of the attribute syntaxes
defined in Section 4.1, including their full range, in any operation
in which a client may supply attributes or the system admi ni strator
may configure attributes (by nmeans outside the scope of IPP/1.0). In
particular for each attribute that the | PP object supports whose
attribute syntax is 'text’, the | PP object MJST accept and process
both the ’text Wthout Language’ and ’textWthLanguage’ forns.
Simlarly, for each attribute that the I PP object supports whose
attribute syntax is 'nane’, the | PP object MJST accept and process
both the ' nameWt hout Language’ and ' nameW t hLanguage’ forms.

Furt hermore, an | PP object MJUST return attributes to the client in
operation responses that conformto the syntax specified in Section
4.1, including their full range if supplied previously by a client.

5.3 Charset and Natural Language Requirenents

Al'l clients and | PP objects MJST support the 'utf-8 charset as
defined in section 4.1.7.

| PP obj ects MUST be able to accept any client request which correctly
uses the "attributes-natural -1 anguage" operation attribute or the

Nat ural Language Override nechani smon any individual attribute

whet her or not the natural |anguage is supported by the |IPP object.

If an | PP object supports a natural |anguage, then it MJST be able to
transl ate (perhaps by table | ookup) all generated 'text’ or ’'nange’
attribute values into one of the supported | anguages (see section
3.1.4). That is, the I PP object that supports a natural |anguage
NEED NOT be a general purpose translator of any arbitrary 'text’ or
nane’ val ue supplied by the client into that natural |anguage.
However, the object MJIST be able to translate (automatically
generate) any of its own attribute values and nessages into that

nat ural | anguage

5.4 Security Conformance Requirenents

Conforming | PP Printer objects MAY support Secure Socket Layer
Version 3 (SSL3) [SSL] access, support access w thout SSL3 or support
bot h means of access.

Conforming | PP clients SHOULD support SSL3 access and non- SSL3
access. Note: This client requirenent to support both means that
conformng PP clients will be able to inter-operate with any |IPP
Printer object.
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For a detailed discussion of security considerations and the |IPP
application security profile required for SSL3 support, see section

6. | ANA Consi derations (registered and private extensions)

This section describes how | PP can be extended to allow the follow ng
regi stered and private extensions to |PP:

1. keyword attribute val ues
enum attribute val ues
attributes

attribute syntaxes
operations

attribute groups

status codes

NougkwnN

Extensi ons registered for use with IPP/1.0 are OPTIONAL for client
and | PP obj ect conformance to the I PP/ 1.0 Mdel specification

These extension procedures are aligned with the guidelines as set
forth by the | ESG [ RFC2434]. Section 11 descri bes how to propose new

registrations for consideration. |1ANA will reject registration
proposal s that | eave out required information or do not follow the
appropriate format described in Section 11. [IPP/1.0 may al so be

ext ended by an appropriate RFC that specifies any of the above
ext ensi ons.

6.1 Typed ' keyword' and ’'enuni Extensions

| PP allows for 'keyword and ’'enum extensions (see sections 4.1.2.3
and 4.1.4). This docunent uses prefixes to the 'keyword and ’'enumi
basic attribute syntax type in order to comunicate extra information
to the reader through its nane. This extra information is not
represented in the protocol because it is uninportant to a client or
Printer object. The list below describes the prefixes and their
nmeani ng.
"typel": The I PP specification nust be revised to add a new
keyword or a new enum No private keywords or enuns are
al | oned.

"type2": Inplementers can, at any tinme, add new keyword or enum
val ues by proposing the conplete specification to | ANA

i ana@ ana. org
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IANA will forward the registration proposal to the |IPP

Desi gnhat ed Expert who will review the proposal with a mailing
list that the Designated Expert keeps for this purpose.
Initially, that list will be the mailing list used by the IPP
WG

i pp@wg. org

even after the PP W5 is disbanded as permtted by [ RFC2434].
The | PP Designated Expert is appointed by the IESG Area Director
responsi ble for PP, according to [ RFC2434].

When a type2 keyword or enumis approved, the | PP Designated
Expert becones the point of contact for any future maintenance
that mght be required for that registration

"type3d": Inplenmenters can, at any tinme, add new keyword and enum
val ues by submitting the conplete specification to | ANA as for
type2 who will forward the proposal to the | PP Designated
Expert. Wiile no additional technical reviewis required, the
| PP Designated Expert may, at his/her discretion, forward the
proposal to the same mailing list as for type2 registrations for
advi ce and coment.

When a type3 keyword or enumis approved by the | PP Designated
Expert, the original proposer becones the point of contact for
any future mai ntenance that mght be required for that

regi stration.

For type2 and type3 keywords, the proposer includes the name of the
keyword in the registration proposal and the name is part of the
techni cal review.

After type2 and type3 enuns specifications are approved, the IPP
Desi gnated Expert in consultation with | ANA assigns the next
avai | abl e enum nunber for each enum val ue.

I ANA wi I I publish approved type2 and type3 keyword and enum
attributes value registration specifications in:

ftp.isi.edu/ianalassignments/ipp/attribute-val ues/ xxx/yyy.txt
where xxx is the attribute nane that specifies the initial values and
yyy.txt is a descriptive file nane that contains one or nore enuns or

keywords approved at the sanme time. For exanple, if severa
additional enuns for stapling are approved for use with the
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"finishings" attribute (and "finishings-default" and "fini shings-
supported" attributes), IANA will publish the additional values in
the file:

ftp.isi.edu/ianalassignments/ipp/attribute-
val ues/fi ni shings/stapling.txt

Note: Sone attributes are defined to be: 'type3 keywords’ | ’'nane
which allows for attribute values to be extended by a site
admi nistrator with administrator defined names. Such nanes are not

regi stered with | ANA

By definition, each of the three types above assert sone sort of
registry or review process in order for extensions to be considered
valid. Each higher nunbered |l evel (1, 2, 3) tends to be decreasingly
| ess stringent than the previous |evel. Therefore, any typeN val ue
MAY be registered using a process for sonme typeMwhere Mis |ess than
N, however such registration is NOT REQU RED. For exanple, a type3
val ue MAY be registered in a type 1 manner (by being included in a
future version of an I PP specification), however, it is NOT REQU RED.

This specification defines keyword and enum values for all of the
above types, including type3 keywords.

For private (unregistered) keyword extensions, inplenenters SHOULD
use keywords with a suitable distinguishing prefix, such as "xxx-"
where xxx is the (lowercase) fully qualified conpany nane registered
with  ANA for use in domain names [ RFC1035]. For exanple, if the
conmpany XYZ Corp. had obtained the domain nane "XYZ. con', then a
private keyword 'abc’ woul d be: ’'xyz.com abc’

Not e: RFC 1035 [ RFC1035] indicates that while upper and | ower case
letters are allowed in domain nanes, no significance is attached to
the case. That is, two nanes with the sane spelling but different
case are to be treated as if identical. A so, the labels in a domain
nane nust follow the rules for ARPANET host nanes: They nust start
with a letter, end with a letter or digit, and have as interior
characters only letters, digits, and hyphen. Labels nust be 63
characters or less. Labels are separated by the "." character

For private (unregistered) enum extension, inplenmenters MJST use
values in the reserved integer range which is 2**30 to 2**31-1
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6.2 Attribute Extensibility

Attribute names are type2 keywords. Therefore, new attributes may be
regi stered and have the sanme status as attributes in this docunent by
followi ng the type2 extension rules. For private (unregistered)
attribute extensions, inplementers SHOULD use keywords with a

sui tabl e di stinguishing prefix as described in Section 6.1

I ANA wi Il publish approved attribute registration specifications as
separate files

ftp.isi.edu/ianalassignments/ipp/attributes/xxx-yyy.txt
where "xxx-yyy" is the new attribute nane.

If a new Printer object attribute is defined and its val ues can be
af fected by a specific docunent format, its specification needs to
contain the foll owi ng sentence:

"The value of this attribute returned in a Get-Printer-Attributes
response MAY depend on the "docunent-format” attribute supplied
(see Section 3.2.5.1)."

If the specification does not, then its value in the Get-Printer-
Attributes response MUST NOT depend on the "document-format" supplied
in the request. When a new Job Tenplate attribute is registered, the
value of the Printer attributes MAY vary with "docunent-fornmat"”
supplied in the request without the specification having to indicate
So.

6.3 Attribute Syntax Extensibility

Attribute syntaxes are like type2 enuns. Therefore, new attribute
syntaxes nmay be regi stered and have the sane status as attribute
syntaxes in this docunent by follow ng the type2 extension rules
described in Section 6.1. The value codes that identify each of the
attribute syntaxes are assigned in the Encoding and Transport

speci fication [ RFC2565], including a designated range for private,
experinental use.

For attribute syntaxes, the | PP Designated Expert in consultation
with | ANA assigns the next attribute syntax code in the appropriate
range as specified in [RFC2565]. | ANA will publish approved
attribute syntax registration specifications as separate files:
ftp.isi.edu/ianalassignments/ipp/attribute-syntaxes/xxx-yyy.txt

where ' xxx-yyy’' is the new attribute syntax nane.
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6.4 Operation Extensibility

Operations may al so be registered follow ng the type2 procedures
described in Section 6.1, though nmajor new operations will usually be
done by a new standards track RFC that augnents this docunment. For
private (unregistered) operation extensions, inplementers MJST use
the range for the "operation-id" in requests specified in Section
4.4.13 "operations-supported” Printer attribute.

For operations, the | PP Designated Expert in consultation with | ANA
assigns the next operation-id code as specified in Section 4.4.13.

I ANA wi || publish approved operation registration specifications as
separate files

ftp.isi.edu/ianalassignments/ipp/operations/Xxx-Yyy.txt

where " Xxx-Yyy" is the new operation nane.
6.5 Attribute G oups

Attribute groups passed in requests and responses may be registered
followi ng the type2 procedures described in Section 6.1. The tags
that identify each of the attribute groups are assigned in [ RFC2565].
For attribute groups, the | PP Designated Expert in consultation with
| ANA assigns the next attribute group tag code in the appropriate
range as specified in [RFC2565]. |1ANA will publish approved
attribute group registration specifications as separate files:

ftp.isi.edu/ianalassignments/ipp/attribute-group-tags/ xxx-yyy-
tag. t xt

where ' xxx-yyy-tag’ is the new attribute group tag nane.
6.6 Status Code Extensibility
Operation status codes may al so be registered following the type2

procedures described in Section 6.1. The values for status codes are
all ocated in ranges as specified in Section 13 for each status code

cl ass:

"informational" - Request received, continuing process

"successful" - The action was successfully received, understood,
and accepted

"redirection"” - Further action nmust be taken in order to conplete
t he request

"client-error" - The request contains bad syntax or cannot be
fulfilled
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"server-error" - The IPP object failed to fulfill an apparently
val id request

For private (unregistered) operation status code extensions,
i mpl ementers MJST use the top of each range as specified in Section
13.

For operation status codes, the | PP Designated Expert in consultation
with | ANA assigns the next status code in the appropriate class range
as specified in Section 13. [|ANA will publish approved status code
registration specifications as separate files:

ftp.isi.edu/ianalassi gnments/ipp/status-codes/xxx-yyy.txt
where "xxx-yyy" is the new operation status code keyword.
6.7 Registration of MM types/sub-types for docunent-fornats

The "docunent-format" attribute’ s syntax is 'm nmeMedi aType’. This
means that valid values are Internet Media Types (see Section 4.1.9).
RFC 2045 [ RFC2045] defines the syntax for valid Internet nedia types.
IANA is the registry for all Internet nedia types.

6.8 Registration of charsets for use in 'charset’ attribute val ues

The "attributes-charset” attribute’s syntax is ’'charset’. This means
that valid values are charsets names. When a charset in the | ANA
registry has nore than one nane (alias), the name | abel ed as
"(preferred M ME nane)", if present, MJIST be used (see Section
4.1.7). I1ANAis the registry for charsets foll owing the procedures
of [RFC2278].

7. Internationalization Considerations

Sone of the attributes have values that are text strings and nanes
whi ch are intended for human understandi ng rather than machi ne
under standi ng (see the 'text’ and 'nane’ attribute syntaxes in
Sections 4.1.1 and 4.1.2).

In each operation request, the client

- identifies the charset and natural |anguage of the request which
affects each supplied "text’ and 'nane’ attribute value, and

- requests the charset and natural |anguage for attributes returned
by the I PP object in operation responses (as described in Section
3.1.4.1).
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In addition, the client MAY separately and individually identify the
Nat ural Language Override of a supplied 'text’ or ’'name’ attribute
usi ng the ’'text WthLanguage’ and 'nanmeWt hLanguage’ techni que
described section 4.1.1.2 and 4.1.2.2 respectively.

Al'l 1 PP objects MIST support the UTF-8 [ RFC2279] charset in all '’
text’ and 'nane’ attributes supported. |If an |IPP object supports
more than the UTF-8 charset, the object MJST convert between themin
order to return the requested charset to the client according to
Section 3.1.4.2. If an | PP object supports nore than one natura

| anguage, the object SHOULD return 'text’ and 'nane’ values in the
nat ural | anguage requested where those values are generated by the
Printer (see Section 3.1.4.1).

For Printers that support nultiple charsets and/or multiple natura
| anguages in 'text’ and 'nane’ attributes, different jobs nmay have
been subnmitted in differing charsets and/ or natural |anguages. Al
responses MJST be returned in the charset requested by the client.
However, the Get-Jobs operation uses the 'textWthLanguage' and
naneW t hLanguage’ nechanismto identify the differing natura

| anguages with each job attribute returned.

The Printer object also has configured charset and natural |anguage
attributes. The client can query the Printer object to determ ne
the list of charsets and natural |anguages supported by the Printer
obj ect and what the Printer object’s configured values are. See the
"charset-configured", "charset-supported”, "natural-I|anguage-
configured", and "generated-natural -1 anguage- supported” Printer
description attributes for nore details.

The "charset-supported" attributed identifies the supported charsets.
If a charset is supported, the | PP object MJST be capabl e of
converting to and fromthat charset into any other supported charset.
In many cases, an | PP object will support only one charset and it
MJUST be the UTF-8 charset.

The "charset-configured" attribute identifies the one supported
charset which is the native charset given the current configuration
of the I PP object (adm nistrator defined).

The "generat ed- natural -1 anguage- supported” attribute identifies the
set of supported natural |anguages for generated nessages; it is not
related to the set of natural |anguages that nust be accepted for
client supplied "text’ and 'nane’ attributes. For client supplied
text’ and 'nanme’ attributes, an I PP object MJST accept ALL supplied
natural | anguages. Just because a Printer object is currently
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configured to support 'en-us’ natural |anguage does not nean that the
Printer object should reject a job if the client supplies a job name
that is in fr-ca

The "natural -1 anguage-configured" attribute identifies the one
supported natural |anguage for generated nessages which is the native
natural |anguage given the current configuration of the | PP object
(admi ni strator defined).

Attributes of type 'text’ and 'nane’ are populated fromdifferent
sources. These attributes can be categorized into foll owi ng groups
(depending on the source of the attribute):

1. Sone attributes are supplied by the client (e.g., the client
supplied "job-nanme”, "docunent-nanme", and "requesting-user-nane"
operation attributes along with the correspondi ng Job object’s
"job-name" and "job-originating-user-nane" attributes). The IPP
obj ect MJST accept these attributes in any natural |anguage no
matter what the set of supported | anguages for generated
nessages

2. Some attributes are supplied by the system admi nistrator (e.g.
the Printer object’s "printer-nane" and "printer-1location”
attributes). These too can be in any natural |anguage. |f the
natural |anguage for these attributes is different than what a
client requests, then they nust be reported using the Natura
Language Override nechani sm

3. Some attributes are supplied by the device manufacturer (e.g.
the Printer object’s "printer-nmake-and-nodel" attribute). These
too can be in any natural |anguage. |If the natural |anguage for
these attributes is different than what a client requests, then
they must be reported using the Natural Language Override
mechani sm

4. Some attributes are supplied by the operator (e.g., the Job
object’s "job-nessage-fromoperator"” attribute). These too can
be in any natural |anguage. |f the natural |anguage for these
attributes is different than what a client requests, then they
must be reported using the Natural Language Override mechani sm

5. Sone attributes are generated by the | PP object (e.g., the Job
object’s "job-state-nmessage” attribute, the Printer object’s
"printer-state-nmessage" attribute, and the "status-nessage"”
operation attribute). These attributes can only be in one of
t he "generat ed-natural -1 anguage- supported” natural |anguages.

If a client requests sone natural |anguage for these attributes
other than one of the supported val ues, the | PP object SHOULD
respond using the value of the "natural -1 anguage-confi gured"”
attribute (using the Natural Language Override nechanismif
needed) .
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The "text’ and 'name’ attributes specified in this version of this
docunent (additional ones will be registered according to the
procedures in Section 6) are:

Attributes Sour ce

Operation Attributes

j ob- nanme (nane) client
docunent - nane (nane) client
requesti ng-user-nanme (nane) client
st at us- nessage Job or Printer object

Job Tenplate Attri butes:
j ob-hol d-until) client matches adnin
(keyword | name
j ob-hol d-until -defaul t client matches adnin
(keyword | nane)
j ob-hol d-until -supported client matches adnin
(keyword | nane)

strator-configured

strator-configured

strator-configured

j ob-sheets client matches adm nistrator-configured
(keyword | nane)

j ob-sheet s-def aul t client matches adm nistrator-configured
(keyword | nane)

j ob- sheet s- support ed client matches adm nistrator-configured
(keyword | nane)

medi a client matches adm nistrator-configured
(keyword | nane)

medi a- def aul t client matches adm nistrator-configured
(keyword | nane)

medi a- support ed client matches adm nistrator-configured
(keyword | nane)

medi a- r eady client matches adm nistrator-configured

(keyword | nane)

Job Description Attributes:

j ob- nanme (nane) client or Printer object
j ob-ori gi nati ng-user-nane (nane) Printer object
j ob- st at e- message (text) Job or Printer object

out put - devi ce- assi gned (name(127)) adm ni strator
j ob- message-from operator (text(127)) oper at or

Printer Description Attributes:

printer-name (name(127)) admi ni strator
printer-location (text(127)) admnistrator
printer-info (text(127)) adm ni strat or

printer-nmake-and-nodel (text(127)) administrator or manufacturer
printer-state-nessage (text) Printer object
printer-nmessage-fromoperator (text(127)) oper at or
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8. Security Considerations

Sone | PP objects MAY be depl oyed over protocol stacks that support
Secure Socket Layer Version 3 (SSL3) [SSL]. Note: SSL3 is not an

| ETF standards track specification. Oher |PP objects MAY be

depl oyed over protocol stacks that do not support SSL3. Sone |PP

obj ects MAY be depl oyed over both types of protocol stacks. Those

| PP objects that support SSL3, are capable of supporting nutua

aut hentication as well as privacy of nmessages via nmultiple encryption
schenes. An inportant point about security related information for
SSL3 access to an I PP object, is that the security-related paraneters
(aut hentication, encryption keys, etc.) are "out-of-band" to the
actual | PP protocol

An | PP object that does not support SSL3 MAY el ect to support a
transport layer that provides other security nechanisns. For
exanple, in a mapping of I PP over HTTP/1.1 [ RFC2565], if the IPP
obj ect does not support SSL3, HITP still allows for client

aut henti cation using Di gest Access Authentication (DAA) [RFC2069].

It is difficult to anticipate the security risks that mght exist in
any given | PP environnent. For exanple, if IPPis used within a given
corporation over a private network, the risks of exposing docunent
data nmay be | ow enough that the corporation will choose not to use
encryption on that data. However, if the connection between the
client and the I PP object is over a public network, the client may

wi sh to protect the content of the information during transm ssion
through the network with encryption

Furthernmore, the value of the information being printed may vary from
one | PP environnment to the next. Printing payroll checks, for

exanpl e, would have a different value than printing public
information froma file. There is also the possibly of denial-of-
service attacks, but denial-of-service attacks against printing
resources are not well understood and there is no published
precedents regarding this scenario.

Once the authenticated identity of the requester has been supplied to
the 1 PP object, the object uses that identity to enforce any

aut hori zation policy that mght be in place. For exanple, one site’'s
policy mght be that only the job owner is allowed to cancel a job.
The details and nechanisns to set up a particular access contro
policy are not part of IPP/1.0, and nmust be established via sone
other type of administrative or access control franmework. However,
there are operation status codes that allow an | PP server to return

i nformati on back to a client about any potential access contro

viol ations for an | PP object.
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During a create operation, the client’s identity is recorded in the
Job object in an inplenentation-defined attribute. This information
can be used to verify a client’s identity for subsequent operations
on that Job object in order to enforce any access control policy that
m ght be in effect. See section 8.3 below for nore details.

Since the security levels or the specific threats that any given | PP
system adm ni strator may be concerned with cannot be anticipated, |IPP
MUST be capabl e of operating with different security mechani sms and
security policies as required by the individual installation

Security policies mght vary fromvery strong, to very weak, to none
at all, and corresponding security nechanisns will be required. SSL3
supports the type of negotiated |l evels of security required by nost,
if not all, potential |PP environnents. |PP environnents that require
no security can elect to deploy |IPP objects that do not utilize the
optional SSL3 security nechani sns.

8.1 Security Scenarios

The follow ng sections describe specific security attacks for |PP
environments. Were exanples are provided they should be considered
illustrative of the environnent and not an exhaustive set. Not all of
these environnents will necessarily be addressed in initial

i mpl enent ati ons of | PP.

8.1.1 dient and Server in the Sanme Security Domai n

This environnent is typical of internal networks where traditiona

of fice workers print the output of personal productivity applications
on shared work-group printers, or where batch applications print
their output on large production printers. Although the identity of
the user may be trusted in this environnent, a user mght want to
protect the content of a document agai nst such attacks as
eavesdroppi ng, replaying or tanpering.

8.1.2 dient and Server in Different Security Donains

Exanpl es of this environment include printing a docunent created by
the client on a publicly available printer, such as at a comerci al
print shop; or printing a docunent renotely on a business associate’s
printer. This latter operation is functionally equival ent to sending
the document to the business associate as a facsinmle. Printing
sensitive information on a Printer in a different security domain
requires strong security neasures. In this environment authentication
of the printer is required as well as protection agai nst unauthorized
use of print resources. Since the docunent crosses security donains
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protection agai nst eavesdroppi ng and docunent tanpering are al so
required. It will also be inmportant in this environnent to protect
Printers agai nst "spanm ng" and malici ous docunment content.

8.1.3 Print by Reference

When the docunent is not stored on the client, printing can be done
by reference. That is, the print request can contain a reference, or
pointer, to the docunent instead of the actual docunent itself.
Standard nethods currently do not exist for renpte entities to
"assune" the credentials of a client for forwarding requests to a 3rd
party. It is anticipated that Print-By-Reference will be used to
access "public" docunents and that sophisticated nethods for

aut henticating "proxies" will not be specified for version 1 of |PP.

8.2 URIs for SSL3 and non-SSL3 Access

As described earlier, an | PP object can support SSL3 access, non-SSL3
access, or both. The "printer-uri-supported" attribute contains the
Printer object’s URI(s). |Its companion attribute, "uri-security-
supported”, identifies the security mechani smused for each UR

listed in the "printer-uri-supported" attribute. For each Printer
operation request, a client MJST supply only one URl in the
"printer-uri" operation attribute. |In other words, even though the
Printer supports nmore than one URI, the client only interacts with
the Printer object using one if its URIs. This duality is not needed
for Job objects, since the Printer objects is the factory for Job
objects, and the Printer object will generate the correct URI for new
Job objects depending on the Printer object’s security configuration

8.3 The "requesting-user-nane" (name(MAX)) Operation Attribute

Each operati on MJST specify the user who is perforning the operation
in both of the followi ng two ways:

1) via the REQUI RED "requesting-user-nane" operation attribute that
a client SHOULD supply in all operations. The client MJST obtain
the value for this attribute froman environmental or network
I ogin name for the user, rather than allowi ng the user to supply
any value. If the client does not supply a value for
"requesting-user-nane", the printer MJST assune that the client
i s supplying sone anonynous nane, such as "anonynous".

2) via an authentication nechani sm of the underlying transport
whi ch may be configured to give no authentication informtion
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There are six cases to consider:

a) the authenticati on nechani smgives no information, and the
client doesn't specify "requesting-user-nane".

b) the authentication nechanismgives no infornmation, but the
client specifies "requesting-user-nane".

c) the authentication nechani sm specifies a user which has no human
readabl e representation, and the client doesn't specify
"requesting-user-nane".

d) the authentication nechani sm specifies a user which has no human
readabl e representation, but the client specifies "requesting-
user - nane" .

e) the authentication nechani sm specifies a user which has a human
readabl e representation. The Printer object ignores the
"requesting-user-nane".

f) the authentication nmechani sm specifies a user who is trusted and
whose nane neans that the value of the "requesting-user-nane",
whi ch MUST be present, is treated as the authenticated nane.

Note: Case "f" is intended for a tightly coupl ed gateway and server
to work together so that the "user” name is able to be that of the
gateway client and not that of the gateway. Because nost, if not
all, systemvendors will initially inplenent IPP via a gateway into
their existing print system this nmechanismis necessary unless the
aut henti cation mechanismallows a gateway (client) to act on behal f
of some other client.

The user-nane has two forns:

- one that is human readable: it is held in the REQU RED "j ob-
ori gi nating-user-name" Job Description attribute which is set
during the job creation operations. It is used for presentation
only, such as returning in queries or printing on start sheets

- one for authorization: it is held in an undefined (by IPP) Job
object attribute which is set by the job creation operation. It
is used to authorize other operations, such as Send- Docunent,
Send- URI, Cancel -Job, to determ ne the user when the "ny-jobs"
attribute is specified with Get-Jobs, and to limt what
attributes and values to return with Get-Job-Attributes and Get-
Jobs.

The hunman readabl e user nane:
- is the value of the "requesting-user-nanme" for cases b, d and f.
- cones fromthe authenticati on nechanismfor case e
- is sonme anonynous nane, such as "anonynous" for cases a and c.

The user nane used for authorization:
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- is the value of the "requesting-user-nanme" for cases b and f.
- cones fromthe authenticati on nechanismfor cases ¢, d and e
- is some anonynmous nane, such as "anonynous" for case a.

The essence of these rules for resolving conflicting sources of
user-nanes is that a printer inplenmentation is free to pick either
source as long as it achieves consistent results. That is, if a user
uses the sanme path for a series of requests, the requests MJST appear
to come fromthe sane user fromthe standpoint of both the human-
readabl e user name and the user nanme for authorization. This rule
MUST continue to apply even if a request could be authenticated by

two or nore nechanisns. |t doesn’'t nmatter which of severa
aut henti cation nmechanisnms a Printer uses as long as it achieves
consi stent results. If a client uses nbre than one authentication

mechanism it is recomended that an adm ni strator nmake all
credentials resolve to the sane user and user-nane as nuch as
possi bl e.

8.4 Restricted Queries

In many | PP operations, a client supplies a list of attributes to be
returned in the response. For security reasons, an | PP object nmay be
configured not to return all attributes (or all values) that a client
requests. The job attributes returned MAY depend on whet her the
requesting user is the sane as the user that subnmitted the job. The

| PP obj ect MAY even return none of the requested attributes. In such
cases, the status returned is the same as if the object had returned
all requested attributes. The client cannot tell by such a response
whet her the requested attribute was present or absent on the object.

8.5 Queries on jobs submitted using non-IPP protocols

If the device that an IPP Printer is representing is able to accept

j obs using other job subnission protocols in addition to IPP, it is
RECOMVENDED t hat such an inplenentation at |east allow such "foreign"
jobs to be queried using Get-Jobs returning "job-id" and "job-uri" as
"unknown’ .  Such an inplenentati on NEED NOT support all of the same

I PP job attributes as for IPP jobs. The IPP object returns the’
unknown’ out -of - band val ue for any requested attribute of a foreign
job that is supported for I PP jobs, but not for foreign jobs.

It is further RECOWENDED, that the IPP Printer generate "job-id" and
"job-uri" values for such "foreign jobs", if possible, so that they
may be targets of other |PP operations, such as Get-Job-Attributes
and Cancel -Job. Such an inplenentation also needs to deal with the
probl em of authentication of such foreign jobs. One approach woul d
be to treat all such foreign jobs as belonging to users other than
the user of the IPP client. Another approach would be for the
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foreign job to belong to "anonynmous’. Only if the I PP client has
been authenticated as an operator or administrator of the IPP Printer
obj ect, could the foreign jobs be queried by an |I PP request.
Alternatively, if the security policy is to allow users to query
other users’ jobs, then the foreign jobs would also be visible to an
end-user | PP client using Get-Jobs and Get-Job-Attributes.

8.6 I PP Security Application Profile for SSL3

The I PP application profile for SSL3 follows the "Secure Socket
Layer" requirenent as docunented in the SSL3 specification [SSL].
For interoperability, the SSL3 cipher suites are:

SSL_RSA W TH_RC4_128 MD5
SSL_RSA W TH_3DES_EDE_CBC_SHA
SSL_RSA_W TH_DES_CBC_SHA
SSL_RSA_EXPORT_W TH_RC4_40_ND5
SSL_RSA_EXPORT_W TH_RC2_CBC_40_MD5
SSL_RSA_W TH_NULL_MD5

Client inplenentations MJUST NOT assune any ot her cipher suites are
supported by an | PP Printer object.

If a conformng | PP object supports SSL3, it MJST inpl enent and
support the cipher suites listed above and MAY support additiona
ci pher suites.

A conformng I PP client SHOULD support SSL3 including the cipher
suites listed above. A confornming IPP client MAY support additiona
ci pher suites.

It is possible that due to certain government export restrictions
some non-conpliant versions of this extension could be depl oyed.

I npl enentati ons wishing to inter-operate with such non-conpliant
versi ons MAY offer the SSL_RSA EXPORT W TH RC4 40 _MD5 and

SSL_RSA EXPORT_W TH_RC2_CBC_40_MD5 nechani sns. However, since 40 bit
ci phers are known to be vulnerable to attack by current technol ogy,
any client which actives a 40 bit cipher MJST NOT indicate to the
user that the connection is conpletely secure from eavesdroppi ng.
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Jay Martin - Underscore

Larry Masinter - Xerox

Stan McConnel I - Xerox

Ira McDonald - Hi gh North Inc.
Paul Mbore - M crosoft

Tetsuya Mrita - Ricoh

Yuichi Niwa - Ricoh

Pat Nogay - |BM
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Ron Norton - Printronics
Bob Pentecost - HP

Rob Rhoads - Intel

Xavier Riley - Xerox
Davi d Roach - Unisys
Stuart Row ey - Kyocera

Hi royuki Sato - Canon

Bob Setterbo - Adobe
Devon Taylor - Novell, Inc.
M ke Ti nperman - Lexmark
Randy Turner - Sharp

At sushi Yuki - Kyocera

Ri ck Yardum an - Xerox

Ll oyd Young - Lexmark

Bill Wagner - DP

Ji m WAl ker - DAZEL

Chris Wellens - Interworking Labs
Rob Whittle - Novell, Inc.
Don Wight - Lexmark

Pet er Zehler - Xerox
Steve Zilles - Adobe

11. Formats for | PP Registration Proposals

In order to propose an | PP extension for registration, the proposer
must submit an application to | ANA by email to "iana@ ana.org" or by
filling out the appropriate formon the | ANA web pages
(http://ww.iana.org). This section specifies the required
informati on and the fornats for proposing registrations of extensions
to PP as provided in Section 6 for:

type2 'keyword' attribute val ues
type3 'keyword' attribute val ues
type2 'enum attribute val ues
type3 'enum attribute val ues
attributes

attribute syntaxes

operations

status codes

NogrwNE

11.1 Type2 keyword attribute values registration

Type of registration: type2 keyword attribute val ue

Nane of attribute to which this keyword specification is to be added:
Proposed keyword name of this keyword val ue:

Specification of this keyword value (follow the style of | PP Mde
Section 4.1.2.3):

Name of proposer:
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Addr ess of proposer
Emai | address of proposer:

Note: For type2 keywords, the Designated Expert will be the point of
contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.

11. 2 Type3 keyword attribute values registration

Type of registration: type3 keyword attribute val ue

Nane of attribute to which this keyword specification is to be added:
Proposed keyword name of this keyword val ue:

Specification of this keyword value (follow the style of |PP Mde
Section 4.1.2.3):

Nanme of proposer:

Addr ess of proposer

Enai | address of proposer:

Note: For type3 keywords, the proposer will be the point of contact
for the approved registration specification, if any maintenance of
the registration specification is needed.

11.3 Type2 enum attri bute val ues registration

Type of registration: type2 enumattribute val ue

Nanme of attribute to which this enum specification is to be added:
Keyword synbolic name of this enum val ue:

Nuneric value (to be assigned by the | PP Designated Expert in
consul tation with | ANA)

Specification of this enumvalue (follow the style of | PP Mde
Section 4.1.4):

Nane of proposer:

Addr ess of proposer:

Enai | address of proposer:

Note: For type2 enums, the Designated Expert will be the point of
contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.

11. 4 Type3 enum attri bute values registration

Type of registration: type3 enumattribute val ue

Nanme of attribute to which this enum specification is to be added:
Keyword synbolic name of this enum val ue:

Nuneric value (to be assigned by the | PP Designated Expert in
consultation with | ANA):

Specification of this enumvalue (follow the style of | PP Mdel
Section 4.1.4):
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Name of proposer:
Addr ess of proposer:
Emai | address of proposer:

Note: For type3 enunms, the proposer will be the point of contact for
t he approved registration specification, if any naintenance of the
registration specification is needed.

11.5 Attribute registration

Type of registration: attribute

Proposed keyword name of this attribute:

Types of attribute (Operation, Job Tenplate, Job Description,
Printer Description):

Operations to be used with if the attribute is an operation
attribute:

bj ect (Job, Printer, etc. if bound to an object):

Attribute syntax(es) (include 1lsetOF and range as in Section 4.2):
If attribute syntax is 'keyword or 'enum, is it type2 or type3:
If this is a Printer attribute, MAY the val ue returned depend on
"docunent-format" (See Section 6.2):

If this is a Job Tenplate attribute, how does its specification
depend on the value of the "mnultiple-docunent-handling" attribute:
Specification of this attribute (follow the style of | PP Mdel
Section 4.2):

Nane of proposer:

Addr ess of proposer:

Enai | address of proposer:

Note: For attributes, the | PP Designated Expert will be the point of
contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.

11.6 Attribute Syntax registration

Type of registration: attribute syntax

Proposed nanme of this attribute syntax:

Type of attribute syntax (integer, octetString, character-string,
see [ RFC2565]):

Nuneric value (to be assigned by the | PP Designated Expert in
consultation with | ANA):

Specification of this attribute (follow the style of | PP Mdel
Section 4.1):

Nane of proposer:

Addr ess of proposer:

Enai | address of proposer:
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Note: For attribute syntaxes, the | PP Designated Expert will be the
poi nt of contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.

11.7 Operation registration

Type of registration: operation

Proposed name of this operation:

Nuneric operation-id value (to be assigned by the | PP Designated
Expert in consultation with | ANA):

bj ect Target (Job, Printer, etc. that operation is upon):
Specification of this attribute (follow the style of | PP Mde
Section 3):

Nane of proposer:

Addr ess of proposer:

Enai | address of proposer:

Note: For operations, the | PP Designated Expert will be the point of
contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.

11.8 Attribute Goup registration

Type of registration: attribute group

Proposed nanme of this attribute group:

Nuneric tag according to [ RFC2565] (to be assigned by the IPP

Desi gnated Expert in consultation with | ANA)

Qperation requests and group nunber for each operation in which the
attribute group occurs:

Operation responses and group nunmber for each operation in which the
attribute group occurs:

Specification of this attribute group (follow the style of | PP Mde
Section 3):

Nane of proposer:

Addr ess of proposer

Emai | address of proposer:

Note: For attribute groups, the | PP Designated Expert will be the
poi nt of contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.

11.9 Status code registration

Type of registration: status code

Keyword synbolic name of this status code val ue:

Nuneric value (to be assigned by the | PP Designated Expert in
consul tation with | ANA)

Qperations that this status code may be used with:
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Speci fication of this status code (follow the style of | PP Mde
Section 14 APPENDI X B: Status Codes and Suggested Status Code
Messages):

Nane of proposer:

Addr ess of proposer

Emai | address of proposer:

Note: For status codes, the Designated Expert will be the point of

contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.

deBry, et al. Experi ment al [ Page 140]



RFC 2566 | PP/ 1. 0: Model and Senantics April 1999

12.

12.
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12.

APPENDI X A: Ter i nol ogy
This specification uses the term nology defined in this section
1 Confornmance Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHOULD', "SHOULD NOT",
" RECOMVENDED"', "MAY", and "OPTIONAL" in this docunment are to be
interpreted as described in RFC 2119 [ RFC2119].

1.1 NEED NOT

This termis not included in RFC 2119. The verb "NEED NOT" i ndi cates
an action that the subject of the sentence does not have to inpl enment
in order to claimconformance to the standard. The verb "NEED NOT"
is used instead of "MAY NOT" since "MAY NOT" sounds |ike a

prohi bition.

2 Model Ter mi nol ogy
2.1 Keyword

Keywords are used within this docunent as identifiers of semantic
entities within the abstract nodel (see section 4.1.2.3). Attribute
nanes, sonme attribute values, attribute syntaxes, and attribute group
nanes are represented as keywords.

2.2 Attributes

An attribute is an itemof information that is associated with an
instance of an I PP object. An attribute consists of an attribute
nane and one or nore attribute values. Each attribute has a specific
attribute syntax. Al object attributes are defined in section 4 and
all operation attributes are defined in section 3.

Job Tenplate Attributes are described in section 4.2. The client
optionally supplies Job Tenplate attributes in a create request
(operation requests that create Job objects). The Printer object has
associ ated attri butes which define supported and default val ues for
the Printer.

2.2.1 Attribute Name
Each attribute is uniquely identified in this docunent by its

attribute name. An attribute nane is a keyword. The keyword
attribute name is given in the section header describing that
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attribute. In running text in this docunent, attribute nanes are
i ndi cated inside double quotation marks (") where the quotation marks
are not part of the keyword itself.

2.2.2 Attribute Goup Nane

Rel ated attributes are grouped into named groups. The nane of the
group is a keyword. The group nane may be used in place of naning
all the attributes in the group explicitly. Attribute groups are
defined in section 3.

2.2.3 Attribute Val ue

Each attribute has one or nore values. Attribute values are
represented in the syntax type specified for that attribute. In
running text in this docunent, attribute values are indicated inside
single quotation narks ('), whether their attribute syntax is
keyword, integer, text, etc. where the quotation marks are not part
of the value itself.

2.2.4 Attribute Syntax

Each attribute is defined using an explicit syntax type. 1In this
docunent, each syntax type is defined as a keyword with specific
meani ng. The Encodi ng and Transport docunent [RFC2565] indicates the
actual "on-the-wire" encoding rules for each syntax type. Attribute
syntax types are defined in section 4.1

2.3 Supports

By definition, a Printer object supports an attribute only if that
Printer object responds with the corresponding attribute popul at ed
with some value(s) in a response to a query for that attribute. A
Printer object supports an attribute value if the value is one of the
Printer object’s "supported values" attributes. The device behind a
Printer object may exhibit a behavior that corresponds to sone | PP
attribute, but if the Printer object, when queried for that
attribute, doesn’t respond with the attribute, then as far as IPP is
concerned, that inplenentation does not support that feature. If the
Printer object’s "xxx-supported" attribute is not populated with a
particular value (even if that value is a |l egal value for that
attribute), then that Printer object does not support that particul ar
val ue.

A conform ng inpl ementati on MUST support all REQU RED attri butes.
However, even for REQU RED attributes, conformance to | PP does not
mandat e that all inplenentations support all possible val ues
representing all possible job processing behaviors and features. For
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exanple, if a given instance of a Printer supports only certain
docunent formats, then that Printer responds with the "docunent -
format-supported” attribute populated with a set of val ues, possibly
only one, taken fromthe entire set of possible values defined for
that attribute. This limted set of values represents the Printer’s
set of supported docunent formats. Supporting an attribute and sone
set of values for that attribute enables IPP end users to be aware of
and nake use of those features associated with that attribute and
those values. If an inplenmentation chooses to not support an
attribute or some specific value, then | PP end users would have no
ability to make use of that feature within the context of IPP itself.
However, due to existing practice and | egacy systens which are not

| PP aware, there might be sone other mechani sm outside the scope of
IPP to control or request the "unsupported" feature (such as enbedded
instructions within the docunent data itself).

For exanpl e, consider the "finishings-supported" attribute.

1) If a Printer object is not physically capable of stapling, the
"fi nishings-supported" attribute MJUST NOT be popul ated with the
val ue of ’staple’.

2) A Printer object is physically capable of stapling, however an
i mpl ement ati on chooses not to support stapling in the | PP
"finishings" attribute. In this case, 'staple’ MJST NOT be a
val ue in the "finishings-supported" Printer object attribute.
Wt hout support for the value ’'staple’, an I PP end user would
have no means within the protocol itself to request that a Job
be stapled. However, an existing docunent data formatter night
be able to request that the docunent be stapled directly with an

enmbedded instruction within the document data. |In this case
the I PP inplenmentation does not "support" stapling, however the
end user is still able to have sone control over the stapling of

the conpl eted j ob.

3) APrinter object is physically capable of stapling, and an
i mpl ement ati on chooses to support stapling in the IPP
"finishings" attribute. In this case, 'staple’ MJST be a val ue
in the "finishings-supported" Printer object attribute. Doing
so, woul d enable end users to be aware of and nake use of the
stapling feature using I PP attributes.

Even though support for Job Tenplate attributes by a Printer object
is OPTIONAL, it is RECOWENDED that if the device behind a Printer
object is capable of realizing any feature or function that
corresponds to an I PP attribute and sone associ ated val ue, then that
i npl ement ati on SHOULD support that IPP attribute and val ue.
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The set of values in any of the supported value attributes is set
(popul ated) by sone admini strative process or automatic sensing
mechani smthat is outside the scope of IPP. For admnistrative
policy and control reasons, an adm nistrator nmay choose to nake only
a subset of possible values visible to the end user. |In this case,
the real output device behind the IPP Printer abstraction may be
capabl e of a certain feature, however an administrator is specifying
that access to that feature not be exposed to the end user through
the I PP protocol. Also, since a Printer object may represent a

| ogi cal print device (not just a physical device) the actual process
for supporting a value is undefined and left up to the

i npl ementation. However, if a Printer object supports a value, sone
manual human acti on nmay be needed to realize the semantic action
associated with the value, but no end user action is required.

For exanple, if one of the values in the "finishings-supported"
attribute is 'staple', the actual process might be an automatic
stapl e action by a physical device controlled by sonme conmand sent to
the device. O, the actual process of stapling night be a manual
action by an operator at an operator attended Printer object.

For anot her exanple of how supported attributes function, consider a
system adm ni strator who desires to control all print jobs so that no
job sheets are printed in order to conserve paper. To force no job
sheets, the system administrator sets the only supported val ue for
the "job-sheets-supported" attribute to 'none’. 1In this case, if a
client requests anything except 'none’, the create request is
rejected or the "job-sheets" value is ignored (depending on the val ue
of "ipp-attribute-fidelity"). To force the use of job start/end
sheets on all jobs, the administrator does not include the value
none’ in the "job-sheets-supported" attribute. |In this case, if a
client requests 'none’, the create request is rejected or the "job-
sheets” value is ignored (again depending on the value of "ipp-
attribute-fidelity").

12.2.4 print-stream page

A "print-stream page" is a page according to the definition of pages
in the | anguage used to express the docunent data.

12.2.5 inpression

An "inpression" is the inage (possibly many print-stream pages in
di fferent configurations) inposed onto a single nedia page.
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13. APPENDI X B: Status Codes and Suggested Status Code Messages

This section defines status code enum keywords and val ues that are
used to provide semantic information on the results of an operation
request. Each operation response MJST include a status code. The
response MAY al so contain a status nessage that provides a short
textual description of the status. The status code is intended for
use by automata, and the status nessage is intended for the human end
user. Since the status nessage is an OPTI ONAL conponent of the
operation response, an |PP application (i.e., a browser, GU, print
driver or gateway) is NOT REQU RED to exam ne or display the status
nmessage, since it MAY not be returned to the application

The prefix of the status keyword defines the class of response as

fol | ows:

"informational" - Request received, continuing process

"successful" - The action was successfully received, understood,
and accepted

"redirection" - Further action nmust be taken in order to conplete
the request

"client-error" - The request contains bad syntax or cannot be
fulfilled

"server-error" - The IPP object failed to fulfill an apparently

valid request

As with type2 enuns, | PP status codes are extensible. [PP clients
are NOT REQUI RED to understand the neaning of all registered status
codes, though such understanding is obviously desirable. However,

I PP clients MJUST understand the class of any status code, as

i ndi cated by the prefix, and treat any unrecogni zed response as being
equivalent to the first status code of that class, with the exception
that an unrecogni zed response MJST NOT be cached. For exanple, if an
unrecogni zed status code of "client-error-xxx-yyy" is received by the
client, it can safely assune that there was sonmething wong with its
request and treat the response as if it had received a "client-
error-bad-request" status code. 1In such cases, |PP applications
SHOULD present the OPTI ONAL message (if present) to the end user
since the message is likely to contain human readabl e i nformation
which will help to explain the unusual status. The nane of the enum
is the suggested status nessage for US English

The status code val ues range from 0x0000 to Ox7FFF. The val ue ranges
for each status code class are as foll ows:

"successful " - 0x0000 to OxOOFF

"informational " - 0x0100 to OxO1FF
"redirection" - 0x0200 to OxO02FF
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"client-error"” - 0x0400 to OxO04FF
"server-error" - 0x0500 to OxO5FF

The top half (128 val ues) of each range (0x0n40 to OxOnFF, for n =0
to 5) is reserved for private use within each status code cl ass

Val ues 0x0600 to Ox7FFF are reserved for future assignment and MJUST
NOT be used.

13.1 Status Codes

Each status code is described below. Section 13.1.5.9 contains a
tabl e that indicates which status codes apply to which operations.
The Inplementer’s Guide [ipp-iig] describe the suggested steps for
processing I PP attributes for all operations, including returning
status codes.

13.1.1 Infornmationa

This class of status code indicates a provisional response and is to
be used for informational purposes only.

There are no status codes defined in IPP/1.0 for this class of status
code.

13. 1.2 Successful Status Codes

This class of status code indicates that the client’s request was
successfully received, understood, and accept ed.

13.1.2.1 successful -ok (0x0000)

The request has succeeded and no request attributes were substituted
or ignored. |In the case of a response to a create request, the
successful -ok’ status code indicates that the request was
successfully received and validated, and that the Job object has been
created; it does not indicate that the job has been processed. The
transition of the Job object into the 'conpleted state is the only

i ndi cator that the job has been printed.

13. 1. 2.2 successful -ok-ignored-or-substituted-attributes (0x0001)

The request has succeeded, but sone supplied (1) attributes were

i gnored or (2) unsupported values were substituted with supported

val ues or were ignored in order to performthe operation wthout
rejecting it. Unsupported attributes, attribute syntaxes, or val ues
MUST be returned in the Unsupported Attributes group of the response
for all operations. There is an exception to this rule for the query
operations: Get-Printer-Attributes, Get-Jobs, and Get-Job-Attributes
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for the "requested-attributes” operation attribute only. Wen the
suppl i ed val ues of the "requested-attributes" operation attribute are
requesting attributes that are not supported, the | PP object MAY, but
is NOT REQU RED to, return the "requested-attributes” attribute in
the Unsupported Attribute response group (with the unsupported val ues
only). See section 3.2.1.2.

1. 2.3 successful -ok-conflicting-attributes (0x0002)

The request has succeeded, but sone supplied attribute val ues
conflicted with the values of other supplied attributes. These
conflicting values were either (1) substituted with (supported)

val ues or (2) the attributes were renoved in order to process the job
without rejecting it. Attributes or values which conflict with other
attributes and have been substituted or ignored MJST be returned in
the Unsupported Attributes group of the response for all operations
as supplied by the client. See section 3.2.1.2.

1.3 Redirection Status Codes

This class of status code indicates that further action needs to be
taken to fulfill the request.

There are no status codes defined in IPP/1.0 for this class of status
code.

1.4 Cdient Error Status Codes

This class of status code is intended for cases in which the client
seens to have erred. The | PP object SHOULD return a nessage
cont ai ni ng an expl anation of the error situation and whether it is a
tenporary or permanent condition.

1.4.1 client-error-bad-request (0x0400)

The request could not be understood by the | PP object due to
mal f ormed syntax (such as the value of a fixed |length attribute whose
| ength does not match the prescribed length for that attribute - see
the Inplementer’s Guide [ipp-iig] ). The IPP application SHOULD NOT
repeat the request w thout nodifications.

1.4.2 client-error-forbidden (0x0401)
The |1 PP object understood the request, but is refusing to fulfill it.

Addi tional authentication information or authorization credentials
will not help and the request SHOULD NOT be repeated. This status
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code is commonly used when the | PP object does not wish to revea
exactly why the request has been refused or when no other response is
appl i cabl e.

13.1.4.3 client-error-not-authenticated (0x0402)

The request requires user authentication. The IPP client may repeat
the request with suitable authentication information. |If the request
al ready included authentication information, then this status code

i ndicates that authorization has been refused for those credentials.
If this response contains the same chall enge as the prior response,
and the user agent has already attenpted authentication at |east
once, then the response nessage may contain rel evant diagnostic
information. This status codes reveals nore information than
"client-error-forbi dden".

13.1.4.4 client-error-not-authorized (0x0403)

The requester is not authorized to performthe request. Additiona
aut hentication information or authorization credentials will not help
and the request SHOULD NOT be repeated. This status code is used
when the | PP object wishes to reveal that the authentication

i nformati on i s understandabl e, however, the requester is explicitly
not authorized to performthe request. This status codes reveals
nmore information than "client-error-forbidden" and "client-error-

not - aut henti cat ed".

13.1.4.5 client-error-not-possi bl e (0x0404)

This status code is used when the request is for sonmething that can
not happen. For exanple, there might be a request to cancel a job
that has al ready been canceled or aborted by the system The |PP
client SHOULD NOT repeat the request.

13.1.4.6 client-error-ti meout (0x0405)

The client did not produce a request within the tine that the | PP

obj ect was prepared to wait. For exanple, a client issued a Create-
Job operation and then, after a long period of tinme, issued a Send-
Docunent operation and this error status code was returned in
response to the Send-Docunent request (see section 3.3.1). The IPP
obj ect mi ght have been forced to clean up resources that had been
held for the waiting additional Documents. The |PP object was forced
to close the Job since the client took too long. The client SHOULD
NOT repeat the request w thout nodifications.
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1.4.7 client-error-not-found (0x0406)

The 1 PP object has not found anything matching the request URI. No
indication is given of whether the condition is tenporary or
permanent. For exanple, a client with an old reference to a Job (a
URI) tries to cancel the Job, however in the nean tine the Job m ght
have been conpleted and all record of it at the Printer has been

del eted. This status code, 'client-error-not-found is returned
indicating that the referenced Job can not be found. This error
status code is al so used when a client supplies a URI as a reference
to the docunent data in either a Print-URl or Send-URl operation, but
t he document can not be found.

In practice, an I PP application should avoid a not found situation by
first querying and presenting a list of valid Printer URIs and Job
URIs to the end-user

1.4.8 client-error-gone (0x0407)

The requested object is no | onger avail able and no forwardi ng address
is known. This condition should be considered permanent. dients
with link editing capabilities should delete references to the
request URI after user approval. |If the | PP object does not know or
has no facility to deternine, whether or not the condition is
permanent, the status code "client-error-not-found" should be used

i nst ead.

This response is primarily intended to assist the task of maintenance
by notifying the recipient that the resource is intentionally

unavail able and that the | PP object adm nistrator desires that renote
links to that resource be renpved. It is not necessary to mark all

per manent|y unavail abl e resources as "gone" or to keep the mark for
any length of time -- that is left to the discretion of the |IPP

obj ect admi ni strator.

1.4.9 client-error-request-entity-too-Ilarge (0x0408)

The 1 PP object is refusing to process a request because the request
entity is larger than the I PP object is willing or able to process.
An | PP Printer returns this status code when it linmts the size of
print jobs and it receives a print job that exceeds that limt or
when the attributes are so nany that their encoding causes the
request entity to exceed | PP object capacity.

deBry, et al. Experi ment al [ Page 149]



RFC 2566 | PP/ 1. 0: Model and Senantics April 1999

13.1.4.10 client-error-request-val ue-too-1ong (0x0409)

The 1 PP object is refusing to service the request because one or nore
of the client-supplied attributes has a variable |l ength value that is
| onger than the maxi mumlength specified for that attribute. The |PP
obj ect m ght not have sufficient resources (nmenory, buffers, etc.) to
process (even tenporarily), interpret, and/or ignore a value |arger
than the maxi mum | ength. Another use of this error code is when the
| PP obj ect supports the processing of a |large value that is |ess than
the maxi mum | ength, but during the processing of the request as a
whol e, the object may pass the value onto sone ot her system conmponent
which is not able to accept the large value. For nore details, see
the Inplementer’s Guide [ipp-iidg]

Note: For attribute values that are URIs, this rare condition is
only likely to occur when a client has inproperly submtted a request
with long query information (e.g. an | PP application allows an end-
user to enter an invalid URI), when the client has descended into a
URI "black hole" of redirection (e.g., a redirected URl prefix that
points to a suffix of itself), or when the | PP object is under attack
by a client attenpting to exploit security holes present in sone |PP
obj ects using fixed-length buffers for reading or manipul ating the
Request - URI .

13.1.4.11 client-error-docunent-format-not -supported (0x040A)

The 1 PP object is refusing to service the request because the
docunent data is in a fornmat, as specified in the "docunent-format"
operation attribute, that is not supported by the Printer object.
This error is returned i ndependent of the client-supplied "ipp-
attribute-fidelity". The Printer object MJUST return this status
code, even if there are other attributes that are not supported as
well, since this error is a bigger problemthan with Job Tenpl ate
attributes

13.1.4.12 client-error-attributes-or-val ues-not-supported (0x040B)

In a create request, if the Printer object does not support one or
nmore attributes, attribute syntaxes, or attribute values supplied in
the request and the client supplied the "ipp-attributes-fidelity"
operation attribute with the "true’ value, the Printer object MJST
return this status code. For exanple, if the request indicates

i so-a4’ media, but that nmedia type is not supported by the Printer
object. O, if the client supplies an optional attribute and the
attribute itself is not even supported by the Printer. If the "ipp-
attribute-fidelity" attribute is '"false', the Printer MJST ignore or
substitute values for unsupported attributes and val ues rather than
reject the request and return this status code.
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13.

13.

13.

13.

13.

For any operation where a client requests attributes (such as a Cet-
Jobs, Get-Printer-Attributes, or Get-Job-Attributes operation), if
the 1 PP object does not support one or nore of the requested
attributes, the I PP object sinply ignores the unsupported requested
attributes and processes the request as if they had not been
supplied, rather than returning this status code. In this case, the
| PP obj ect MJUST return the ’successful -ok-ignored-or-substituted-
attributes’ status code and MAY return the unsupported attributes as
val ues of the "requested-attributes” in the Unsupported Attributes
G oup (see section 13.1.2.2).

1.4.13 client-error-uri-schene-not-supported (0x040C)

The type of the client supplied URI in a Print-URl or a Send-UR
operation is not supported.

1.4.14 client-error-charset-not-supported (0x040D)

For any operation, if the IPP Printer does not support the charset
supplied by the client in the "attributes-charset" operation
attribute, the Printer MIST reject the operation and return this
status and any 'text’ or 'name’ attributes using the 'utf-8 charset
(see Section 3.1.4.1).

1.4.15 client-error-conflicting-attributes (0x040E)

The request is rejected because sone attribute values conflicted with
the val ues of other attributes which this specification does not
pernmit to be substituted or ignored.

1.5 Server Error Status Codes

This class of status codes indicates cases in which the I PP object is
aware that it has erred or is incapable of performng the request.
The | PP obj ect SHOULD include a nessage containing an expl anation of
the error situation, and whether it is a tenporary or permanent

condi tion.

1.5.1 server-error-internal -error (0x0500)

The | PP object encountered an unexpected condition that prevented it
fromfulfilling the request. This error status code differs from
"server-error-tenmporary-error” in that it inplies a nore permanent
type of internal error. It also differs from"server-error-device-
error” in that it inplies an unexpected condition (unlike a paper-jam
or out-of-toner problemwhich is undesirable but expected). This
error status code indicates that probably some know edgeabl e hurman
intervention is required.
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13.1.5.2 server-error-operation-not-supported (0x0501)

The |1 PP object does not support the functionality required to fulfill
the request. This is the appropriate response when the | PP object
does not recogni ze an operation or is not capable of supporting it.

13.1.5.3 server-error-service-unavail abl e (0x0502)

The 1 PP object is currently unable to handl e the request due to a
tenporary overloadi ng or nmmi ntenance of the | PP object. The
inplication is that this is a tenporary condition which will be

all eviated after sone delay. If known, the Iength of the delay may be

indicated in the nessage. |If no delay is given, the | PP application
shoul d handl e the response as it would for a "server-error-
tenporary-error"” response. |If the condition is nore permanent, the

error status codes "client-error-gone" or "client-error-not-found"
coul d be used.

13.1.5.4 server-error-version-not-supported (0x0503)

The |1 PP object does not support, or refuses to support, the IPP
protocol version that was used in the request nessage. The IPP
object is indicating that it is unable or unwilling to conplete the
request using the sane version as supplied in the request other than
with this error nessage. The response should contain a Message
descri bing why that version is not supported and what other versions
are supported by that | PP object.

A conforming IPP/1.0 client MJST specify the valid version ('1.0") on
each request. A conformng IPP/1.0 object MJUST NOT return this
status code to a conformng IPP/1.0 client. An |IPP object MJST
return this status code to a non-confornmng IPP client. The response
MUST identify in the "version-nunber” operation attribute the cl osest
versi on nunber that the | PP object does support.

13.1.5.5 server-error-device-error (0x0504)

A printer error, such as a paper jam occurs while the | PP object
processes a Print or Send operation. The response contains the true
Job Status (the values of the "job-state" and "job-state-reasons”
attributes). Additional infornmation can be returned in the optiona
"j ob-state-nessage" attribute value or in the OPTI ONAL status nessage
that describes the error in nore detail. This error status code is
only returned in situations where the Printer is unable to accept the
create request because of such a device error. For exanple, if the
Printer is unable to spool, and can only accept one job at a tine,
the reason it nmight reject a create request is that the printer
currently has a paper jam In many cases however, where the Printer
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obj ect can accept the request even though the Printer has some error
condition, the 'successful-ok’ status code will be returned. In such
a case, the client would ook at the returned Job Cbject Attributes
or later query the Printer to deternmine its state and state reasons.

13.1.5.6 server-error-tenporary-error (0x0505)

A temporary error such as a buffer full wite error, a nenory
overflow (i.e. the docunment data exceeds the nenory of the Printer),
or a disk full condition, occurs while the IPP Printer processes an
operation. The client MAY try the unnodified request again at sone
later point in time with an expectation that the tenporary interna
error condition nmay have been cleared. Alternatively, as an

i mpl ementation option, a Printer object MAY del ay the response unti
the tenporary condition is cleared so that no error is returned.

13.1.5.7 server-error-not-accepting-jobs (0x0506)

A tenporary error indicating that the Printer is not currently
accepting jobs, because the adm nistrator has set the value of the
Printer’s "printer-is-not-accepting-jobs" attribute to 'false (by
means outside of IPP/1.0).

13.1.5.8 server-error-busy (0x0507)

A temporary error indicating that the Printer is too busy processing
j obs and/or other requests. The client SHOULD try the unnodified
request again at sone later point in time with an expectation that
the tenporary busy condition will have been cl eared.

13.1.5.9 server-error-job-cancel ed (0x0508)

An error indicating that the job has been cancel ed by an operator or
the systemwhile the client was transnitting the data to the IPP
Printer. |If a job-id and job-uri had been created, then they are
returned in the Print-Job, Send-Docunent, or Send-URlI response as
usual ; otherwi se, no job-id and job-uri are returned in the response.

13.2 Status Codes for | PP Operations
PJ Print-Job, PU= Print-URI, CJ] = Create-Job, SD = Send- Docunent

SuU Send-URI, V = Validate-Job, GA = Get-Job-Attributes and
CGet-Printer-Attributes, G = Get-Jobs, C = Cancel-Job
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| PP Operations

| PP Status Keyword P PUCI SDSUV G A C
successful - ok X X X X X XX X X
successful - ok-i gnor ed- or - substi t ut ed- X X X X X XX X X

attributes
successful - ok-conflicting-attributes X X X X X XX X X
client-error-bad-request X X X X X XX X X
client-error-forbidden X X X X X XX X X
client-error-not-authenticated X X X X X XX X X
client-error-not-authorized X X X X X XX X X
client-error-not-possible X X X X X XX X X
client-error-timeout X X
client-error-not-found X X X X X XX X X
client-error-gone X X X X X XX X X
client-error-request-entity-too-Iarge X X X X X XX X X
client-error-request-val ue-too-1ong X X X X X XX X X
client-error-docunent-fornat-not- X X X X X X

supported
client-error-attributes-or-val ues-not - X X X X X XX X X

support ed
client-error-uri-schene-not-supported X X
client-error-charset-not-supported X X X X X XX X X
client-error-conflicting-attributes X X X X X XX X X
server-error-internal -error X X X X X XX X X
server-error-operation-not-supported X X X X
server-error-service-unavail abl e X X X X X XX X X
server-error-version-not-supported X X X X X XX X X
server-error-device-error X X X X X
server-error-tenporary-error X X X X X
server-error-not-accepting-jobs X X X X
server-error-busy X X X X X XX X X
server-error-job-cancel ed X X
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14. APPENDI X C. "nedia" keyword val ues
St andard keyword val ues are taken from several sources.

St andard val ues are defined (taken from DPA[ISOL0175] and the Printer
M B[ RFC1759] ) :

default’: The default nediumfor the output device

i so-a4-white’: Specifies the 1 SO A4 white medi um
so-a4-colored : Specifies the |1 SO A4 col ored nedi um
so-a4-transparent’ Specifies the 1SO A4 transparent nedi um
so-a3-white': Specifies the 1SO A3 white nedi um
so-a3-colored : Specifies the | SO A3 col ored nedi um
so-a5-white’': Specifies the 1SO A5 white nedi um
so-ab-colored : Specifies the |1 SO A5 col ored nedi um
so-b4-white': Specifies the 1SO B4 white nedi um
so-b4-colored : Specifies the | SO B4 col ored nedi um
so-b5-white': Specifies the 1SO B5 white nedi um
so-b5-colored : Specifies the | SO B5 col ored nedi um
jis-b4-white’': Specifies the JIS B4 white medi um
jis-b4-colored : Specifies the JIS B4 col ored nedi um
jis-b5-white': Specifies the JIS B5 white nedi um
jis-b5-colored : Specifies the JIS B5 col ored nedi um

The followi ng standard val ues are defined for North Anerican nedia:

"na-letter-white' : Specifies the North Arerican letter white nmedi um
"na-letter-colored : Specifies the North Arerican letter col ored
medi um
na-letter-transparent’: Specifies the North American letter
transparent medi um
na-legal -white' : Specifies the North Anerican | egal white medi um
"na-legal -colored’: Specifies the North Anerican |egal col ored
medi um

The foll owi ng standard val ues are defined for envel opes:

so- b4-envel ope’: Specifies the
so- b5-envel ope’: Specifies the

| SO B4 envel ope nedi um

I
so-c3-envel ope’: Specifies the

I

|

I

envel ope nedi um
envel ope nedi um
so-c4-envel ope’: Specifies the envel ope nedi um
so-c5-envel ope’: Specifies the envel ope nedi um
so-c6-envel ope’: Specifies the envel ope nedi um

so- desi gnat ed- | ong- envel ope’: Specifies the | SO Designhated Long
envel ope nedi um

na- 10x13- envel ope’: Specifies the North Anerican 10x13 envel ope

medi um

S
S
S
S
S
S

00000
FRARQA
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na- 9x12- envel ope’

nmonar ch- envel ope’

medi um
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na- nunber - 10- envel ope’
busi ness envel ope nedi um

na- 7x9- envel ope’
na- 9x11- envel ope’
na- 10x14- envel ope’

envel ope

na- nunber - 9- envel ope’
busi ness envel ope

na- 6x9- envel ope’
na- 10x15- envel ope’

envel ope

and Semantics

Speci fies the Monarch envel ope

April 1999

Specifies the North American 9x12 envel ope

Specifies the North American nunber 10

Specifies the North American 7x9 inch envel ope
Specifies the North American 9x11 inch envel ope
Specifies the North American 10x14 inch

Specifies the North American nunber 9

Specifies the North American 6x9 inch envel ope
Specifies the North American 10x15 inch

The follow ng standard val ues are defined for the | ess commonly used
medi a (white-only):

executive-white':
folio-white':

nvoi ce-white’
edger-white’

quarto-white’

so-a0-white’
so-al-white’
so-a2-white’
so-ab6-white’
so-a7-white’
so-a8-white’
so-a9-white’
so-10-whit e’
so-b0-white’
so-bl-white’
so-b2-white’
so-b3-white’
so- b6-whi te’
so-b7-white’
so- b8-white’
so-b9-white’
so-bl1l0-white’

"jis-bO-white':
"jis-bl-white’
"jis-b2-white’
"jis-b3-white’
"jis-b6-white’
"jis-b7-white’

deBry,

et al.

Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi

Specifies the

Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi

es
ed
es
es
es
es
es
es
es
es
es
es
es
es
es
es
es
es

es
es
es
es
es
es

t he
t he
t he
t he
t he
t he
t he
t he
t he
t he
t he
t he
t he
t he
t he
t he
t he
t he

t he
t he
t he
t he
t he
t he
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whi te | edger
white quarto

I SO A0
| SO Al

O A9

BO
Bl
B2
B3
B6
B7
B8
B9

00000000

BO
B1
B2
B3
B6
B7

TTT T T Ty

(S S S S S
(ONONONORONN))

white
white
white
white
white
white
white

white
white
white
white
white
white
white
white

white
white
white
white
white
white

medi
medi
medi
nmedi
medi
medi
medi
medi
medi

medi
medi
medi
medi
medi
nmedi
medi
medi

medi
medi
nmedi
medi
medi
medi

Speci fies the white executive nedi um
Specifies the folio white medi um
Specifies the white invoice nedi um

um
um
um
um
um
um
um
um
um

O A10 white nedium

um
um
um
um
um
um
um
um

O B10 white nedi um

um
um
um
um
um
um
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"jis-b9-white’
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Specifies the JI'S B8 white medi um
Specifies the JI'S B9 white nedi um

"jis-bl0-white’

Specifies the JI'S B10 white nedi um
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The follow ng standard val ues are defined for engineering nedia:

OO0 TR

Specifies
Specifies
Specifies
Specifies
Specifies

t he
t he
t he
t he
t he

engi neering
engi neering
engi neering
engi neering
engi neering

medi um
medi um
medi um
medi um
medi um

A size
B size
C size
D size
E size

The follow ng standard values are defined for input-trays (froml SO

DPA and the Printer

"top’: The top input tray in the printer

"mddle’ : The middle input tray in the printer.
"bottomi: The bottominput tray in the printer.
"envel ope’: The envelope input tray in the printer
manual ' : The manua

| ar ge-capacity’

main’: The main input tray

side’: The side input tray

M

B) :

feed input tray in the printer

The | arge capacity input tray in the printer

The follow ng standard val ues are defined for nedia sizes (froml SO
DPA) :

deBry,

so-a0’: Specifi

in SO 216
so-al’ : Specifi

|1 SO 216
so-a2’

| SO 216
so-ad’

| SO 216
so-a4’ :

|1 SO 216
so-ab’

| SO 216
So- ab’

| SO 216
so-a7’

| SO 216
so- a8’

| SO 216

Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi

Speci fi

et al.

es the 1SO A0
es the 1SO Al
es the 1SO A2
es the 1SO A3
es the 1SO A4
es the 1SO A5
es the 1 SO A6
es the 1SO A7
es the 1SO A8

Experi

si ze:
size: 594 mm by
size: 420 mm by
size: 297 mm by
size: 210 mm by
size: 148 nmm by
size: 105 mm by
si ze:
si ze:
nment al

841

594

420

297

210

148

mm as

mm as

mm as

mm as

mm as

mm as

841 mm by 1189 mm as defi ned

defined in
defined in
defined in
defined in
defined in

defined in

74 mm by 105 mm as defined in

52 mmby 74 mmas defined in
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"is0-a9': Specifies the 1SO A9 size: 37 mmby 52 nm as defined in
| SO 216

"is0-al0": Specifies the | SO A10 size: 26 mm by 37 nmas defined in
| SO 216

"is0-b0’: Specifies the |1 SO BO size: 1000 nmm by 1414 mm as defi ned
in SO 216

"iso-bl: Specifies the 1SO Bl size: 707 nmm by 1000 mm as defi ned
in SO 216

"is0-b2": Specifies the 1SO B2 size: 500 nmby 707 nm as defined in
| SO 216

"is0-b3": Specifies the |1 SO B3 size: 353 nmby 500 nmas defined in
| SO 216

"iso-b4’: Specifies the | SO B4 size: 250 nm by 353 nm as defined in
| SO 216

"iso-b5: Specifies the 1SO B5 size: 176 nm by 250 nm as defined in
| SO 216

"iso0-b6’: Specifies the |1 SO B6 size: 125 nmby 176 nm as defined in
| SO 216

"iso-b7": Specifies the |1 SO B7 size: 88 mmby 125 mm as defined in
| SO 216

"is0-b8 : Specifies the 1SO B8 size: 62 mmby 88 nm as defined in
| SO 216

"is0-b9": Specifies the 1SO B9 size: 44 mmby 62 nmas defined in
| SO 216

"is0-b10": Specifies the | SO B10 size: 31 mmby 44 nm as defined in
| SO 216

"na-letter’: Specifies the North Arerican letter size: 8.5 inches by
11 inches

"na-legal’: Specifies the North Anerican |egal size: 8.5 inches by
14 inches

"executive': Specifies the executive size (7.25 X 10.5 in)

"folio': Specifies the folio size (8.5 X 13 in)

“invoice : Specifies the invoice size (5.5 X 8.5 1in)

"ledger’: Specifies the |ledger size (11 X 17 in)

"quarto’: Specifies the quarto size (8.5 X 10.83 in)

"iso-c3': Specifies the |1 SO C3 size: 324 nm by 458 nm as defined in
| SO 269

"iso-c4’: Specifies the 1SO C4 size: 229 nmby 324 nm as defined in
| SO 269

"iso-c5': Specifies the SO C5 size: 162 nm by 229 nm as defined in
| SO 269

"iso-c6’: Specifies the 1SO C6 size: 114 nmby 162 nm as defined in
| SO 269

deBry,

i so-desi gnated-1ong’:

Specifies the | SO

mm by 220 mm as defined in | SO 269

na- 10x13- envel ope’

Specifies the North American 10x13 si ze:

i nches by 13 inches

et al.
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Desi ghat ed Long

size: 110

10
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na- 9x12- envel ope’
i nches by 12 inches

na- nunber - 10- envel ope’
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Specifies the North American 9x12 size: 9

Speci fies the North American nunber 10

busi ness envel ope si ze:
na- 7x9- envel ope’

si ze

na- 9x11- envel ope’

si ze

na- 10x14- envel ope’

envel ope si ze
na- nunber - 9- envel ope’

busi ness envel ope size
na- 6x9- envel ope’

na- 10x15- envel ope’

si ze

nmonar ch- envel ope’

i n)

jis-b0":
jis-b1:
jis-b2:
jis-b3':
jis-b4':
jis-b5":
jis-b6":
jis-b7:
jis-b8:
jis-b9':
jis-bl0":

et al.

Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi

es
es
es
es
es
es
es
es
es
es

4.125 inches by 9.5 inches

Specifies the North American 7x9 inch envel ope

Specifies the North American 9x11 inch envel ope

Specifies the North American 10x14 inch

Specifies the North American nunber 9

Specifies the North American 6x9 envel ope size

Specifies the North American 10x15 envel ope

Speci fies the Monarch envel ope size (3.87 x 7.5

t he
t he
t he
t he
t he
t he
t he
t he
t he
t he

JI'S
JI'S
JI'S
JI'S
JI'S
JI'S
JI'S
JI'S
JI'S
JI'S

BO
Bl
B2
B3
B4
B5
B6
B7
B8
B9

Si
Si
Si
Si
Si
Si
Si
Si
Si
Si

zZe:
zZe:
zZe:
ze:
ze:
zZe:
zZe:
zZe:
zZe:

ze:

1030mm x 1456nmm
728mm x 1030mm
515mm x 728mm
364mm x 515mm
257mMm x 364mm
182mm x 257mm
128mm x 182mm
91mm X 128mm
64mm x 91mm
45mm X 64mm

Specifies the JI'S B10 size: 32mm x 45mm

Experi ment al

[ Page 159]



RFC 2566 | PP/ 1. 0: Model and Senantics April 1999

15. APPENDI X D: Processing | PP Attributes

When submitting a print job to a Printer object, the I PP nodel allows
a client to supply operation and Job Tenplate attributes along with
the docunent data. These Job Tenplate attributes in the create
request affect the rendering, production and finishing of the
docunents in the job. Sinilar types of instructions may al so be
contained in the docunment to be printed, that is, enbedded within the
print data itself. In addition, the Printer has a set of attributes
that describe what rendering and finishing options which are
supported by that Printer. This nodel, which allows for flexibility
and power, also introduces the potential that at job subnission tine,
these client-supplied attributes may conflict with either

- what the inplenmentation is capable of realizing (i.e., what the
Printer supports), as well as
- the instructions enbedded within the print data itself.

The follow ng sections describe how these two types of conflicts are
handl ed in the | PP nodel

15.1 Fidelity

If there is a conflict between what the client requests and what a
Printer object supports, the client may request one of two possible
conflict handling mechani sns:

1) either reject the job since the job can not be processed exactly
as specified, or

2) allowthe Printer to nmake any changes necessary to proceed with
processing the Job the best it can.

In the first case the client is indicating to the Printer object:
"Print the job exactly as specified with no exceptions, and if that
can’t be done, don't even bother printing the job at all." In the
second case, the client is indicating to the Printer object: "It is
nmore inportant to nmake sure the job is printed rather than be
processed exactly as specified; just make sure the job is printed
even if client supplied attributes need to be changed or ignored.”

The | PP nodel accounts for this situation by introducing an "i pp-
attribute-fidelity" attribute.

In a create request, "ipp-attribute-fidelity" is a bool ean operation
attribute that is OPTIONALLY supplied by the client. The value’
true’ indicates that total fidelity to client supplied Job Tenpl ate
attributes and values is required. The client is requesting that the
Job be printed exactly as specified, and if that is not possible then
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the job MJUST be rejected rather than processed incorrectly. The
value 'false’ indicates that a reasonable attenpt to print the Job is
acceptable. If a Printer does not support sone of the client
supplied Job Tenplate attributes or values, the Printer MJST ignore
them or substitute any supported val ue for unsupported val ues,
respectively. The Printer may choose to substitute the default val ue
associated with that attribute, or use sonme other supported val ue
that is simlar to the unsupported requested value. For exanple, if
a client supplies a "nedia" value of "na-letter’, the Printer may
choose to substitute 'iso-a4’ rather than a default val ue of
envelope’. |If the client does not supply the "ipp-attribute-fidelity"
attribute, the Printer assumes a val ue of ’'false’

Each Printer inplenentation MIST support both types of "fidelity"
printing (that is whether the client supplies a value of "true’ or
false'):

- If the client supplies 'false’ or does not supply the attribute,
the Printer object MJUST al ways accept the request by ignoring
unsupported Job Tenplate attributes and by substituting
unsupported val ues of supported Job Tenplate attributes with
supported val ues.

- If the client supplies "true’, the Printer object MJST reject the
request if the client supplies unsupported Job Tenpl ate
attributes

Since a client can always query a Printer to find out exactly what is
and is not supported, "ipp-attribute-fidelity" set to 'false is
usef ul when:

1) The End-User uses a command line interface to request attributes
that m ght not be support ed.

2) In a @QJ context, if the End User expects the job m ght be noved
to another printer and prefers a sub-optinmal result to nothing
at all.

3) The End User just wants sonething reasonable in |ieu of nothing
at all.

15. 2 Page Description Language (PDL) Override

If there is a conflict between the value of an I PP Job Tenpl ate
attribute and a corresponding instruction in the docunent data, the
val ue of the IPP attribute SHOULD take precedence over the docunent
instruction. Consider the case where a previously formatted file of
docunent data is sent to an IPP Printer. |In this case, if the client
supplies any attributes at job submission tine, the client desires
that those attributes override the enbedded instructions. Consider
the case were a previously formatted docunent has enbedded in it
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commands to load 'iso-a4’ nmedia. However, the docunent is passed to
an end user that only has access to a printer with "na-letter’ nedia
| oaded. That end user nost likely wants to submt that document to
an |PP Printer with the "nedia" Job Tenplate attribute set to 'na-
letter’. The job subm ssion attribute should take precedence over

t he enbedded PDL instruction. However, until conpanies that supply
docunent data interpreters allow a way for external |IPP attributes to
take precedence over enbedded job production instructions, a Printer
m ght not be able to support the semantics that | PP attributes
override the enbedded instructions.

The | PP nodel accounts for this situation by introducing a "pdl-
override-supported" attribute that describes the Printer objects
capabilities to override instructions enbedded in the PDL data
stream The value of the "pdl-override-supported” attribute is
configured by neans outside |IPP/1.0.

This REQU RED Printer attribute takes on the foll owi ng val ues:

- 'attenpted’': This value indicates that the Printer object
attenpts to make the I PP attribute val ues take precedence over
enbedded instructions in the docunent data, however there is no
guar ant ee

- 'not-attenpted’ : This value indicates that the Printer object
makes no attenpt to nake the I PP attribute values take precedence
over enbedded instructions in the docunent data.

At job processing tine, an inplenentation that supports the val ue of
"attenpted’ mght do one of several different actions:

1) Generate an output device specific command sequence to realize
the feature represented by the | PP attribute val ue.

2) Parse the docunent data itself and replace the conflicting
enbedded instruction with a new enbedded i nstruction that
mat ches the intent of the IPP attribute val ue.

3) Indicate to the Printer that external supplied attributes take
precedence over enbedded instructions and then pass the externa
I PP attribute values to the docunent data interpreter.

4) Anything else that allows for the semantics that | PP attributes
override enbedded docunent data instructions

Since 'attenpted’ does not offer any type of guarantee, even though a
given Printer object might not do a very "good" job of attenpting to

ensure that I PP attributes take a hi gher precedence over instructions
enbedded in the docunment data, it would still be a conformng

i mpl enent ati on.
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15.

At job processing tinme, an inplenentation that supports the val ue of
"not-attenpted’ might do one of the foll owi ng actions:

1) Sinply pre-pend the docunent data with the PDL instruction that
corresponds to the client-supplied PDL attribute, such that if
t he document data al so has the sane PDL instruction, it wll
override what the Printer object pre-pended. |In other words,
this inplenmentation is using the same inplenmentation senmantics
for the client-supplied IPP attributes as for the Printer object
def aul t s.

2) Parse the docunent data and replace the conflicting enbedded
instruction with a new enbedded instruction that approxi mates,
but does not match, the semantic intent of the IPP attribute
val ue.

Note: The "ipp-attribute-fidelity" attribute applies to the
Printer’s ability to either accept or reject other unsupported Job
Tenpl ate attributes. |In other words, if "ipp-attribute-fidelity" is
set to 'true’, a Job is accepted if and only if the client supplied
Job Tenpl ate attributes and val ues are supported by the Printer.

Whet her these attributes actually affect the processing of the Job
when the docunent data contains enbedded instructi ons depends on the
ability of the Printer to override the instructions enbedded in the
docunment data with the semantics of the |PP attributes. |If the
docunent data attributes can be overridden ("pdl-override-supported"
set to 'attenpted'), the Printer makes an attenpt to use the | PP
attributes when processing the Job. If the docunent data attributes
can not be overridden ("pdl-override-supported" set to ’'not-
attenpted’), the Printer nakes no attenpt to override the enbedded
docunment data instructions with the | PP attributes when processing
the Job, and hence, the IPP attributes may fail to affect the Job
processi ng and out put when the corresponding instruction is enbedded
in the docunent data

3 Using Job Tenplate Attributes During Docunent Processing.

The Printer object uses sonme of the Job object’s Job Tenplate
attributes during the processing of the docunment data associated with
that job. These include, but are not limted to, "orientation",
"nunmber -up", "sides", "nedia", and "copies". The processing of each
docunent in a Job Object MIST foll ow the steps bel ow. These steps are
intended only to identify when and how attributes are to be used in
processi ng docunent data and any alternative steps that acconplishes
the sane effect can be used to inplenment this specification

1. Using the client supplied "docunent-fornmat" attribute or sone
form of docunent format detection algorithm (if the value of
"docunent- format" is not specific enough), deternine whether or

deBry, et al. Experi ment al [ Page 163]



RFC 2566

deBry,

| PP/ 1. 0: Model and Senantics April 1999

not the docunment data has already been formatted for printing.

If the docunment data has been formatted, then go to step 2

O herw se, the docunent data MJST be formatted. The formatting
detection algorithmis inplenmentation defined and is not
specified by this specification. The formatti ng of the docunent
data uses the "orientation-requested" attribute to deternine how
the formatted print data should be placed on a print-stream
page, see section 4.2.10 for the details.

The docunent data is in the formof a print-streamin a known
medi a type. The "page-ranges" attribute is used to select, as
specified in section 4.2.7, a sub-sequence of the pages in the
print-streamthat are to be processed and i mages.

The input to this step is a sequence of print-stream pages. This
step is controlled by the "nunber-up" attribute. If the val ue of
"nunmber-up"” is N, then during the processing of the print-stream
pages, each N print-stream pages are positioned, as specified in
section 4.2.9, to create a single inpression. If a given
docunent does not have N nore print-stream pages, then the

compl etion of the inpression is controlled by the "nultiple-
docunent - handl i ng" attribute as described in section 4.2.4; when
the value of this attribute is 'single-docunent’ or ’single-
docunent - new sheet’, the print-stream pages of docunent data
from subsequent documents is used to conplete the inpression

The size(scaling), position(translation) and rotation of the
print-stream pages on the inpression is inplenentation defined.
Note that during this process the print-stream pages nmay be
rendered to a formsuitable for placing on the inpression; this
rendering is controlled by the values of the "printer-
resolution" and "print- quality" attributes as described in
sections 4.2.12 and 4.2.13. In the case N=1, the inpression is
nearly the same as the print-stream page; the differences would
only be in the size, position and rotation of the print-stream
page and/or any decoration, such as a frane to the page, that is
added by the inplenmentation.

The collection of inpressions is placed, in sequence, onto sides
of the nmedia sheets. This placenent is controlled by the "sides"
attribute and the orientation of the print-stream page, as
described in section 4.2.8. The orientation of the print-stream
pages affects the orientation of the inpression; for exanple, if
"nunber -up" equals 2, then, typically, two portrait print-stream
pages becone one | andscape inpression. Note that the placenent

of inpressions onto nedia sheets is also controlled by the

"mul tipl e-docunent - handl i ng" attribute as described in section
4.2. 4.
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5. The "copies" and "multipl e-docunent - handl i ng" attributes are
used to determ ne how many copi es of each nmedia instance are
created and in what order. See sections 4.2.5 and 4.2.4 for the
details.

6. Wien the correct nunber of copies are created, the nedia
i nstances are finished according to the val ues of the
"finishings" attribute as described in 4.2.6. Note that
sometines finishing operations may require manual intervention
to performthe finishing operations on the copies, especially
uncol | ated copies. This specification allows any or all of the
processing steps to be perfornmed autonmatically or nmanually at
the discretion of the Printer object.
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16. APPENDI X E: Generic Directory Schema

This section defines a generic schema for an entry in a directory
service. A directory service is a neans by which service users can
| ocate service providers. |In IPP environnents, this nmeans that |PP
Printers can be registered (either automatically or with the hel p of
an administrator) as entries of type printer in the directory using
an i npl ementation specific nechani smsuch as entry attributes, entry
type fields, specific branches, etc. |IPP clients can search or
browse for entries of type printer. dients use the directory
service to find entries based on nam ng, organi zational contexts, or
filtered searches on attribute values of entries. For exanple, a
client can find all printers in the "Local Department” context.

Aut henti cation and authorization are also often part of a directory
service so that an administrator can place limts on end users so
that they are only allowed to find entries to which they have certain
access rights. [|PP itself does not require any specific directory
servi ce protocol or provider.

Note: Sone directory inplenentations allow for the notion of
"aliasing". That is, one directory entry object can appear as
multiple directory entry object with different nanes for each object.
In each case, each alias refers to the sane directory entry object
which refers to a single IPP Printer object.

The generic schema is a subset of IPP Printer Job Tenplate and
Printer Description attributes (sections 4.2 and 4.4). These
attributes are identified as either RECOMVENDED or OPTIONAL for the
directory entry itself. This conformance |abeling is NOT the sane
conformance | abeling applied to the attributes of IPP Printers
objects. The conformance labeling in this Appendix is intended to
apply to directory tenplates and to I PP Printer inplenentations that
subscri be by adding one or nore entries to a directory. RECOVMENDED
attributes SHOULD be associated with each directory entry. OPTI ONAL
attributes MAY be associated with the directory entry (if known or

supported). |In addition, all directory entry attributes SHOULD
reflect the current attribute values for the corresponding Printer
obj ect.

The nanes of attributes in directory schema and entries SHOULD be the
same as the IPP Printer attribute nanmes as shown.

In order to bridge between the directory service and the I PP Printer
obj ect, one of the RECOMVENDED directory entry attributes is the
Printer object’s "printer-uri-supported” attribute. The IPP client
queries the "printer-uri-supported" attribute in the directory entry
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17. APPENDI X F: Change History for the | PP Mbdel and Semantics docunent

The followi ng substantive changes and major clarifications have been
made to this docunment fromthe June 30, 1998 version based on the
interoperability testing that took place Septenber 23-25 1998 and
subsequent mailing list and neeting discussions. They are listed in
the order of occurrence in the docunment. These changes are the ones
that might affect inplenmentations. Cdarifications that are unlikely
to affect inplenmentations are not listed. The issue nunbers refer to
the I PP Issues List which is available in the follow ng directory:

ftp://ftp. pwg. org/ pub/ pwg/i pp/ approved-clarifications/
Section Descri ption

gl obal Repl aced TLS references with SSL3 references as agreed with
our Area Director on 11/12/1998.

gl obal Renmoved the indications that some of these | PP docunents
are informational, since the intent is now to publish al
| PP/ 1.0 docunents as informational as agreed with our Area
Director on 11/12/1998.

3.1.2, Clarify that the | PP object SHOULD NOT validate the

16.3.3 range of the request-id being 1 to 2**31-1, but accepts
[now i pp- and returns any value. Cients MJST still keep in the
iig] range 1 to 2**31 though. |If the request is term nated

before the conplete "request-id" is received, the IPP
object rejects the request and returns a response with a
"request-id" of 0 (Ilssue 1.36).

3.1.4.1, darified that when a client submits a request in a

13.1.4.14 charset that is not supported, the |IPP object SHOULD
return any 'text’ or 'nane’ attributes in the 'utf-8
charset, if it returns any, since clients and I PP
obj ects MJUST support "utf-8 . (Issue 1.19)

3.1.4.1 Clarified Section 3.1.4.1 Request QOperation Attributes
that a client MAY use the attribute |evel natura
| anguage override (text/nameWthLanguage) redundantly in
a request. (Ilssue 1.46)

3.1.4.2 Clarified Section 3.1.4.2 Response Qperation Attributes
that an | PP object MAY use the attribute |level natura
| anguage override (text/nameWthLanguage) redundantly in
a response. (Issue 1.46)
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Clarified section 3.1.6: |If the Printer object supports
the "status-message" operation attribute, it NEED NOT
return a status message for the follow ng error status
codes: ’'client-error-bad-request’, 'client-error-
charset-not-supported’, 'server-error-internal-error’
'server-error-operation-not-supported , and ’server-
error-version-not-supported

Clarified that if a client is not supplying any Job
Tenpl ate attributes in a request, the client SHOULD omit
Goup 2 rather than sending an enpty group. However, a
Printer object MJST be able to accept an enpty group.
Thi s makes [ RFC2566] agree with [ RFC2565]. (I1ssue 1.16)

Clarified that if an I PP object is not returning any
Unsupported Attributes in a response, the | PP object
SHOULD onmit Group 2 rather than sending an enpty group
However, a client MJUST be able to accept an enpty group
Thi s makes [ RFC2566] agree with [ RFC2565]. (Issue 1.17)

Clarified that an | PP object MJST treat an unsupported
attribute syntax supplied in a request in the sane way
as an unsupported value. The |PP object MJST return the
attribute, the attribute syntax, and the value in the
Unsupported Attributes group. (Ilssue 1.26)

Clarified for Get-Printer-Attributes, Get-Jobs, and Get-
Job-Attributes that an | PP object MJUST return
"successful -ok-ignored-or-substituted-attributes’ (0x1),

rat her than ’successful -ok’ (0x0), when a client
suppl i es unsupported attributes as val ues of the
"requested-attributes’ operation attribute. (Issue

1. 24)

Also clarified that the response NEED NOT contain the
"requested-attri butes" operation attribute with any
supplied values (attribute keywords) that were requested
by the client but are not supported by the | PP object.
(I'ssue 1.18)

Del eted the job-level natural |anguage override (NLO
from Section 3.2.6.2 Get-Jobs Response so that al
operation responses are the sane with respect to NLO
(I'ssue 1.47)
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Clarified that an I PP Printer that supports the Create-
Job operation MJUST handl e the situation when a client
does not supply Send-Docunent or Send-URl operations
within a one- to four-mnute tinme period. Also
clarified that a client MUST send docunents in a multi-
docunent job w thout undue or unbounded delay. (Issue
1.28)

Clarified that the | PP object MIST reject a Cancel -Job
request if the job is in 'conpleted , 'canceled , or
"aborted’ job states. (lssue 1.12)

Added this new sub-section: it specifies that
naneW t hout Language plus the inplicit natural |anguage
mat ches nanmeW t hLanguage, if the values and natura

| anguages are the sane. Al so added that keyword never
mat ches naneW t hLanguage or naneW t hout Language.
Clarified that if both have countries, that the
countries SHOULD match as well. If either do not, then
the country field SHOULD be ignored. (Ilssues 1.33 and
1. 34)

Clarified regarding the case-insensitivity of URLs to
refer only to the RFCs that define them (Issue 1.10)

Clarified that 'boolean’ is not a full-sized integer.
(I'ssue 1.38)

Clarified that "resolution’ is not three full-sized
integers. (Issue 1.20)

Clarified that standard val ues are keywords or enuns,
not nanes. (lssue 1.49).

Added t he ’singl e-docunent - new sheet’ value to Section
4.2.4 nultiple-docunent-handling. (lssue 1.54)

Clarified that the "docunent-format-default” and
"docunent -f or mat - supported” Printer Description
attributes are REQU RED to agree with the table. (Issue
1.4)

Changed "queued-j ob-count” from OPTI ONAL t o RECOMVENDED.
(I'ssue 1.14)
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Clarified that the inplenmentation supplied value for the
"mul tiple-operation-tine-out” attribute SHOULD be

bet ween 30 and 240 seconds, though the inplenmentation
MAY al l ow the admi nistrator to set values, and MAY all ow
val ues outside this range. (Issue 1.28)

Clarified Cient Conformance that if a client supports
an attribute of "text’ attribute syntax, that it MJST
support both the textWthout Language and the
text Wt hLanguage forns. Sanme for 'nane’ attribute
syntax. Sane for an | PP object (Issue 1.48)

Added new section to allow Attribute G oups to be
regi stered as extensions for being passed in operation
requests and responses. (Issue 1.25)

Updated the table of text and name attributes to agree
with Section 4. 2.

Added a new secti on RECOMMENDI NG t hat the Get-Jobs
SHOULD return non-1PP jobs whether or not assigning them
a job-id and job-uri. Al so RECOVWENDED generating, if
possi ble, job-id and job-uri and supporting other |PP
operations on foreign jobs as an inpl enenter option
(I'ssue 1.32)

Updat ed docunent references.

Clarified 'client-error-charset-not-supported that
"utf-8 must be used for any 'text’ or 'name’ attributes
returned in the error response (lssue 1.19).

Added a new error code ’'server-error-job-cancel ed
(0x0508) to be returned if a job is cancel ed by another
client or aborted by the I PP object while the first
client is still sending the docunent data. (Issue 1.29)

Moved these sections recomendi ng operati on processing
steps to the new I nmplenenter’s Guide (informational).
There indicated that all of the error checks are not
required, so an | PP object MAY be forgiving and accept
non-conform ng requests. However, a conformng client
MUST supply requests that would pass all of the error
checks indicated. (Issue 1.21)
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Changed directory schema attributes from REQU RED t o
RECOMVENDED. Changed sone of the OPTIONAL to
RECOMVENDED to agree with the SLP tenplate. Changed the
"charset - supported” and "natural -| anguage- support ed"
from REQU RED to OPTIONAL. Recomended that the nanes
be the same in a directory entry as the |PP attribute
names. (Ilssue 1.53)
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18. Full Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

This docunent and translations of it nay be copied and furnished to
others, and derivative works that comment on or otherw se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the infornmation contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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